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AUDIT REPORT

Audit of the preparedness of infor mation and communications technology
applications supporting the implementation of the I nternational Public Sector
Accounting Standards

l. BACKGROUND

1. The Office of Internal Oversight Services (OlOShdocted an audit of the preparedness of
information and communications technology (ICT) laggtions supporting the implementation of the
International Public Sector Accounting StandareSAS).

2. In accordance with its mandate, OIOS provides as®gr and advice on the adequacy and
effectiveness of the United Nations internal canggstem, the primary objectives of which are tewgp

(a) efficient and effective operations; (b) accertancial and operational reporting; (c) safedusay of
assets; and (d) compliance with mandates, regonkatiad rules.

3. The General Assembly approved the adoption of IP8&A&s resolution 60/283. IPSAS will
replace the United Nations System Accounting Statsl@UNSAS) and establish guidelines on how
transactions and events should be reported inithadial statements. The adoption of IPSAS is etquec
to help the Organization enhance the credibilityiteffinancial process and reports, provide greater
transparency of resources, align processes aneéguoes with best practices in accounting, and ingro
comparability of financial reports with other orggations.

4. A pre-condition for the implementation of IPSAStie readiness of the ICT applications for
processing and storing relevant financial data. Unéed Nations Secretariat aims to deliver IPSAS-
compliant financial statements for peacekeepingaifmns as of 30 June 2014, and for all other iestit
as of 31 December 2014. The first major milestomehe preparation of IPSAS-compliant opening
balances for peacekeeping operations as of 1 0dl§.2

5. The Umoja project is an administrative reform atitre of the United Nations Secretariat aimed
at consolidating the management of all financiatmhn and physical resources under a single inegjrat
enterprise resource planning (ERP) solution, cdllegbja. The Organization had determined that Umoja
will not be ready for IPSAS opening balances rezpagnts, and will therefore make use of existing ICT
applications to provide the data required for cdatjgin of the opening balances.
6. The scope of the IPSAS project was outlinetthénproject initiation document included in the
production of IPSAS-compliant financial statemeiotsVolume 1, 2, and 3 financial statements, which
included the United Nations Secretariat and thiewohg entities:

® The United Nations Environment Programme (UNEP);

(i) The United Nations Human Settlements Programme HABITAT);

(iii) The United Nations Office on Drugs and Crime (UNQDC

(iv) The International Trade Centre (ITC);

(V) The United Nations Institute for Training and ResBgUNITAR); and



(vi) The United Nations Compensation Commission (UNCC).
7. The IPSAS project budget is outlined in Table 1.

Table 1: IPSAS budget
(Thousands of United States dollars)

2006/07 2008/09 2010/11 2012/13
Regular budget 1,858.7 6,184.1 3,5384 2,329.3
Peacekeeping 1,244.4 5,505.6 3,828.6 8,060.7
support account
Total 3,103.1 11,689.7 7,366.9 10,390.0
8. The Department of Management (DM) is the lead depent for the implementation of IPSAS.

The project is managed by the Office of Programiaaring, Budget and Accounts (OPPBA).

9. The Office of Information and Communications Tedogy (OICT) of DM provides support for
the enterprise-wide applications and infrastructdiiee Information and Communications Technology
Division (ICTD) in the Department of Field Suppd®FS) is responsible for supporting the work of
OICT in implementing and supporting Organizatiorvi applications and major shared field
applications. Offices Away from Headquarters (OAlSd Regional Commissions are responsible for
maintaining their own local ICT and other officet@mation applications.

10. The functions of the Office of the Director-Gerlesd UNOV are combined with those of the
Executive Director of UNODC. Both offices are intatgd and supported with resources from the regular
budget and also extra budgetary funding. The Dbmidior Management of UNOV/UNODC supports
policymaking organs, executive direction and manzyd, and substantive sub programmes. This
Division is responsible for the preparation of #ueounts relevant for the adoption of IPSAS, amdife
processes related to accounting, payroll, paymedt disbursement of funds, and treasury for both
UNOV and UNODC. The Information Technology SerftES) is part of the Division for Management
and comprised 34 staff with a total budget of $62,200 for the biennium 2010-2011.

11. UNOV/UNODC had approximately 315 ICT applicationgporting its administrative activities
and processes. Some 277 of these 315 applicatiadsbbeen developed internally for supporting
workflows.

12. Comments provided by DM and UNOV/UNODC are incogted in italics.

II.  OBJECTIVE AND SCOPE

13. The audit was conducted to assess the adequacyeféextiveness of the governance, risk
management and control processes established by ddMUnited Nations Headquarters, and
UNOV/UNODC in Vienna, in providing reasonable asswe regardinghe preparedness of ICT
applications for the implementation of IPSAS, including the generation of IPSAS compliant opening
balances and financial statements.



14, The audit was included in the OIOS 2012 risk-basetk plan because of the criticality of ICT
applications in supporting the implementation & tRSAS project, which aims to improve the quality,
comparability and credibility of the financial statents of the United Nations Secretariat.

15. The key controls tested for the audit were: (a)ulagry framework; and (b) ICT support
applications. For the purpose of this audit, Ol@8mrd these key controls as follows:

(@ Regulatory framework - controls that provide reasonable assurance pblaties and
procedures: (i) exist to guide the operations ofT I@pplications for supporting the
implementation of IPSAS; (ii) are implemented cstetly; and (iii) ensure the reliability and
integrity of financial and operational information.

(b) ICT support applications - controls that provide reasonable assurance tieati@T
applications adequately support the implementaifd®PSAS.

16. The key controls were assessed for the controlctags shown in Table 2. Certain control
objectives shown in Table 2 as “Not assessed” weteelevant to the scope defined for this audit.

17. OIOS conducted the audit from May 2012 to Jan2&43. The audit covered the period from
May 2012 to December 2012.

18. OIOS conducted an activity-level risk assessmendeatify and assess specific risk exposures,
and to confirm the relevance of the selected keptrots in mitigating associated risks. Through
interviews, analytical reviews and tests of costr@10S assessed the existence and adequacy rmofinte
controls and conducted necessary tests to detetheireeffectiveness.

19. OIOS conducted a review of the ICT applicationsige at the United Nations Headquarters in
New York, UNOV and UNODC. UNOV and UNODC were sédst because these offices processed
complex financial operations similar to other OAHIbe audit of the preparedness of ICT applications
peacekeeping missions was conducted separatelig(ssnt No. AT2012/615/01).

1. AUDIT RESULTS

20. In OIOS’ opinion, DM and UNOV/UNODC governance kriimianagement and control processes
examined weraunsatisfactory in providing reasonable assurance regardimgpreparedness of ICT
applications for the implementation of IPSAS. While OPPBA had documented draft transitional
arrangements for implementing IPSAS, which includkd ICT applications that will be used for
preparing the IPSAS opening balances, there wagya olume of data required for the implementation
of IPSAS that was spread across several locatORBA had not undertaken a detailed survey/review
of all ICT applications that will be impacted bySRS implementation and did not provide adequate
technical guidance and co-ordination across theadrgtion to enable the timely and reliable reaugdi

of data necessary for IPSAS implementation. Assaltethere were risks associated with: (i) incostgl
transitional arrangements; (ii) use of manual psees for data uploads; (iii) incomplete definitadrkey
data flows; (iv) inadequate project and change meament; (v) limitations of the real estate staging
database; and (vi) malfunctions of batch procedfgeding human resources data into the Integrated
Management Information System (IMIS).

21. UNOV/UNODC had developed and acquired over timexansive number of ICT applications.
However, the changes required for ensuring thaeth€T applications will support the implementation
of IPSAS had not been identified and documented. |&bk of these preparatory actions was of pagrcul



concern given the control weaknesses identifiednduthe audit with regard to: (i) inconsistent uxe
date conventions; (ii) missing data and incons@emin asset management; (iii) negative leavenicata

in the human resources (HR) management systemw@ak integration of applications; and (v) weak
information security.

22. OIOS made 14 recommendations to address issuetifigl® in this audit. DM and

UNOV/UNODC accepted and are in process of impleingrthe audit recommendations.

23. The initial overall rating was based on the assessraf the key controls presented in Table 2
below. The final overall rating isinsatisfactory as implementation of 8 important and 2 critical
recommendations remains in progress.

Table 2: Assessment of key controls

Control objectives
Compliance
. - Efficient and | ,, /\ccurate . with
Business obj ective Key controls offecti financial and | Safeguarding
ective . mandates,
) oper ational of assets )
oper ations reporting regulations
and rules
Prepar edness of (a) Regulatory Partially Partially Not assessed | Partially
ICT applications | framework satisfactory satisfactory satisfactory
for the (b) ICT support Not assessed | Partially
implementation of | applications satisfactory
IPSAS
FINAL OVERALL RATING: UNSATISFACTORY

A. Regulatory framework

Incomplete transitional arrangements

24. The Secretariat determined that Umoja will not éady for the preparation of IPSAS opening
balances, and will therefore use existing ICT agions and manual workarounds. Transitional
measures had been documented for enriching andfyimadiexisting ICT applications and creating an
additional staging database required for collectiagy data on real estate assets.

25. The enrichments and modifications to the existi@d kapplications included the creation of an
IPSAS ledger that will be deployed within IMIS, parallel with the UNSAS ledger. This solution

included a series of proposed changes that wilblende concurrent production of UNSAS and IPSAS
compliant financial statements for applicable répgroffices.

26. In addition to the transitional arrangements, ORR®cumented an interface strategy which
highlighted the interfaces between IMIS and theeptpplications containing IPSAS relevant data such
as Umoja and Galileo (asset management applicatidajvever, the transitional arrangements and
interface strategy did not provide comprehensivierination and clarity on key data sources. The
interface strategy did not provide sufficient distaain how long the transitional arrangements wdl b
used, and whether they will also support the pigpmar of subsequent financial statements. Given tha
these arrangements relied on some manual processidgcontinuous use of some ancillary ICT
applications that had weaknesses in data integritiyavailability, their long-term use increasedribks
associated with the reliability of IPSAS data.



(1) OPPBA should document a contingency plan with the list of ICT applications and manual
wor karounds that will be used for the implementation of IPSAS, and specify for how long
they will bein place.

OPPBA accepted recommendation 1 and stated thagfémence to the IPSAS IMIS parallel ledger
and the book of records interface strategy, thetingency plan has been developed. As part of the
plan, the details of the data flows from sourcetays to the IMIS IPSAS parallel ledger are
continuously being documented and worked on. Dootedeevidence of the controls implemented
has been provided to OlO8ased on the action taken by OPPBA, recommenddtibas been
closed.

The use of manual processes for data upload ireddhs risk of input errors

27. In the absence of Umoja, OPPBA determined tih@tdeployment of electronic interfaces to

transfer data from the ICT applications into theSAS parallel ledger required additional steps.

Therefore, OPPBA decided to perform most of the@ dgloads by using journal vouchers to record data
into the IMIS parallel ledger. In those cases whire upload could not be done via an automated
interface, OPPBA intended to perform manual proeessing activity codes that provide audit trafls o

the transactions. This approach increased the fiskthe integrity and security of data manually

processed.

(2) OPPBA should design and implement compensatory proceduresfor ensuring the integrity,
security and auditability of accounting data manually processed for [PSAS
implementation.

OPPBA accepted recommendation 2 and stated thauahamorkarounds have been minimized
significantly, and the focus has been on modifytngrent systems, primarily with a view [o
improving auditability and increasing assurance ab@ccuracy. Documented evidence of fthe
controls implemented has been provided to OIBS8sed on the action taken by OPPBA,
recommendation 2 has been closed.

B. ICT support applications

The incomplete definition of key data flows acrbbsted Nations offices could cause delays

28. Many offices of the United Nations Secretariat regetb make changes to their ICT applications
to support the preparation of IPSAS-compliant fitiahreports. In order to design and implement the
required changes, it was necessary to identifyusrtrstand data sources and data flows.

29. A large volume of data was required for the prefi@meof the IPSAS opening balances that was
stored and processed across several office logatidme IPSAS project team worked with several ICT
applications installed across the United Natiorfice$ with different data formats and outputs. Ehes
ICT applications were not integrated and, therefgmeesented issues for data gathering, validation,
accuracy, and transferability. In addition, keyadspurces, flows, and applications had not beerpethp
limiting the ability to capture and process IPSAffadacross various offices.

30. OPPBA had prepared a transition plan with a list@F applications, and had conducted pre-
implementation exercises in Nairobi, Geneva anchiée However, this list was incomplete because it
did not include all the ICT applications that Wik impacted by IPSAS implementation across theeenti

Secretariat. In addition, offices did not receiwédgnce on the necessary actions to be taken fhingna



sure that their ICT applications will generate tlata required for the IPSAS opening balances. OPPBA
indicated that guidance for preparing the requinéormation to feed the IMIS parallel ledger frorther

ICT applications was planned for early 2013. Infation obtained by OIOS indicated that: (i) some of
the ICT applications identified by OPPBA as readifer IPSAS implementation were not in a state of
readiness; (ii) the criticality of some applicasomad not been identified; and (iii) mechanismsenrest
always in place to address shortcomings (i.e., tdaata input controls).

(3) OPPBA should: (i) complete the identification of ICT applications providing key data
relevant for the preparation of the IPSAS opening balances; (ii)) map key data sources,
flows, and applications; (iii) assess the quality of existing data; and (iv) define the
procedures for capturing the financial data associated with IPSAS implementation acr oss
the Organization.

OPPBA accepted recommendation 3 and stated thasi{@® and (ii) of this recommendation have
already been implemented. The IPSAS parallel ledger Book of Record in IMIS represent the
largest part of this effort. The key data sourcasehalready been identified and the detailed work
for populating data is in progress. The qualitydata has to be continually monitored and refined to
reach the desired level of accuracy. The positgoas follows: (i) complete the identification oflIC
applications providing key data relevant for theparation of the IPSAS opening balances — This is
done. (ii) map key sources, flows, and applicatieri@his is done. (iii) assess the quality of enggti
data — This work is in progress, including simwas and mock conversions and it will receive
added emphasis with the issuance of the IPSAS mgpéaiance instructions in October 2013. (jv)

define the procedures for capturing the financiatadassociated with IPSAS implementation across
the Organization — This is being worked on contirslp and will be captured in detail in the IPSAS

opening balance instructions to be issued in Oatd@13. For items (i) and (ii) documented
evidence has been provided to Ol®8commendation 3 remains open pending receipt déteg
evidence related to the assessment of the qudligxisting data and procedures for capturing |the
financial data associated with IPSAS implementatioross the Organization.

Project and change management need to be strepdthen

31. Timely communication of IPSAS-related change rezmients for ICT applications across the
Secretariat is critical for ensuring the succed®8AS implementatian

32. As reported in the previous section, changes reduio the ICT applications had not been
adequately identified and some offices did not ireceufficient information about the changes to be
made to their local ICT applications. For exampley applications supporting asset management (i.e.,
Galileo) and procurement (i.e., Mercury) had beseiuded in the modification and enrichment plans
prepared by DFS. However, there was no evidendeathasstances of Galileo and Mercury used across
the United Nations offices, including those ingdllat the International Criminal Tribunals, hadrbee
reviewed and included in the planned changes.

33. With the exception of IMIS, milestones and delivdes had not been documented for completing
the enrichments and modifications of the ICT amgglans at United Nations Headquarters (UNHQ) and
non-peacekeeping offices. In addition, relevamrimiation was missing from the plan for completihg t
enrichment and modification of the ICT applicatipasch as: (i) assignment of resources; (ii) dedini

of technical deliverables; (iii) application ownkeis, (iv) quality assurance criteria; and (v) tegtplans
for all ICT applications across the Organization



34. As of November 2012, DFS had started the roll-duhe enhancements to Galileo in support of
IPSAS. However, the required changes to the of@@rdpplications and the deployment of the staging
databases for Peacekeeping Offices (PKOs), OAHLUAMIHQ were either unknown or subject to delays.
OAHs had not implemented the enrichment/modificatiplans for their ICT applications, which
increased the risk that they may not be ready bethiablished deadline.

35. The main causes of these weaknesses were attritouted

0] Delays in finalizing user requirements, whitdd not been completed because the IPSAS
policy framework and corresponding changes hadeen finalized in a timely manner;

(i) Lack of clarity as to how to capture the da¢muired for IPSAS (i.e., associated costs,
real estate assets, and intangible assets);

(iii) Delays experienced in the decision-makingogass for determining the procedural
changes and their impact on existing ICT appliceti@.e., investment accounting and valuation
methodology for real estate);

(iv) Delays arising from the procurement procegseiogaging a consultant to assist with the
modification of Galileo and Mercury; and

(v) Reliance on manual collection of data (i.et,rfmal estate and intangible assets).

(4) OPPBA should: (i) ensure that the ICT preparedness activities across the Secretariat are
in alignment with the IPSAS timeline; and (ii) put in place mitigating controls to avoid
delaysin thereadiness of ICT applications.

OPPBA accepted recommendation 4 and stated thabriamt changes in ICT for IPSAS
implementation, such as Galileo and IMIS enhancésyemme already tracked through the project

management tool and reported to the Steering CaeeniThe enhanced Galileo has already been
rolled out to peacekeeping missions and the initeaision of the enhancements to IMIS has heen
deployed to all OAHs and Regional Commissions. fida estate staging database is being

deployed and the platform to support opening badantor equipment has been developed, In
addition, an interim process has been put in pléagesupport investment accounting pre-full
deployment of Umoja. Documented evidence of théralenmplemented has been provided| to
OlOS.Recommendation 4 remains open pending receipteofgpborts generated by OPPBA with|its
project management tool for the real estate stadgitg base and the system for equipment.

Recognition of expenses using the delivery prircipl

36. The delivery principle requires the recognitionesfpenses once the goods and/or services are
received, as opposed to the time of receipt ohaoice or payment in cash.

37. In PKOs, Mercury had been identified as one of #pplications that will support the
implementation of the delivery principle. Adequaehancements were made in Mercury for cross
referencing information with the SUN system andswidating data in IMIS.

38. At UNHQ and OAHSs, the receipt function in IMIS wased to capture the data required to
comply with the IPSAS delivery principle and songstem changes were being considered in addition to
procedural changes that will be introduced to timéng of the recording of goods and services resmbiv



However, a decision had not been made on the éxtnamethodology to be used for uploading the
captured data.

(5) OPPBA should determine the system changes and methodology for extracting the data
required for complying with the IPSAS delivery principle.

OPPBA accepted recommendation 5 and stated thateeaping missions will be using Umaja,
which has a delivery principle functionality in nfior IPSAS. In view of the prolonged period over
which IMIS has to be used in non-peacekeeping omssio support the IPSAS implementation,
additional enhancements to IMIS to support the IB$klivery principle have been finalized gnd
prioritized. The OICT IMIS team has already comneghgvork on the changes, which will be
delivered well in time for the implementation ire Bffice Away from Headquarters. Documented
evidence of the controls implemented has been gedvio OIOSBased on the action taken by
OPPBA, recommendation 5 has been closed.

The property management transition plan shoulddeaimhented

39. The implementation of IPSAS required changes tesduCT applications processing property
and asset data.

40. There was no common asset management system ambitQUOAHs and other non-
peacekeeping field offices, as IMIS did not haveaaset management/accounting functionality. Offices
were required to review their existing ICT applioas to determine whether they could generate IPSAS
compliant asset accounting information, which wathlen be posted through the use of journal vouchers
into the parallel IPSAS ledger.

41. At UNHQ, Procure Plus was the application usedsiguporting asset management, and it was
expected that its data will be used to establigetagpening balances. However, Procure Plus did not
contain asset valuations and could not be usedalloulating depreciation and impairments. The metho
for performing these calculations, to be done detdProcure Plus, was still pending a decision as to
which application will be used for this purposeh@tlimitations of Procure Plus included:

(1) Miscellaneous fields were being used in Procktas for capturing data manually,
pending the release of a system upgrade;

(i) Procure Plus did not have controls for validatiatgdnputs (i.e., checks on the format of
the information entered in each field, such assjatembers, text, etc.); and

(iii) There was no link between the invoice infotina recorded in IMIS and purchase order
lines in Procure Plus to calculate opening balantéerefore, this process required manual
intervention.

42. The Procurement Division was implementing a sofengsgrade for the Procure Plus application.
Although this upgrade included additional datad$efo capture IPSAS data, it was not yet clear kndret
the upgraded application will address the datatimalidation issues already identified by OIOS e t
previous audit of Procure Plus (AH2008/513/01 — iAol procurement management in the Secretariat).
Pending the upgrade and deployment of the new R¥oRlus application, OIOS did not make any
additional recommendation on this issue.

43. The Facilities Management Service (FMS) of DM hadoanot finalized the property
management transition plan being prepared for oioigi IPSAS-compliant asset data, along with the



specifications for using dedicated ICT applicati@ins., Procure Plus), data gathering, data clegnsind
workaround solutions.

(6) The Facilities Management Service of DM should expedite the documentation of the
property management transition plan and, in collaboration with OPPBA, ensure that a
process is implemented for data gathering, data cleansng and workaround solutions to
prepare asset data for IPSAS at Headquarters.

FMS accepted recommendation 6 and stated thatnsuttation with OPPBA they have developed
an action plan for departments at Headquarters tiapgaration for the opening balance, detailing
courses of actions, owners and timeline. In mideJR®13, FMS presented the plan to the propgrty
management focal points on the activities, rolesl aasponsibilities involved in managing,
controlling and reporting property at Headquarteis order to meet IPSAS requiremern
Recommendation 6 remains open pending receiptiderge demonstrating the implementation of
the property management transition plan and the glathering, cleansing and workaround solutions
for preparing the IPSAS asset data.

Limitations of the real estate staging database

44, The implementation of IPSAS requires major chanigethe storage and processing of data
related to capitalization and depreciation of esdhte assets (property, plant and equipment).

45, The Secretariat had not deployed a staging datadyssem for managing data pertaining to real
estate assets. Relevant information related toestate assets resided in different applicationssaghe
Organization, in various formats, ranging from pajgeords to stand-alone ICT applications.

46. The Umoja Office decided to create a staging databa capture all real estate data required to
meet both IPSAS and Umoja requirements. In thisnaggthe following weaknesses were identified by
olos:

(i) The valuation methodology for estimating the vabfereal estate assets had not been
decided, therefore the data elements requireddioation were not known;

(i) The designed staging database did not incldiequate controls for the validation of data
(i.e., validation of data input, and audit trailciuding checking the authenticity of origin and
integrity of content);

(i) The staging database application had beengded for recording only the assets but not
their value. The application did not contain foramifor deriving IPSAS values (i.e., depreciation
and impairments), which OPPBA intended to perforith\& separate application;

(iv) A pilot testing of the staging database comomehat the United Nations Organization

Stabilization Mission in the Democratic Republictbé Congo (MONUSCO) in July 2012. The

pilot testing led to essential enhancements aresfio the application. The Umoja team stated
that application enhancements, fixes and testing wempleted in November 2012, and the pilot
re-test in the production environment would haveumeed in MONUSCO, the United Nations

Interim Force in Lebanon (UNIFIL), and UNHQ shortyter. However, the re-test had been
delayed because the production environment waseadly; and

(v) The requirements of the real estate convergohincluded the capturing of data relating
to assets under construction. However, the stag@tgbase did not have the capacity to capture



this data. DFS explained that an Excel template b&sg developed to capture this data and
subsequently populate the staging database.

(7) OPPBA should provide technical guidance and assistance on how to gather, cleanse and
prepare IPSAS-compliant data of real estate assets and ensure that their availability isin
alignment with the IPSASimplementation timeline.

OPPBA accepted recommendation 7 and stated thaBBdPthe Office of Central Support Servicgs,
DFS, and Umoja have collaborated in the design wfed-based tool to facilitate the collection|of
real estate information which will eventually begnaited to Umoja. The tool will support summary
information for notes disclosures, data for openfiradances, and ongoing IPSAS reporting until the
full deployment of the Umoja solution. OPPBA haready issued technical guidance to the
missions and deployed workshops on the use ofdbigo support opening balances. Documerjted
evidence of the controls implemented has been gedvio OlIOSBased on the action taken by
OPPBA, recommendation 7 has been closed.

Limitations of IMIS

47. The implementation of IPSAS requires reliable datathe terms of delivery of goods and
services, and commodity class codes. OPPBA platmprbcess this data using IMIS.

48. A review of the local IMIS databases installed ad@V//UNODC identified the following
limitations: (i) delivery terms were captured ageat field in IMIS, and could not serve as a refiee
data for determining the terms of delivery of goads services acquired; and (ii) misclassificatbthe
United Nations commodity class codes in IMIS (farensic equipment was classified as games & toys).
OIOS was informed about an ongoing Organizationrewigliew of the United Nations commodity class
code, which included the analysis of issues comegrrommodity class codes.

(8) OPPBA should determine how to address the issues concer ning the rdiability of key data
fields within the IMIS instances installed in Offices Away from Headquarters, and put in
place mechanisms for capturing reference data relating to delivery terms and commodity
class codes.

OPPBA accepted recommendation 8 and stated thatrtpertance of data cleansing to support the
reliability of key data fields for conversion toSRS and Umoja has been communicated to all
offices. The capture and enrichment of referenda da well as transactional data is already part
of the Umoja conversion strategy being piloted iNIEIL. Documented evidence of the contrpls
implemented has been provided to Ol®&&commendation 8 remains open pending OPPBA’s
issuance of instructions to OAHs and Regional Cossinns for running quality checks and engure
that correct class codes have been entered in IMIS.

Limitations of the Field Office Management Ledger

49. UNOV/UNODC planned to use the Field Office Managatrieedger (FOML) for processing and
providing the financial transactions data requi@dPSAS reporting.

50. FOML, which is a module of the ProFi suite of apgtions, was used by UNODC for recording
transactions in field offices, even though this lmapion had not been designed as a financial
management system. FOML had a series of weaknthetesere mainly related to the inconsistent use of
date conventions, and the need to manually uptatketiger, which increased the risk of data corapt

10



(99 UNOV/UNODC should design and implement compensatory controls for ensuring the
consistent use of date conventions and prevent data corruption in the Field Office
Management L edger.

UNOV/UNODC accepted recommendation 9 and statettiieaanalysis of the date format display
has implications vis-a-vis system integrity andisitexpected to be completed by the end of
September 2013. The results of the analysis wi#érchine if any additional compensatory contrpls
will have to be put in place by the end of 20R8commendation 9 remains open pending receipt of
the UNOV/UNODC's analysis of the date format issaed implementation of compensatary
controls, as necessatry.

Weaknesses in the asset management application

51. Key asset data is required for IPSAS compliance. OVNUNODC maintained a database
(Sybase) to keep track of non-expendable propdrtfienna, and the Field Office Inventory (FOIN)
module of ProFi in field locations. The Vienna o#i also used a locally developed Lotus Notes
procurement application to capture assets of lowevé.e. < $4,000). The use of multiple applicaido
store the same information (i.e., ICT equipmentyeéased the risk of duplication and omission oétsss
As listed in table 3 below, other weaknesses ifledtiwith the asset management application included
inadequate asset management procedures, resulingnissing data and data inconsistencies.
UNOV/UNODC stated it had started to address theseidncies.

Table 3: Summary of weaknessesidentified in asset management

Application Control Weakness

All applications used for asset Goods procured using credit cards were not ctergly captured
management (FOML, Lotus Notes Self constructed assets were not captured
databases, Sybase, and FOIN)

FOML and Lotus Notes for low value- FOML did not capture date of receipt of goods aed/ices
items database

FOML - Terms of delivery and terms of payment fieldere not populated
Lotus Notes for low value items- Location of assets was missing

database

Sybase, FOIN - Evidence of physical verification not captured

- Did not capture location of assets

- Did not capture movement of assets and writendéfrmation
- Associated cost only captured if part of the pase order
FOIN - No tracking of supplies and consumables

52. For internally developed ICT applications, ITS deped a software tracking application for
capturing and managing relevant data. However, gbfsvare tracking application did not capture the
value and time spent on the development of ICT iepgigbns (accounting of intangibles), and the
estimated useful life of each application, whichreveequired for complying with the IPSAS pertainiong
intangible assets.
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(10) UNOV/UNODC should, in coordination with OPPBA, determine how to address the
weaknesses in its asset management and the lack of data (i.e., date received, asset location,
value, serial nos) relating to receipt and inspection, non-expendable and expendable
property, and accounting of intangible assets.

UNOV/UNODC accepted recommendation 10 and statatl ttie asset verification exercise
Vienna took place between November 2012 and Jan2@iy. The weaknesses highlighted
OIOS have been addressed; UNOV/UNODC considerseittammendations as fully implemen
and requests OIOS to close it following their rewief the documents submitted as evidence o

in
by
ed

f the

changes made and controls implementedcommendation 10 remains open pending receipt of

evidence demonstrating the completion of recortmiiechecks, and system changes.

Weaknesses in the processing of leave balances

53.

54.

The preparation of IPSAS compliant financial statats requires data related to staff salaries,
allowances and benefits.

The following control weaknesses were identifiedtiaff data in IMIS:

® Malfunctions of batch procedures that triggered upeate of leave balances in IMI

S.

This problem had been reported to the IMIS teamthd Office of Human Resources

Management (OHRM) at UNHQ;

(i) Annual leave accruals were not captured corregtlfMIS upon conversion from th
erstwhile “appointment of limited duration” contta¢o other types of contracts;

(iii) There were a few cases of missing deductions ofi@neave days due to outstandi
personnel actions; and

e

ng

(iv) Delays in transferring scripts between duty stajowhich increased the risk of

incomplete data for personnel action, time anchddace, and annual leave.

(11) OPPBA should, in coordination with the Office of Human Resour ces Management and the

Office of Information and Communications Technology, address the problems associated
with theuse of ICT applicationsfor processing and recording leave balancesin IMIS.

OPPBA accepted recommendation 11 stating that OP&RIOHRM will jointly issue guidance
all offices, including OAHs and peacekeeping missifor gathering and cleansing data on leg
recording with a view to improve their quality fanclusion in the Organization's financig
statementsRecommendation 11 remains open pending issuangaidénce on how to capture t
leave balances required for the implementatiorP&AS.

10]

e
Al
he

55.

UNOV/UNODC used an internally developed an appitcatFlex-time) for managing human
resources data and processes. Data from this apphovas interfaced with IMIS. However, the interé
was not stable and resulted in inconsistent data.address this issue, UNOV/UNODC generated
exception reports to correct the inconsistencidge Field Office Staffing System (FOSI) was used by
UNOV/UNODC at field offices to manage data relatechuman resources management. The following
weaknesses were identified in this system:
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® There was an inconsistent use of both the Amerarach European date conventions
within date fields;

(i) There were negative leave balances; and

(iii) Staff annual leave balances were not consistentsuad from month to month.

(12) UNOV/UNODC should design and implement compensatory controls to ensure that the
FOSI system contains a consistent date format and correct leave balances.

UNOV/UNODC accepted recommendation 12 and statetl WtNOV/UNODC is now in the test
phase of leave data migration from FOSI into IMI$arget date for final roll-out is the end pf
September 2013. The analysis of the date fornsgtadi has implications vis-a-vis system integyity
and it is expected to be completed by the end mieBder 2013. The results of the analysis will
determine if any additional compensatory controidl wave to be put in place by the end|of

December 2013. Automatic procedures have beertifidento keep leave balances up to date

without requiring manual leave manager interventidrhese procedures will be implemented by the
end of June 2013.Recommendation 12 remains open pending receipbairdentation showing
UNOV/UNODC'’s analysis of leave data and implemeotatof compensatory controls, as
necessary, for ensuring consistent use of dateatsrand correct leave balances.

Inadequate controls for ICT project managementliegdmn development and security limited the dpili
to enrich and modify applications for supporting tmplementation of IPSAS

56. The reliability and security of the ICT applicatoproviding data input for the preparation of
financial statements is a basic requirement foueng the reliability and credibility of the dataported.
Therefore, this requirement is important for theliementation of IPSAS when several ICT applications
are being used for generating the opening balafndesse applications should be based on verifiable
controls demonstrating that they were developedcitordance with clear project management terms of
reference and defined, tested and accepted busaepgsements and security controls.

57. UNOV/UNODC developed an extensive number of ICT ligptions (277) to support its
processes, many of which were developed prior @oQhganization’s decision to adopt IPSAS. These
applications processed and stored data that witehaired for the implementation of IPSAS. Therefor

it is necessary to demonstrate that the ICT apmdics that will be used by UNOV/UNODC for
generating IPSAS-related data have been develambdhanaged with adequate control mechanisms and
procedures for ensuring data reliability, integrapd availability.

58. UNOV/UNODC stated that: (i) its ICT standard prdjetanagement methodology was based on
the adoption of a light version of PRINCE Il (Prcfe in Controlled Environments); and (ii) the
application development methodology Agile. Accogtin OIOS used these project management and
application development methodologies to review t@stl the electronic repositories of UNOV/UNODC,
containing the documentation related to its ICTligppons. In addition, OIOS checked whether these
controls were in compliance with the overarchingndtird ICT project management framework of the
United Nations Secretariat. In summary terms, #milts of the audit tests highlighted the following
control weaknesses:

()  The light version of PRINCE Il had not been impletasl in any of the ICT applications
developed or acquired by UNOV/UNODC.

13



(i)  UNOV/UNODC had not implemented the Agile methodgleg or any other standard
application development methodology - for the entiifecycle (applications development,
management, and change management) of the UNOV/WINI@D applications.

(i) OIOS further focused its tests on a sample of I@pliaations providing IPSAS-related
data. This sample included the ProFl modules (©d&fice Inventory, Leave Requests, Imprest
Fund, and Office Staffing), Lotus Notes databagseldw value procurement items, Flex-time,
and the Property Survey Board (PSB) write-offs. Témults of the audit tests showed that: (a) A
standard application development methodology hatl meen used for any of the ICT
applications; and (ii) Only a limited documentatiohworkflows existed in 25 per cent of the
applications reviewed.

(iv) UNOV/UNODC provided documented evidence for fivaifidnal applications (i.e., Gift
Hub, Knowledge Management Portal, Palestine FotersSiperts Portal, Annual Report
Questionnaire Portal, and goAML for Money Laundgrieporting), to demonstrate that it had
used adequate controls for project managementg tsaoking, change management, verifications
and prioritization of work items, and quality assure. However, these additional five
applications did not process and store any IPSA&ew data.

(v) UNOV/UNODC had not developed its ICT applicatiomstbe basis of the requirements of
the United Nations Secretariat for the definiti@ssessment and documentation of controls
pertaining to information security, data classifica, quality assurance, and testing.

59. In the context of IPSAS implementation, the absafadequate evidence of controls supporting
the ICT applications in use at UNOV/UNODC was anffigant limiting factor because the data
dictionaries, data structure, data classificatiib® layouts, and security requirements of theggliegtions
were not available. The lack of these details melaydthe determination of the changes required for
preparing UNOV/UNODC ICT applications to supportSIS implementation, and also potentially
prevent the external auditors from relying on thtagrocessed and stored in these ICT applications.

60. UNOV/UNODC stated that applications that are earkeal to support IPSAS before the
introduction of Umoja were developed long before ®@ICT project management policies were
established and, therefore, it does not see theé effsctiveness or efficiency gain in going backl an
preparing post-facto PRINCE Il compliant processculmentation. UNOV/UNODC relies on data
owners and ITS possess knowledge and expertiseritth @nd extract data from such applications for
purposes of presenting IPSAS-compliant informatior. any new projects and applications that are
matching the OICT set parameters for documentat@mats, UNOV/UNODC ITS follows and will

continue to follow OICT established guidelinesview of the explanations provided by UNOV/UNODC,
no recommendation was made.

Weaknesses in information security may limit tHeree that can be placed on data

61. The ICT infrastructure supporting the applicatiaised for the implementation of IPSAS should
provide means for ensuring the integrity and abdits of data.

62. UNOV/UNODC had procured the services of a thirdtypaendor to undertake a vulnerability
assessment of the Vienna network infrastructurd, lzad implemented some of the recommendations
contained within the report. However, the resuftthe OIOS tests highlighted some control weakrgesse
in the information security of UNOV/UNODC, includjninadequate log monitoring and segregation of
duties. UNOV/UNODC stated that they were currenttprking on the information security and
classification controls with the aim of developiggd implementing relevant policies and procedures.
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63. OIOS performed vulnerability scans of critical sss/and applications at UNOV/UNODC. The
results of these scans were communicated to ITH dwaing the course of the audit field work. Of
concern were the critical (three), high risk (team)d medium risk (61) areas identified, which acted
for 74 of the 88 vulnerabilities found.

64. UNOV/UNODC had documented a high level strategicuhoent on business continuity, disaster
recovery, and backup. The Human Resources Manage®eevice of UNOV/UNODC had been tasked
with coordinating business continuity planning. Haer, the businesses continuity plan was still in
progress, not aligned with the disaster recoveayp phot formalized into an operational documend, iés
business processes were not mapped with the coméislyg supporting ICT applications and
infrastructure.

65. In addition, given that the Board of Auditors haakeady raised concerns on the level of
information security at UNOV/UNODC in their previeueports, this control area requires immediate
attention for the design and implementation of aée mitigating measures.

(13) UNOV/UNODC should design and implement: (i) information security controls and
classification procedures in accordance with the ST/SGB/2007/6 (Information sensitivity,
classification and handling); (ii) comprehensive log management procedures and periodic
vulnerability scans of application servers; and (iii) access control procedures ensuring
segregation of duties.

UNOV/UNODC accepted recommendation 13 and statetIT& is in the process of developing
and implementing policies on information securitpdaclassification, in accordance with
ST/SGB/2006/7. ITS has developed a criticality ehdtat will help in the classification of
applications, services, and data/information. Aubehiglly and subject to availability of funds, ITS
intends to deploy a centralized monitoring systieat Wwill provide log management procedures.| In
order for ITS to ensure segregation of duties, addal resources would be required; duties are
currently combined out of necessity and as a resfulimited resources. In order to mitigate this
situation, ITS is currently evaluating access cohtnechanisms of administrative users to ensure
that separate roles exist for the accounts thatuneqadministrative access. The Informatipn

Security Controls and Classification Proceduresigected to be published by the end of June
2014; the Centralized Security Information and iivdanagement (SIEM) System to be deployed,
subject to funds, by the end of December 2013; Acwkss Control Procedures (Administrative

Access) to be published by the end of December. BB mmendation 13 remains open pending
receipt of the evidence demonstrating the completid actions taken for classification apd
handling, log management, and access control.

(14) UNOV/UNODC should: (i) formalize its business continuity plans into an operational
document that identifies key processes and their criticality; (ii) align the business
continuity plan with a disaster recovery plan using the criticality of the key processes
identified; (iii) map the business continuity plan with the supporting ICT applications and
infrastructure; and (iv) perform periodic tests of the plan.

UNOV/UNODC accepted recommendation 14 and stated Iff5 has conducted a wide rangipng

review of the existing UNOV business continuithfBCP) and has formed a committee to address
the issues highlighted in the audit report: (a) mthp identified key business processes and their
criticality to underlying ICT systems (by end op@eber 2013); (b) conduct a gap analysis based
on this mapping of key business and underlyingdgsiems and existing ITS disaster recovery (PR)
plans (by end of December 2013); (c) consolidate révised DR plans for ITS services into one
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document (by end of March 2014); and (d) contirauednduct annual tests of the ITS DR plans|(by
end of June 2014). Upon completion by ITS of thed#Rs, the BCP will also be completed.
Recommendation 14 remains open pending receipt agurdentation from UNOV/UNODC
pertaining to business continuity and disastervegoplans and test results.
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ANNEX |

STATUSOF AUDIT RECOMMENDATIONS

Audit of the preparedness of information and communications technology applications supporting the implementation of the
International Public Sector Accounting Standards

.y l .
Rzsr Recommendation CHIES /2 Cé Actions needed to close recommendation ! mplemen}atlon
no. I mportant (®) date
1 OPPBA should document a contingency plan with Important C Action taken. Implemented

the list of ICT applications and manual
workarounds that will be used for the
implementation of IPSAS, and specify for how
long they will be in place.

2 OPPBA should design and implement Important C Action taken. Implemented
compensatory procedures for ensuring the integtity,
security and auditability of accounting data

manually processed for IPSAS implementation.

3 OPPBA should: (i) complete the identification of Critical (0] Updated evidence related to the assessaie | 31 October 2013
ICT applications providing key data relevant foe th the quality of existing data and procedures fo
preparation of the IPSAS opening balances; (ii) capturing the financial data associated with

IPSAS implementation across the Organizatign.

map key data sources, flows, and applications; (ji
assess the quality of existing data; and (iv) defin
the procedures for capturing the financial data

associated with IPSAS implementation across the
Organization.

4 OPPBA should: (i) ensure that the ICT Critical 0] Reports generated by OPPBA with its pobj 31 October 2013
preparedness activities across the Secretariat are management tool for the Real Estate staging
alignment with the IPSAS timeline; and (ii) put in data base and the system for equipment.

place mitigating controls to avoid delays in the
readiness of ICT applications.

5 OPPBA should determine the system changes gnd Critical C Action taken. Implemented
methodology for extracting the data required for
complying with the IPSAS delivery principle.

! Critical recommendations address significant angéovasive deficiencies or weaknesses in govemaigk management or internal control processes) s
that reasonable assurance cannot be provided fegdhe achievement of control and/or businessativjes under review.

% Important recommendations address important @efioes or weaknesses in governance, risk managememeérnal control processes, such that reasenabl
assurance may be at risk regarding the achieveofienintrol and/or business objectives under review.

3 C =closed, O = open

* Date provided by DM and UNOV/UNODC in responsegocommendations.



STATUSOF AUDIT RECOMMENDATIONS

ANNEX |

Audit of the preparedness of information and communications technology applications supporting the implementation of the
International Public Sector Accounting Standards

— 3
R Recommendation criie] /2 Cé Actions needed to close recommendation I mplemen}atlon

no. I mportant (©) date

6 The Facilities Management Service of DM should Important @] Evidence demonstrating the implemeortiadif | 31 December
expedite the documentation of the property the property management transition plan and tf2013
management transition plan and, in collaboration data gathering, cleansing and workaround
with OPPBA, ensure that a process is implemented solutions for preparing the IPSAS asset data.
for data gathering, data cleansing and workaround
solutions to prepare asset data for IPSAS at
Headquarters.

7 OPPBA should provide technical guidance and Critical C Action taken. Implemented
assistance on how to gather, cleanse and prepafe
IPSAS-compliant data of real estate assets and
ensure that their availability is in alignment with
the IPSAS implementation timeline.

8 OPPBA should determine how to address the issuesmportant O Issuance of instructions to OAHs andi®esal | 1 October 2013
concerning the reliability of key data fields withi Commissions for running quality checks and
the IMIS instances installed in the Offices Away ensuring that correct class codes have been
from Headquarters, and put in place mechanismfs entered in IMIS.
for capturing reference data relating to delivery
terms and commaodity class codes.

9 UNOV/UNODC should design and implement Important @] Documentation showing UNOV/UNODC'’s 31 December
compensatory controls for ensuring the consistent analysis of the date format issue and 2013
use of date conventions and prevent data corrugtion implementation of compensatory controls, as
in the Field Office Management Ledger. necessary.

10 UNOV/UNODC should, in coordination with Important O Evidence demonstrating the completion o 31 December
OPPBA, determine how to address the weaknesses reconciliation checks, and system changes. | 2013
in its asset management and the lack of data (i.g.,
date received, asset location, value, serial nos.)
relating to receipt and inspection, non-expendable
and expendable property, and accounting of
intangible assets.

11 OPPBA should, in coordination with the Office of Important @] Issuance of the guidance on how touwreghe | 31 December

Human Resources Management and the Office
Information and Communications Technology,

Df

address the problems associated with the use of

leave balances required for the implementatid
of IPSAS.

n2013




STATUSOF AUDIT RECOMMENDATIONS

ANNEX |

Audit of the preparedness of information and communications technology applications supporting the implementation of the
International Public Sector Accounting Standards

R Recommendation criie] /2 Cé Actions needed to close recommendation I mplemen}atlon
no. I mportant (©) date
ICT applications for processing and recording leave
balances in IMIS.
12 UNOV/UNODC should design and implement Important @] Documentation showing UNOV/UNODC'’s 31 December 2013
compensatory controls to ensure that the FOSI analysis of leave data and implementation of
system contains a consistent date format and compensatory controls, as necessary.
correct leave balances.
13 UNOV/UNODC should design and implement: (&) Important @) Evidence demonstrating the completioh| 80 June 2014
information security controls and classification actions taken for classification and handling, |og
procedures in accordance with the ST/SGB/2007/6 management, and access control.
(Information sensitivity, classification and
handling); (b) comprehensive log management
procedures and periodic vulnerability scans of
application servers; and (c) access control
procedures ensuring segregation of duties.
14 UNOV/UNODC should: (a) formalize its business  Important 0] Documentation pertaining to businesginaity | 30 June 2014

continuity plans into an operational document th
identifies key processes and their criticality; (b)
align the business continuity plan with a disaster
recovery plan using the criticality of the key
processes identified; (¢) map the business
continuity plan with the supporting ICT
applications and infrastructure; and (d) perform
periodic tests of the plan.

At

and disaster recovery plans and test results.
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Department of Management’s Response



United Nations Nations Unies
to: - Mr. Gurpur Kumar, pate: 19 September 2013

:  Deputy Director, Internal Audit Division
Office of Internal Oversight Services

THROUGH: ﬂg"‘;uﬁ"- Director
s/c pe:  Office of The"Under-Secretary-General for Management

FROM:hJLMariO Baez, Chief, Policy and Oversight Coordination Service (’ G- QM
pe:  Office of the Under-Secretary-General for Management

sussect: Revised draft report on the audit of the preparedness of information and
orseT! communications technology applications supporting the implementation of the
International Public Sector Accounting Standards (IPSAS), (Assignment No.
AT2012/510/01)

1. In response to your memorandum dated 12 September 2013 on the
above subject, we are pleased to provide the revised comments of the
Department of Management to the recommendations in the revised draft
report in Appendix . This memorandum supersedes the previous one sent to
your office on 18 July 2013.

2. Thank you for giving us the opportunity to provide comments.

[3- 02328

[q Sepr 203



AUDIT RECOMMENDATIONS

implementation of IPSAS

APPENDIX |

AT2012/510/01 - Audit of the preparedness of information and communications technology (ICT) applications supporting the
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Rec. Critical/ | Accepted? Title of I mplementation
Recommendation ) responsible Client comments
no. I mportant (YesNo) individual date
1 OPPBA should document a contingency Important Yes Director of Implemented | Already implemented. In reference to
plan with the list of ICT applications and Accounts the IPSAS IMIS parallel ledger and the
manual workarounds that will be used for Division Book of Records Interface Strategy, th
the implementation of IPSAS, and contingency plan already exists and h
specify for how long they will be in already been documented. As part of
place. the plan, the details of the data flows
from source systems to the IMIS IPSA
parallel ledger are continuously being
documented and worked on.
Documented evidence of the controls
implemented has been provided to
OlosS.
2 OPPBA should design and implement | Important Yes Director of Implemented Manual workarounds have been
compensatory procedures for ensuring the Accounts minimized significantly. The focus has
integrity, security and auditability of Division been on modifying current systems

accounting data manually processed fo
IPSAS implementation.

r

primarily with a view to improving
auditability and increasing assurance
about accuracy. Documented evidenc

(1]

of the controls implemented has been

! Critical recommendations address significant angéovasive deficiencies or weaknesses in govemaigk management or internal control processes) s
that reasonable assurance cannot be provided megdhe achievement of control and/or businessativjes under review.

2 Important recommendations address important @efites or weaknesses in governance, risk managememeérnal control processes, such that reasenabl
assurance may be at risk regarding the achieveofieointrol and/or business objectives under review.



Rec. _ Critical'/ | Accepted? Title of I mplementation _
Recommendation 5 responsible Client comments
no. I mportant (YesdNo) individual date
provided to OIOS.
3 OPPBA should: (i) complete the Critical Yes Director of Items (i) and (ii) | Items (i) and (ii) of this
identification of ICT applications Accounts Implemented | recommendation have already been
providing key data relevant for the Division implemented. The IPSAS parallel

preparation of the IPSAS opening
balances; (ii) map key data sources,
flows, and applications; (iii) assess the
quality of existing data; and (iv) define
the procedures for capturing the financi
data associated with IPSAS

implementation across the Organization.

Items (iii) and (iv)

to be implementeq

by 31 October
2013

ledger and Book of Record in IMIS
represent the largest part of this effort
The key data sources have already be
identified and the detailed work for
populating data is in progress. The
quality of data is continually being
monitored and refined to reach the
desired level of accuracy. The position
is as follows:

0] complete the identification of
ICT applications providing key
data relevant for the preparatior
of the IPSAS opening balances
This is done.

(i)  map key data sources, flows, ar
applications — This is done.

(i)  assess the quality of existing d4q
— This work is in progress
including simulations and mock
conversions and it will receive
added emphasis with the issuarj
of the IPSAS opening balance
instructions in October 2013.

(iv) define the procedures for
capturing the financial data
associated with IPSAS
implementation across the

Organization — This is being

en

d

ta

ce

worked on continuously and will




Rec.

no.

Recommendation

Criticaly

| mpor tant?

Accepted?
(Yes/No)

Title of
responsible
individual

I mplementation

date

Client comments

be captured in detail in the
IPSAS opening balance
instructions to be issued in
October 2013.

For items (i) and (iidocumented
evidence of the controls

implemented has been provided
to OIOS

OPPBA should: (i) ensure that the ICT
preparedness activities across the
Secretariat are in alignment with the
IPSAS timeline; and (ii) put in place
mitigating controls to avoid delays in the
readiness of ICT applications.

D

Critical

Yes

Director of
Accounts
Division

Implemented

Important changes in ICT for IPSAS
implementation, such as Galileo and
IMIS enhancements, are already tracked
through the project management tool
and reported to the Steering Committee.
The enhanced Galileo has already been
rolled out to Peacekeeping missions and
the initial version of the enhancements$
to IMIS has been deployed to all OAHs
and Regional Commissions. The real
estate staging database is being
deployed and the platform to support
opening balances for equipment has
been developed. In addition an interimnj
process has been put in place to support
investment accounting pre-full
deployment of UmojaDocumented
evidence of the controls implemented
has been provided to OIOS.

OPPBA should determine the system

changes and methodology for extracting

the data required for complying with the
IPSAS delivery principle.

Critical

Yes

Director of
Accounts
Division

Implemented

Peacekeeping operations will be using
Umoja which has delivery principle
functionality in time for IPSAS.

In view of the prolonged period over
which IMIS has to be used in non-
peacekeeping operations to support the




Title of

Rec. Critical’/ | Accepted? I mplementation
Recommendation 5 responsible Client comments

no. I mportant (YesdNo) individual date
IPSAS implementation, additional
enhancements to IMIS to support the
IPSAS delivery principle have been
finalized and prioritized. The OICT
IMIS team has already commenced
work on the changes, which will be
delivered well in time for the
implementation in OAHs. Documented
evidence of the controls implemented
has been provided to OIOS.

6 The Facilities Management Service of | Important Yes Chief, Facilities 31 December | In consultation with OPPBA, FMS has
DM should expedite the documentation Management 2013 developed an action plan for
of the property management transition Service departments at Headquarters in
plan and, in collaboration with OPPBA, preparation for the opening balance,
ensure that a process is implemented for detailing courses of actions, owners a
data gathering, data cleansing and timeline. In mid June 2013, FMS
workaround solutions to prepare asset presented the plan to the property
data for IPSAS at Headquarters. management focal points on the

activities, roles and responsibilities
involved in managing, controlling and
reporting property at Headquarters in
order to meet IPSAS requirements.

7 OPPBA should provide technical Critical Yes Director of Implemented | OPPBA, OCSS, DFS, and Umoja hav
guidance and assistance on how to gather, Accounts collaborated in the design of a web-
cleanse and prepare IPSAS-compliant Division based tool to facilitate the collection of
data of real estate assets and ensure that real estate information which will

their availability is in alignment with the
IPSAS implementation timeline.

eventually be migrated to Umoja. The
tool will support summary information
for notes disclosures, data for opening
balances, and ongoing IPSAS reportir]
until the full deployment of the Umoja
solution. OPPBA has already issued

technical guidance to the missions an

nd

D

)

deployed workshops on the use of thig




Rec. Critical/ | Accepted? Title of I mplementation
Recommendation 5 responsible Client comments
no. I mportant (YesdNo) individual date
tool to support opening balances
Documented evidence of the controls
implemented has been provided to
OlOos.

8 OPPBA should determine how to addresdmportant Yes Director of Implemented | The importance of data cleansing to
the issues concerning the reliability of Accounts support the reliability of key data fields
key data fields within the IMIS instance$ Division for conversion to IPSAS and Umoja has
installed in the Offices Away from been communicated to all offices. The|
Headquarters, and put in place capture and enrichment of reference
mechanisms for capturing reference data data as well as transactional data is
relating to delivery terms and commodity already part of the Umoja conversion
class codes. strategy which is being piloted in the

UNIFIL mission Documented evidence
of the controls implemented has been
provided to OIOS.

9 UNOV/UNODC should design and Important Refer to UNOV/UNODC
implement compensatory controls for
ensuring the consistent use of date
conventions and prevent data corruption
in the Field Office Management Ledger

10 UNOV/UNODC should, in coordination| Important Refer to UNOV/UNODC
with OPPBA, determine how to addresg
the weaknesses in its asset management
and the lack of data (i.e., date received
asset location, value, serial nos.) relating
to receipt and inspection, non-expendable

and expendable property, and accounti
of intangible assets.

ng




1)

Rec. Critical/ | Accepted? Title of I mplementation
Recommendation 5 responsible Client comments
no. Important (Yes/No) individual date
11 OPPBA should, in coordination with the Important Yes Assistant Implemented | OHRM issued guidance to all offices,
Office of Human Resources Management Secretary- including offices away from
and the Office of Information and General Headquarters and peacekeeping
Communications Technology, address the /OHRM and missions on gathering and cleansing
problems associated with the use of ICT Assistant data on time and attendance and leav
applications for processing and recording Secretary- records.
leave balances in IMIS. General/OPPBA . .
(Controller) Documer_lted evidence o_f the guidancg
that was issued to all offices has been
provided to OIOS.
12 UNOV/UNODC should design and Important Refer to UNOV/UNODC
implement compensatory controls to
ensure that the FOSI system contains a
consistent date format and correct leave
balances.
13 UNOV/UNODC should design and Important Refer to UNOV/UNODC
implement: (a) information security
controls and classification procedures in
accordance with the ST/SGB/2007/6
(Information sensitivity, classification
and handling); (b) comprehensive log
management procedures and periodic
vulnerability scans of application servers;
and (c) access control procedures
ensuring segregation of duties.
14 UNOV/UNODC should: (a) formalize its Important Refer to UNOV/UNODC

business continuity plans into an
operational document that identifies key
processes and their criticality; (b) align
the business continuity plan with a

disaster recovery plan using the critical
of the key processes identified; (c) map

ty

the business continuity plan with the
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supporting ICT applications and
infrastructure; and (d) perform periodic
tests of the plan.
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AUDIT RECOMMENDATIONS

APPENDIX |

AT2012/510/01 - Audit of the prepar edness of infor mation and communicationstechnology (ICT) applications supporting the implementation of IPSAS

o1 Title of ]
REE Recommendation Ciiez] /2 PUEEERIE? responsible I EEE e Client comments

no. I mportant (Yes/No) individual date

9 UNOV/UNODC should design and Important Yes Chief, December 2013 The analysis of the date formatalyspl
implement compensatory controls for Information has implications vis-a-vis system
ensuring the consistent use of date Technology integrity and it is expected to be
conventions and prevent data Service completed by the end of September 20[13.
corruption in the Field Office The results of the analysis will determine
Management Ledger. if any additional compensatory controls

will have to be put in place by the end of
2013.

10 | UNOV/UNODC should, in Important Yes Chief, General | Implemented as | The asset verification exercise in Vienna
coordination with OPPBA, determine Support Section| of September took place between November 2012 and
how to address the weaknesses in its in cooperation | 2013 January 2013. The weaknesses
asset management and the lack of data with the Chief, highlighted by OIOS have been
(i.e., date received, asset location, Financial addressed; UNOV/UNODC considers the
value, serial nos.) relating to receipt Resources recommendations as fully implemented
and inspection, non-expendable and Management and requests OIOS to close it following
expendable property, and accounting Service their review of the documents submitted
of intangible assets. as evidence of the changes made and

controls implemented.

12 | UNOV/UNODC should design and Important Yes Chief, December 2013 UNOV/UNODC is now in the test
implement compensatory controls to Information phase of leave data migration from FO$I
ensure that the FOSI system contains a Technology into IMIS. Target date for final roll-out
consistent date format and correct Service in is the end of September 2013. The
leave balances. cooperation analysis of the date format display has

with the Chief, implications vis-a-vis system integrity
Human and it is expected to be completed by the

! Critical recommendations address significant angéovasive deficiencies or weaknesses in govemaigk management or internal control processes) s
that reasonable assurance cannot be provided megdhe achievement of control and/or businessativjes under review.

2 Important recommendations address important @efaes or weaknesses in governance, risk managemamérnal control processes, such that reasenabl
assurance may be at risk regarding the achieveofieointrol and/or business objectives under review.
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Client comments

Resources
Management
Service

end of September 2013. The results of
the analysis will determine if any
additional compensatory controls will
have to be put in place by the end of
December 2013. Automatic procedure
have been identified to keep leave
balances up to date without requiring
manual leave manager intervention.
These procedures have been

implemented as of the end of June 201

Uy

3.

13

UNOV/UNODC should design and
implement: (a) information security
controls and classification procedure]
in accordance with the
ST/SGB/2007/6 (Information
sensitivity, classification and
handling); (b) comprehensive log
management procedures and period
vulnerability scans of application
servers; and (c) access control
procedures ensuring segregation of
duties.

[2)

Important

Yes

Chief,
Information
Technology
Service

June 2014

ITS is in the process of developing
and implementing policies on
information security and classification, i
accordance with ST/SGB/2006/7. ITS
has developed a criticality model that
will help in the classification of
applications, services, and
data/information. Additionally and
subject to availability of funds, ITS
intends to deploy a centralized
monitoring system that will provide log
management procedures. In order for
ITS to ensure segregation of duties,
additional resources would be required
duties are currently combined out of
necessity and as a result of limited
resources. In order to mitigate this
situation, ITS is currently evaluating
access control mechanisms of
administrative users to ensure that
separate roles exist for the accounts th
require administrative access. The
Information Security Controls and
Classification Procedures is expected t
be published by the end of June 2014;
Centralized Security Information and

D
the

Event Management (SIEM) System to |

he




Title of

Df

|95}

F\;g:' Recommendation Irgmgct)lrﬁniz Az::{c;ptNecc)i) r_esp_onsi ble Implegqa(ir;tatlon Client comments
individual
deployed, subject to funds, by the end
December 2013; and Access Control
Procedures (Administrative Access) to
published by the end of December 201
14 | UNOV/UNODC should: (a) formalizg Important Yes Chief, General | June 2014 ITS has conducted a wide ranging

its business continuity plans into an
operational document that identifies
key processes and their criticality; (b
align the business continuity plan wit
a disaster recovery plan using the
criticality of the key processes
identified; (c) map the business
continuity plan with the supporting
ICT applications and infrastructure;
and (d) perform periodic tests of the
plan.

=y

Support Service
in cooperation
with the Chief
of the
Information
Technology
Service

review of the existing UNOV business
continuity plan (BCP) and has formed g
committee to address the issues
highlighted in the audit report: (a) map

the identified key business processes and

their criticality to underlying ICT
systems (by end of September 2013);
conduct a gap analysis based on this
mapping of key business and underlyin
ICT systems and existing ITS disaster
recovery (DR) plans (by end of
December 2013); (c) consolidate the
revised DR plans for ITS services into
one document (by end of March 2014);
and (d) continue to conduct annual test
of the ITS DR plans (by end of June
2014). Upon completion by ITS of the
DR plans, the BCP will also be
completed.

A summary of the UNOV/UNODC
critical processes and mitigating

b)

g

)

strategies was submitted to OIOS.
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