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AUDIT REPORT

Audit of asset management in the United Nations Ilerim Security Force for
Abyei

l. BACKGROUND

1. The Office of Internal Oversight Services (OlOShdocted an audit of asset management in the
United Nations Interim Security Force for Abyei (LBYFA).

2. In accordance with its mandate, OIOS provides as®er and advice on the adequacy and
effectiveness of the United Nations internal cdrggstem, the primary objectives of which are tewrn:

(a) efficient and effective operations; (b) accertancial and operational reporting; (c) safeduay of
assets; and (d) compliance with mandates, regokaad rules.

3. The Chief of Mission Support was responsible far ¢tlwerall management of property, plant and
equipment and inventory in UNISFA. The self-accaumtunits, including Transport, Engineering,
Supply and Communication and Information Technol8ggtions, were responsible and accountable for
assets entrusted to them. The Property Managensetib® was responsible for ensuring the inspection
and recording of assets in Galileo in collaboratiath the self-accounting units. The Property Cohtr
and Inventory Unit was responsible for overseeimg itmanagement of assets held by self-accounting
units. As of March 2013, UNISFA had 7,848 itemspobperty, plant and equipment costing $64.9
million and 2.2 million items of inventory costigg.6 million. More than 80 per cent of these itemase
transferred from the United Nations Mission in adan (UNMIS) during its liquidation from July to
December 2011.

4. Comments provided by UNISFA are incorporated ihasa

.  OBJECTIVE AND SCOPE

5. The audit was conducted to assess the adequacgff@ativeness of UNISFA governance, risk
management and control processes in providing nedd® assurance regarding theffective
management of assets in UNISFA

6. The audit was included in the OIOS 2013 risk-basedk plan due to financial and operational
risks related to the management of assets, andatemal risks arising from the pending implemeioiat
of International Public Sector Accounting StandgiBSAS).

7. The key control tested for the audit was regulatoaynework. For the purpose of this audit,
OIOS defined this key control as the one that tesireasonable assurance that policies and presedur
(i) exist to guide the management of assets in BKISii) are implemented consistently; and (iii)seme
the reliability and integrity of financial and op¢ional information.

8. The key control was assessed for the control aleigshown in Table 1.

9. OIOS conducted this audit from January to April 20Ihe audit covered the period from 1 July
2011 to 28 February 2013.



10. OIOS conducted an activity-level risk assessmendeatify and assess specific risk exposures,
and to confirm the relevance of the selected kegtrots in mitigating associated risks. Through
interviews, analytical reviews and tests of corstr@IOS assessed the existence and adequacy rokinte

controls and conducted necessary tests to detetheireeffectiveness.

lll.  AUDIT RESULTS

11. The UNISFA governance, risk management and corgrotesses examined were initially
assessed gmrtially satisfactory in providing reasonable assurance regardingtfestive management
of assets in UNISFA OIOS made six recommendations to address thegssentified. UNISFA had
been inspecting, processing and managing its ag&tser cent of which were transferred from UNMIS.
However, these tasks had been challenging anddilewo a number of constraints, including the laick
clear strategy, plan and timetable to completécafitasks such as inspection and recording ofteisés

a result, the Galileo database was not accurategdtao-date.

12. The initial overall rating was based on the assessrof the key control presented in Table 1
below. The final overall rating igartially satisfactory as implementation of four important
recommendations remains in progress.

Table 1: Assessment of key controls

Control objectives
Efficient and Accurate Safeguarding | Compliance
Business objective Key controls effect_ive financia_\l and of assets with
operations operational mandates,
reporting regulations
and rules
Effective Regulatory Partially Partially Partially Partially
management framework satisfactory satisfactory satisfactory satisfactory
of assets and
inventory in
UNISFA
FINAL OVERALL RATING: PARTIALLY SATISFACTORY

A. Regulatory framework

Critical property management tasks needed to belsted

13. Since April 2012, UNISFA had been inspecting andcpssing the assets and inventory
transferred from UNMIS. However, these activitiesray slow. As at March 2013, UNISFA had not
inspected about 20 per cent of the assets recéwedUNMIS. The following were noted:

(@) The exact number of containers with assedssterred from UNMIS had not been
established. In October 2012, UNISFA informed OIlt&t it had received over 1,500
containers. However, in March 2013, Galileo resastiowed that 1,008 containers were
transferred from UNMIS. In April 2013, UNISFA agaamulvised that the actual number of
containers transferred was 1,194;

(b) UNISFA was unable to locate 17 of the 20 aorers recorded in Galileo as inspected;



14.

(©)

(d)

Self-accounting units, including Communicatand Information Technology, Engineering
and Transport Sections estimated that the majofitgssets received from UNMIS were
obsolete and not useful. However, they had notmeeended their write-off to the Local

Property Survey Board. Only 153 assets value@®ab$66 were shown as pending write-
off; and

In preparation for IPSAS, UNISFA had planrtedconduct 66 physical verifications of
assets during October and November 2012 and FetandrApril 2013; but these were not
fully conducted. UNISFA had not conducted physieaification at 57 of the 66 locations
at the time of the audit. As a result, Galileo relsonvere not accurate and up-to-date. OlIOS
physical verification of assets identified sevatiakcrepancies including: (i) assets recorded
in Galileo that could not be located; (ii) assefparted as “in stock” but were in-use; (iii)
physical location of some assets did not agrebdddcations recorded in Galileo; and (iv)

assets stored in warehouses that were not recand€dlileo. Additionally, as at Apri
2013, UNISFA had verified only 58 per cent of intay.

The delays were attributed to lack of adequate nitanand monitoring by UNISFA of th

e

implementation of tasks and lack of warehouses.aA®sult, once inspected, assets were loaded in
containers without labeling or physically settirgide containers.

(1)

)

UNISFA should implement appropriate procedures inaliding a plan of action to ensure that
critical property management tasks are completed ina timely manner, including: (a)
establishing the existence of all containers and ¢hactual condition of their contents; (b)

updating Galileo; (c) processing the disposal of asts that are considered obsolete; and (d)

conducting a complete physical verification of proprty, plant, equipment and inventory.

UNISFA accepted recommendation 1 and stated thdtad established the existence of
containers and the actual condition of their comgert was in the process of conducting phys
inspection of assets and inventory and the Galdatabase would be updated. UNISFA wo
commence the disposal of obsolete assets in Nove2i8. Recommendation 1 remains op
pending receipt of evidence that the content analition of assets in all containers have b
established, Galileo records updated and obsadsetsahave been disposed off.

UNISFA should take appropriate action to ensure thathere are adequate warehousing
facilities for safeguarding of assets.

UNISFA accepted recommendation 2 and stated tHzadtidentified a site to build warehousi
facilities. Recommendation 2 remains open pending receiptidérge that adequate warehous
facilities for the safeguarding of assets are atel
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Available assets were not taken into account iratdmpiisition planning process

15.

The Department of Peacekeeping Operations/Fielgp&@tProperty Management Manual stated
that available assets must be taken into considarduring acquisition planning. However, this vwex
done. UNISFA raised 417 purchase orders, valu&348 million, between 24 July 2012 and 12 March
2013 for items that were not in the 2011/12 and2203 acquisition plans and might have already been
available in stock from UNMIS. UNISFA advised thatquisition plans were prepared in consultation
with the Department of Field Support, but thesesadtations were not documented and could therefore
not be verified.



(3) UNISFA should formalize its acquisition planning am ensure compliance with the
Department of Peacekeeping Operations/Field SupporProperty Management Manual
regarding the identification of asset requirements.

UNISFA accepted recommendation 3 and stated that Rloperty Management Section and
Property Control and Inventory Unit were collabdrag with the self-accounting units to identjfy
surplus and obsolete assets. Thereafter, the sebitmting units would be able to adequately
forecast the Mission’'s asset requiremeriRecommendation 3 remains open pending receipt of
evidence that UNISFA took existing assets and itogninto account when preparing the
acquisition plan for the 2014/15 financial year.

The Movement Control Unit did not maintain a conleccurate reqgister of incoming shipments

16. The Property Management Manual required the Movér@emtrol Unit (MovCon) to monitor
and control all incoming cargo deliveries, provitle Receiving and Inspection Unit with information
about the consignment, and enter the informatioGatileo. MovCon did not maintain a complete and
accurate register of incoming shipments. The registaintained by the Receiving and Inspection Unit
showed that 92 shipments had been received. Howelthough MovCon had provided the Unit with
related delivery/shipping documents, only 28 of sthewere recorded in the MovCon register.
Additionally, the MovCon register did not contahlretactual receipt of these 28 shipments. Thereamas
unmitigated risk that goods received were not pigpaccounted for and recorded in the books of
account.

(4) UNISFA should maintain a Movement Control Unit regster that accurately records all
incoming shipments.

UNISFA accepted recommendation 4 and stated thatQdo was now maintaining a record of all
incoming shipments on an Excel spreadshdghsed on the action taken by UNISFA,
recommendation 4 has been closed.

Inadequate assignment of access rights in Galileo

17. The Property Management Manual required that adoeasdatabase such as Galileo should be
properly controlled and access discontinued ifommeér required. A review of the access rights dfl&a
users indicated that users had been assigned agg@ssthat were inconsistent and/or incompatiaiid
their duties and responsibilities. There were gieosonnel no longer in the Mission, including an
individual contractor, who still had access rigtat€alileo.

18. Staff members were assigned access rights in Gdliésed on approved requests from their
respective section chiefs. However, the Propertytob and Inventory Unit was not reviewing the
requests to ensure that they were consistent Wwahduties and responsibilities of staff. Inappraieri
access privileges in Galileo resulted in an unrated risk of unauthorized access.

(5) UNISFA should review the list of active users in Gdeo and ensure that access rights ar
aligned with staff members’ functions. Controls shald be established to ensure that access
rights are discontinued when functions change or atf members depart from the Mission.

D

UNISFA accepted recommendation 4 and stated tiaPtbperty Control and Inventory Unit had
reviewed the list of staff members and identifiéd agtive Galileo usersRecommendation 4
remains open pending OIOS verification that alivectisers are current UNISFA employees and




| are assigned access rights that are consistentheithduties and responsibilities.

Mandatory reporting on the results of key perforo@mimdicators was not performed.

19. Self-accounting units and the Property Managementi@ were not reviewing and reporting on
key performance indicators as stipulated in the dbepent of Field Support Directive on Property
Management and the revised standard operating qguoee for monitoring key performance indicators.
The monthly inventory reports and quarterly perfance reports on key performance indicators had not
been prepared. UNISFA advised that this was at&ibto the lack of adequate staff. There was a teeed
provide further guidance to self-accounting unitg@porting requirements.

(6) UNISFA should implement adequate arrangements foraviewing and reporting progress
made against key performance indicators.

UNISFA accepted recommendation 6 and stated thgulae meetings between the Property
Management Section, Property Control and Inventdnit and self-accounting units were beipg
held to review and report on progress against kesfggmance indicators. UNISFA had submitted
the first report for the quarter ended 30 Septen#iE3 to the Department of Field SuppoBased
on the action taken by UNISFA, recommendation Sk closed.

V. ACKNOWLEDGEMENT

20. OIOS wishes to express its appreciation to the Mament and staff of UNISFA for the
assistance and cooperation extended to the auditargy this assignment.

(Signed David Kanja
Assistant Secretary-General for Internal Oversigvices



STATUS OF AUDIT RECOMMENDATIONS

Audit of asset management in the United Nations letrim Security Force for Abyei

ANNEX |

REEnI: Recommendation ez /2 Cé Actions needed to close recommendation Implemen4tat|on
no. Important (6] date
1 UNISFA should implement appropriate procedures Important (0] Receipt of evidence that the contend [aMarch 2014

including a plan of action to ensure timely condition of assets in all containers have been
completion of critical property management tagks established, Galileo records are updated [and
including: (a) establishing the existence of |all obsolete assets are disposed of.

containers and the actual condition of their

contents; (b) updating Galileo; (c) processing [the

disposal of assets that are considered obsolede} an

(d) conducting a complete physical verification|of

property, plant, equipment and inventory.

2 UNISFA should take appropriate action to engure Important O | Receipt of evidence that adequate ifiesil for | March 2014
that there are adequate warehousing facilities| for safeguarding of assets are in place.
safeguarding of assets.

3 UNISFA should formalize its acquisition planning Important O | Receipt of evidence that UNISFA tookserg | March 2014
and ensure compliance with the Department| of assets and inventory into account when
Peacekeeping Operations / Field Support Progerty preparing the acquisition plan for the 2014415
Management Manual regarding the identificatior] of financial year.
asset requirements.

4 UNISFA should maintain a Movement Contfol Important C | Action taken. Implemented
Unit register that accurately records all incoming
shipments.

! Critical recommendations address significant angéovasive deficiencies or weaknesses in govemaigk management or internal control processes) s
that reasonable assurance cannot be provided megdhe achievement of control and/or businessativjes under review.

% Important recommendations address important @efioes or weaknesses in governance, risk managememeérnal control processes, such that reasenabl
assurance may be at risk regarding the achieveofienintrol and/or business objectives under review.

3 C =closed, O = open

* Date provided by UNISFA in response to recommeadat



STATUS OF AUDIT RECOMMENDATIONS

Audit of asset management in the United Nations letrim Security Force for Abyei

ANNEX |

gy 1 .
REEnI: Recommendation ez /2 Cé Actions needed to close recommendation Implemen4tat|on
no. Important (6] date
5 UNISFA should review the list of active users|in Important O | OIOS verification that all active useese| November 2013
Galileo and ensure that access rights are aligned current UNISFA employees and are assighed
with staff members’ function. Controls should pe access rights that are consistent with their dyties
established to ensure that access rights |are and responsibilities.
discontinued when functions change or staff
members depart from the Mission.
6 UNISFA should implement adequate arrangementsimportant C | Action taken Implemented

for reviewing and reporting progress made aga

inst

key performance indicators.




APPENDIX |

Management Response
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INTER-OFFICE MEMORANDUM

11 November 2013
Ref: CMS/IOM/2013/098

TO: Ms. Eleanor T. Burn, Chief
Peacekeeping Audit Service

Internal Audit Division, OIOS Q‘J\JJJ)
FROM!,L Lt. Gen. Yohannes Tesfamariam

Head of Mission

UNISFA

SUBJECT:  Assignment No. AP2013/633/05 - OIOS audit of asset management in
UNISFA

1. Further to your memorandum of 17 October 2013 forwarding the subject
draft report, attached please find Mission response to the recommendations
contained in the report.

2. Please find attached also a Microsoft Word copy of this response.

3. Thank you and best regards.

cEr 'CMS
OIC ISS
CES
CPMS
CCITS
CCAMU



MANAGEMENT RESPONSE

APPENDIX |

Audit of asset management in the United Nations letrim Security Force for Abyei

Rec. e Critical 5/6 Accepted? Title'of rgsponsible Implementation T T .

no. Important (Yes/No) individual date

1 UNISFA should implement Important Yes Chief Property | Implemented (a) Implemented. The existence pf
appropriate procedures including| a Management/Property all containers and the actual condition|of
plan of action to ensure timely Control and Inventory their contents has been established.
completion of critical property Unit (PCIU)/Property Please see evidence issued to Auditorg for
management tasks including: (@) Disposal Unit(PDU) verification.
establishing the existence of all (b) Galileo updating is ongoing.
containers and the actual conditipn 30 November (c) Mission was not able to
of their contents; (b) updating 2013 undertake any disposal during June| —
Galileo; (c) processing the disposal October 2013 due to rainy season. PDU
of assets that are considered will commence final disposal of 211
obsolete; and (d) conducting |a written off assets by 30 November 2013.
complete physical verification qf (d) Physical inspection of plant,
property, plant, equipment and 31 March 2014 | property and equipment (PPE) and
inventory. inventory are ongoing. The overall

Galileo updates on expendable property
inventory has reached only 3.1%, thus
self-accounting Units (SAUs) have begn
strongly urged to expedite their updates.

2 UNISFA should take appropriaie Important Yes Chief Engineering| 31 March 2014 | The site has been identified to build
action to ensure that there 4dre and Chief Property warehousing facilities. New container
adequate warehousing facilities for Management/SAUs yard area is under preparation near ESKO
safeguarding of assets. camp adjacent to UNISFA Abyei

Headquarters compound.

® Critical recommendations address significant angéovasive deficiencies or weaknesses in govemarak management or internal control processes) s
that reasonable assurance cannot be provided megdhe achievement of control and/or businessativjes under review.

® Important recommendations address important @efaes or weaknesses in governance, risk managememéernal control processes, such that reasenabl
assurance may be at risk regarding the achieveofieointrol and/or business objectives under review.



MANAGEMENT RESPONSE

APPENDIX |

Audit of asset management in the United Nations lirim Security Force for Abyei

Rec. . Critical >/ | Accepted?| Title of responsible | Implementation .
Recommendation 6 A Client comments

no. Important (Yes/No) individual date

3 UNISFA should formalize its Important Yes Chief Property 31 March 2014 | Property Management Section/PCIU in
acquisition planning and ensure Management/SAUs collaboration with SAU through regular
compliance with the Department pf meeting have started identifying surplus
Peacekeeping Operations / Field and obsolete assets for write-off and
Support  Property Management hence SAU have initiated write-of for
Manual regarding the identification 454 assets with depreciation value |of
of asset requirements. $624,913.74 Please see minutes | of

meeting issued to Auditors as evidence
for verification. This will now enable
SAUs to forecast the assets requirements
to formalize its acquisition plan.

4 UNISFA should maintain a Important Yes Implemented and considered closgd b
Movement Control Unit register that OIOS as per Para 22 of the draft report
accurately records all incoming
shipments.

5 UNISFA should review the list of Important Yes Chief Property | Recommendation The recommendation is as good |as
active users in Galileo and ensure Management/ as good as implemented. The lists of 45 active
that access rights are aligned wjth Property Control & implemented | Galileo users have been identified. PGIU
staff members’ function. Controls Inventory Unit is reviewing staff list and deleting users
should be established to ensure that that have check-out from mission (Please
access rights are discontinued when see the list of active Galileo users issued

functions change or staff membe

IS

depart from the Mission.

as evidence to Auditors for verification)




MANAGEMENT RESPONSE

APPENDIX |

Audit of asset management in the United Nations lirim Security Force for Abyei
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Rec. . Critical >/ | Accepted?| Title of responsible | Implementation .
Recommendation 6 L Client comments
no. Important (Yes/No) individual date
6 UNISFA should implement Important Yes Chief Property Implemented Implemented. A regular meeting between
adequate arrangements for Management/ Property Management Section/PCIU &
reviewing and reporting progress Property Control & SAUs are being held to review and repprt
made against key performance Inventory Unit on the progress made against K

indicators.

performance indicators. First quarte
report for the third quarter ending 3
September 2013 was submitted to DFS
Headquarters. (Please see evidence is

ly
30

n
sued

to Auditors for verification).






