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AUDIT REPORT
Audit of Managing for Systems, Resour ces and People System interfaces

l. BACKGROUND

1. The Office of Internal Oversight Services (OlOShdocted an audit of Managing for Systems,
Resources and People system (MSRP) interfaces.

2. In accordance with its mandate, OIOS provides as®gr and advice on the adequacy and
effectiveness of the United Nations internal canggstem, the primary objectives of which are tewep

(a) efficient and effective operations; (b) accertancial and operational reporting; (c) safeduay of
assets; and (d) compliance with mandates, regonkaaad rules.

3. MSRP is a suite of administrative applications whogin modules, and how they interface, are
shown in figure 1. Effective controls need to heplace to ensure the consistency, completeness and
accuracy of manual and electronic data that isfesred from one module to another.

Focus Budget™

Commitment Control —
Purchase Order

Figurel

EPMNL—
Income Recording

Implementing Partner
Expenditure™

Inventories -
Cost Accounting

* Not covered in this audit as explained in the Audit Scope and Methodol ogy

4, MSRP, which was implemented in 2004, was configlaestomized to record and process data
and produce reports and financial statements td iteenique operational and reporting requirements
within the framework of United Nations Systems Agacting Standards (UNSAS). In 2012, UNHCR
adopted the International Public Sector Accountitgndards (IPSAS). Necessary modifications were
then carried out in MSRP to facilitate its implertsion. These changes required re-engineeringrogs
processes/internal controls relating to functiomshsas accounting for voluntary contributions (ime)
and accounting for inventories of relief items gmdperty, plant and equipment.

5. Comments provided by UNHCR are incorporatettahcs.

II.  OBJECTIVE AND SCOPE

6. The audit was conducted to assess the adequacgffeativeness of UNHCR governance, risk
management and control processes in providing nedd® assurance regardindpe effective



management of manual and electronic controls built to ensure the consistency, completeness and
accuracy of datatransferred across different M SRP interfaces.

7. This audit was included in IAD’s 2012 risk-basednaal work plan because of the risks

presented by incomplete and inaccurate data beingrgted by MSRP and its impact on UNHCR'’s
financial statements, especially in light of theawmhes made to the system as part of IPSAS
implementation.

8. The key control tested for the audit was Informatand Communications Technology (ICT)
systems data integrity. For the purpose of thdita®IOS defined ICT systems data integrity as the
controls that are designed to provide reasonalderasce that data transferred between interfacing
MSRP modules is accurate and complete, and meaatees place to identify errors and take related
corrective action in a timely manner.

9. The key control was assessed for the control diegscishown in Table 1 of the Assessment of
key controls table.

10. OIOS conducted this audit from 1 May to 28 June30Ihe audit covered the transactions
processed in 2012 in the following modules: (a) wotment control; (b) accounts payable; (c) asset
management; (d) inventories (cost accounting);agounts receivable; (f) income recording; and (g)
general ledger.

11. OIOS conducted an activity-level risk assessmendle¢atify and assess specific risk exposures,
and to confirm the relevance of the selected kemtrots in mitigating associated risks. Through
interviews, analytical reviews and tests of costr@10S assessed the existence and adequacy mfinte
controls and conducted necessary tests to detetheiecsffectiveness.

12. An in-depth review was performed of the interfadetween the accounts payable, asset
management, inventories and general ledger moduless included analysis of thagata passing across
the following interfaces related to: procurementpadperty, plant and equipment, core relief itemd a
transport costs for 2012. The analysis started fiumchase orders to accounts payable, to asset
management and to the general ledger module. dsting purposes, the audit reviewed a sample of
assets (including heavy vehicles) and core reigghs like soap, blankets and tents. The in-deptlew

also compared the recording of contributions andations in-kind in Enterprise Project Management
(EPM) with the general ledger records. In particuthe audit reviewed the following major procuesr
scenarios and the effect on different moduleshihae emerged because of IPSAS implementation:

» Purchase orders (POs) where goods were receivepagahdor (inventories or assets);
* POs where documents of title to goods were receanelpaid for (in-transit);
* POs where goods were received but not yet paithfmrual);
* POs where documents of title to goods were recdiutahot yet paid for (accrual); and
* POs where the vendors are yet to act (commitmemite-in the financial statements).
13. Data consistency between Focus and commitmentaipatid payroll to general ledger was not

covered in this audit. It was covered in previ@I®©S audit assignments whose recommendations are
being implemented. Implementing partner expeneditupload to the general ledger is performed at



country offices using a spreadsheet based intetéackear the instalments (advance) payments psedes
through the accounts payable module. This aspastnet covered in this audit as it is regularlyered
in OIOS’ audits of UNHCR field offices.

1. AUDIT RESULTS

14. The UNHCR governance, risk management and contmigsses examined were assessed as
partially satisfactory in providing reasonable assurance regardifigctive management of manual

and electronic controls built to ensure the consistency, completeness and accuracy of data
transferred across different MSRP interfaces. OIOS made five recommendations in the report to
address issues identified in the audit.

15. ICT systems data integrity was assessed as puartstisfactory because the following
weaknesses needed to be addressed: (i) the aluferad&lation checks/tolerance limits to preventéde
situations where the quantity received against ech@se order significantly exceeded the quantity
ordered; (ii) failure to use the asset managememuhe to record some transport (and other direxg)s;
which were part of asset costs in the general led@@ failure to correctly record some transpoudsts

for donations in-kind; and (iv) mismatches betw#enincome data recorded in the EPM and the general
ledger.

16. The initial overall rating was based on the assessiof key controls presented in Table 1 below.

The final overall rating ipartially satisfactory as implementation of five important recommendation
remains in progress.

Table 1: Assessment of key controls

Control objectives

Compliance
e oot Efficent and |  Aocurate . with
Business obj ective Key controls . financial and | Safeguarding
effective . mandates,
) oper ational of assets )
operations renortin regulations
P 9 and rules
Effective ICT systems data | Partially Partially Partially Partially
management of integrity satisfactory satisfactory satisfactory satisfactory
manual and

electronic controls
built to ensure the
consistency,
completeness and
accuracy of data
transferred across
different MSRP
interfaces

FINAL OVERALL RATING: PARTIALLY SATISFACTORY




A. Information and communicationstechnology systems data integrity

Data inconsistencies across purchase orders, asgoayable, inventories and general ledger modules
resulted in erroneous liabilities

17. An enterprise resources planning system like MSiRRailsl have in-built controls for ensuring the
accuracy and completeness of data across modetesexample, procurement data moves across
different modules: purchase orders, accounts payablentories and eventually to the general ledger
However, audit tests identified some data incoesises where the quantities received exceededeaatder
guantities.

18. Recording of receipt of goods triggers the accofia liability to the organization and generally,
the quantities received should match, subjectgetdolerance level such as -/+ 5 per cent, thetdies
ordered. The validation controls in the systenusthprevent a user from entering a quantity reakive
that is significantly higher than the quantity arel or enable detection when such an error occurs.

(1) The UNHCR Division of Emergency, Security and Supply should:

i. establish a tolerance limit for the variation between quantity ordered and
quantity received; and

ii. ensurethat an exception report is developed and implemented in MSRP to
identify situations where the variations between the ordered quantities and
received quantities of relief items exceed the tolerance level or are significant
and initiate measuresto rectify them.

UNHCR accepted recommendation 1 and stated that it would activate the existing tolerance limitsin
MSRP. Until this was done UNHCR would generate and review exception reports identifying
instances where quantities received exceed the quantities ordered. Recommendation 1 remains
open pending receipt of evidence confirming theetlgament of the exception report and generation
of exceptions along with the action taken in insenwhere the variations between the quantjties
ordered and quantities received exceeded thelseangoe limit.

Need to correct data inconsistencies between psechalers, accounts payable, asset management and
general ledger modules

19. Instances were observed where there was a misnmattlansport costs data in the purchase
orders, the general ledger and the asset managemoeinies. Since the transport costs were between 20
to 30 per cent of the procurement costs (in thengkas below), there was a risk that these errountdco
cumulatively be significant. Two examples of thielgems observed involved the purchase of:

» ten refurbished trucks at $31,000 each, with trartafion costs of $10,000 per truck,
whose total cost was recorded as $31,000 in thet assnagement module instead of
$41,000; and

» three buses at $67,000 each, with transportatists af $12,000 per bus, whose total
cost was recorded as $67,000 in the asset manageroduole instead of $79,000.

20. An additional impact of this error was related &preciation, which was not correctly calculated
as indicated below:



» The correct 2012 depreciation charge was $20,49théten trucks purchased and put
to use in June 2012. However, only $15,519 wasrded.

e The 2013 depreciation charge for the three buses $23,625 or $7,875 per bus.
However, only $6,643 per bus was recorded. (Theae mo depreciation charge in
2012 as they were received and put to use in Deeed12).

21. Though the transportation costs were not addeldet@toperty, plant and equipment values in the
asset management module, they were however coraaddied to the asset accounts values in the general
ledger. In effect, corrections were initiatedhe general ledger directly without processing thieraugh

the subsidiary ledger, thereby creating varianags/deen the general ledger and the asset management
module. UNHCR explained that this route had beslowWed since the asset management module was
already closed for the year.

(2) The UNHCR Division of Financial and Administrative Management, in consultation with
the Division of Emergency, Security and Supply should: (i) determine what additional
controls need to be introduced to minimize the likelihood of users not linking
transportation costs with purchase ordersfor assets; and (ii) review and take appropriate
corrective actions for instances where there are mismatches in the data in the MSRP
purchaseorders, general ledger and asset management modules.

UNHCR accepted recommendation 2 and stated that it would pursue an automated solution to link
transportation costs with purchase orders for assets in the context of MSPR upgrade. In the
meantime, UNHCR would continue to review and rectify the mismatch of records across the
purchase orders, asset register and general ledger. Recommendation 2 remains open pending
receipt of evidence confirming the implementatioh tbe automated process that links the
transportation cost to the corresponding assetupeatent in the upgraded MSRP and rectification
of identified mismatches.

Need to ensure that transport costs on donatickméhare added in the cost accounting module

22. OIOS observed the following cases where transpst components were not correctly added to
the value of goods in-kind in the cost accountiragnie:

* A significant part of an in-kind contribution of 48,000 was related to receipt of 160 tents
valued at about $400,000 (including transport).weleer, the cost accounting module entry
for this item disclosed the tents’ cost as $250,000ch did not include transport.

* The entries in the cost accounting module relatmgnultiple relief items, valued at about
$560,000 (including transport costs of $79,300) robt include the transport costs.

23. In both cases, the costs in the general ledger feerne full amount (goods & transport). The
cost accounting module values did not include thagport cost and were thus incorrect. By exclydin
the transport costs in these cases, the valuatimventory was not in accordance with UNHCR pdgi
and was understated.

(3) The Divison of Emergency, Security and Supply in consultation with the Division of
External Relations should explore what options are available to ensur e that transport costs
for donationsin-kind are consistently added in the cost accounting module.




UNHCR accepted recommendation 3 and stated that it would develop a solution to ensure that
transport costs for donations in-kind are consistently added to the cost accounting module.
Recommendation 3 remains open pending receiptidérege confirming that the donations in-kind
recorded in the cost accounting module reflectihect transportation costs as well.

Mismatch between contributions recorded in the ipmige Project Management and the general ledger
modules

24. At the time of the audit in May 2013, OIOS notedttiiariances existed between the income data
recorded in the EPM and the general ledger modulbésugh they were resolved/reconciled at the dnd o
2012, there was a risk that such inconsistenciegdutevertheless remain at any point in time duthrey
course of a financial year. OIOS reviewed the mefaccounts receivable recording processes and note
the following causes for the variances:

* The importing of income data from the EPM into #ezounts receivable and general
ledger modules was done on a weekly rather thahtinre@ basis. However,
contribution recording or modification took placeEPM throughout the week thereby
exposing the income data in the general ledgdreaisk of being ‘out of date’.

» There was a team of staff members in DFAM that qperéd a set of tasks that
included downloading income data in Excel sheetssabjecting them to a number of
manual checks, including data comparisons and od@ions. The DFAM team
entered data in almost 15 fields, per contributionthe accounts receivable module.
Though the relevant data was already availabl&éenBPM, the system did not export
the data to the accounts receivable module toititeildata validation before updating
the general ledger. In 2012, the cumulative nunalbelata fields re-entered by DFAM
was over 15,000.

25. Despite the ongoing data validation efforts by DFAMe probability of data mismatches
between the income recorded in the general ledggrcantribution records in the EPM was high, and
hence there was a risk that the income reportsrgeteby MSRP had some errors.

(4) The Division of Financial and Administrative Management in consultation with the
Divison of External Relations should revise the income/accounts receivable recording
process so that the general ledger reflectsthe contributionsrecorded in the EPM on areal-
timebasis.

UNHCR accepted recommendation 4 and stated that currently data in EPM and the general ledger
is being reconciled weekly. As part of the MSRP upgrade in 2014, UNHCR would define the
systems reconciliation criteria and pursue an automated real time reconciliation between them.
Recommendation 4 remains pending receipt of eveleoonfirming the implementation of
automated reconciliation process between the ERMlsngeneral ledger in the upgraded MSRRA.

Need to segregate primary and secondary transpsit ¢

26. In the course of verifying integrity of data, Ol@®Bserved the following issue which has been
included because of the materiality of the amoimislved.



27. Under UNSAS all goods and assets were expensed whehased and hence no special

treatment was necessary or required for the relatedport cost. However, under IPSAS the primary
transport costs (from supplier to stockpile/wared®ushould form part of the cost of inventories and
assets while the secondary transportation costggi@hfrom stockpile/warehouse) should be recorded a

expenditure. In the MSRP supply chain module, arimand secondary transportation costs were not
distinguished: they had the same item code.

28. In 2012, the value of all purchase orders procefsetransportation was $31.5 million. This
included over $6 million for inventories, about &8llion for assets and other transportation co$ts o
about $22.5 million, which were mainly for airlifig from the stockpile locations to operational araad
charged to expenditure accounts and other loaagpiat costs. UNHCR had used the same item cade fo
primary and secondary transportation costs, with ik that coding errors in POs would result in
primary transport cost being incorrectly expensesidby affecting inventory and asset valuations.

(5) The UNHCR Division of Emergency, Security and Supply should create another distinct
item code for secondary transport in the supply chain module and map it to the transport
cost account (610460) in the general ledger for segregation and better control over direct
and secondary transport costs.

UNHCR accepted recommendation 5 and stated that it would set up a new item code for secondary
transport cost and map it to the appropriate cost account. Recommendation 5 remains open

pending receipt of evidence confirming the estaintisnt of a new account code to record secondary
transport costs.
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STATUSOF AUDIT RECOMMENDATIONS

Audit of Managing for Systems, Resour ces and People System interfaces

ANNEX |

R Recommendation criie] /2 Cé Actions needed to close recommendation Implemen}atlon
no. I mportant (©) date
1 The UNHCR Division of Emergency, Security antmportant @) Evidence confirming the development tbé | 31 December 2013
Supply should: exception report and generation of exceptipns
along with the action taken in instances where
(i) establish a tolerance limit for the variatipn the variations between the quantities ordered [and
between quantity ordered and quantity receijed; guantities received exceeded the set tolerance
and limit.
(i) ensure that an exception report is developsd |a
implemented in MSRP to identify situations where
the variations between the ordered quantities [and
received quantities of relief items exceed the
tolerance level or are significant and initiate
measures to rectify them.
2 The UNHCR Division of Financial andimportant @] Evidence confirming the implementatiminthe | 31 December 2014
Administrative Management, in consultation wi|th automated process that links the transportation
the Division of Emergency, Security and Supply cost to the corresponding asset procurement in
should: (i) determine what additional controls need the upgraded MSRP and rectification |of
to be introduced to minimize the likelihood of user identified mismatches
not linking transportation costs with purchgse
orders for assets; and (i) review and take
appropriate corrective actions for instances where
there are mismatches in the data in the MS$RP
purchase orders, general ledger and asset
management modules.
3 The Division of Emergency, Security and Supply important @] Evidence confirming that the donationkind | 31 January 2014

consultation  with

the Division of Externgl

recorded in the cost accounting module refleg

t

! Critical recommendations address significant angéovasive deficiencies or weaknesses in govemaigk management or internal control processes) s
that reasonable assurance cannot be provided megdhe achievement of control and/or businessativjes under review.
% Important recommendations address important @efioes or weaknesses in governance, risk managememeérnal control processes, such that reasenabl
assurance may be at risk regarding the achieveofienintrol and/or business objectives under review.
3 C =closed, O = open
* Date provided by the United Nations High Commissiofor Refugees in response to recommendations.



ANNEX |

STATUSOF AUDIT RECOMMENDATIONS

Audit of Managing for Systems, Resour ces and People System interfaces

R Recommendation criie] /2 Cé Actions needed to close recommendation Implemen}atlon
no. I mportant (©) date
Relations should explore what options are available the direct transportation costs as well.
to ensure that transport costs for donations i-kin
are consistently added in the cost accounting
module.
4 The Division of Financial and Administratiyelmportant O Evidence confirming the implementatidn 31 December 2014
Management in consultation with the Division |of automated reconciliation process between thg
External Relations should revise the EPM and the general ledger in the upgraded
income/accounts receivable recording process so MSRP.
that the general ledger reflects the contributipns
recorded in the EPM on a real-time basis.
5 The UNHCR Division of Emergency, Security antmportant @) Evidence confirming the establishmdra new | 31 December 2013
Supply should create another distinct item code| for account code to record secondary transport
secondary transport in the supply chain module jand costs.
map it to the transport cost account (610460) é|th
general ledger for segregation and better control
over direct and secondary transport costs.
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Management Response



Audit of Managing for Systems, Resour ces and People System interfaces

MANAGEMENT RESPONSE

APPENDIX |

1*2

Rec. . Critical” | Accepted? iz c_)f I mplementation .
Recommendation 6 responsible Client comments
no. I mportant (Yes/No) individual date
1 The UNHCR Division of Emergency, Important Yes Chief of 31 December | UNHCR will activate the existing
Security and Supply should: SOSSiin 2013 tolerance limits in MSRP. Until this i
DESS/SMLS done UNHCR will generate and
(i) establish a tolerance limit for the review exception reports identifying
variation between quantity ordered and instances where quantities received
quantity received; and exceed the quantities ordered.
(i) ensure that an exception report |is
developed and implemented in MSRP |to
identify situations where the variations
between the ordered quantities gnd
received quantities of relief items exceed
the tolerance level or are significant and
initiate measures to rectify them.
2 The UNHCR Division of Financial and Important Yes Head, 31 December | UNHCR will pursue an automated
Administrative Management, in Accounts and 2014 solution to link transportation costs
consultation with the Division of Financial with purchase orders for assets in th

Emergency, Security and Supply shou
(i) determine what additional contro
need to be introduced to minimize t
likelihood of users not linking
transportation costs with purchase ord
for assets; and (i) review and ta
appropriate  corrective  actions f
instances where there are mismatches

the data in the MSRP purchase orde

Id:
Is
he

ers
ke
DI
5 in
Br'S,

Service (AFS)

context of MSRP upgrade. In the
meantime, UNHCR will continue to
review and rectify the mismatch of
records across the purchase orders
asset register and general ledger.

® Critical recommendations address significant angéovasive deficiencies or weaknesses in govemarsk management or internal control processes) s
that reasonable assurance cannot be provided megdhe achievement of control and/or businessativjes under review.

® Important recommendations address important @efaes or weaknesses in governance, risk managemaméernal control processes, such that reasenabl
assurance may be at risk regarding the achieveofieointrol and/or business objectives under review.



MANAGEMENT RESPONSE

APPENDIX |

Audit of Managing for Systems, Resour ces and People System interfaces

.. 5 . Title of ]
I?\?f‘ Recommendation Irirp)lgrﬁn{nﬁ A&C;ptl\leg r'esp_orjsi ble Imple(rjnat?[r;tatlon Client comments
individual
general ledger and asset management
modules.

3 The Division of Emergency, Security andlmportant Yes Chief of 31 January 2014| UNHCR will develop a solution to
Supply in consultation with the Division Section, ensure that transport costs for
of External Relations should explore what Governmental donations in-kind are consistently
options are available to ensure that Donors and added to the cost accounting modulge.
transport costs for donations in-kind are Fundraising
consistently added in the cost accountjng Analysis
module.

4 The Division of Financial and Important Yes Head, 31 December, | Currently, data in EPM and GL is
Administrative Management in Accounts and 2014 reconciled weekly. As part of the
consultation with the Division of External Financial MSRP upgrade in 2014, UNHCR will
Relations should revise the Service (AFS) define the systems reconciliation
income/accounts receivable recording & Head , criteria and pursue an automated reg
process so that the general ledger reflects Donor time reconciliation between EPM and
the contributions recorded in the EPM pn Relations and GL.

a real-time basis. Resource
Mobilization

Service

(DRRMS)

5 The UNHCR Division of Emergency, Important Yes Chief of 31 December | UNHCR will set up a new item code
Security and Supply should create another Business 2013 for secondary transport and map it tp
distinct item code for secondary transpprt Support the appropriate cost account.
in the supply chain module and map it|to Section in
the transport cost account (610460) in the DESS

general ledger for segregation and be

tter

control over direct and secondary transport

costs.




