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AUDIT REPORT

Audit of the pre-implementation activities of the Lhited Nations Joint Staff
Pension Fund’s Integrated Pension Administration Sgtem

l. BACKGROUND

1. The Office of Internal Oversight Services (OlOShdocted an audit of the pre-implementation
activities of the United Nations Joint Staff Pemsieund’s Integrated Pension Administration System
(IPAS). These activities included the governance awersight of the initiative, planning, system
development, design and testing, procurement arditaent.

2. In accordance with its mandate, OIOS provides as®er and advice on the adequacy and
effectiveness of the United Nations internal canggstem, the primary objectives of which are teer

(a) efficient and effective operations; (b) accerfwancial and operational reporting; (c) safediray of
assets; and (d) compliance with mandates, regonkatiad rules.

3. The IPAS project was endorsed by the Pension Bofatlde United Nations Joint Staff Pension
Fund (UNJPSF or the Fund) at its 55th session B820UNJPSF presented a high level business case
(HLBC) for the implementation of IPAS. The HLBC @p (JSPB/55/R.22) proposed the replacement of
the legacy pension entitlement system (Pensys)fitlhacial accounting system (Lawson), the content
management system, as well as other stand-alonariafion and communications technology support
systems with a fully integrated system.

4, The Fund developed a new target operating modahfmimplementation of IPAS, centered on
27 re-engineered processes.

5. An IPAS Steering Committee and a Project Directibeam (PDT) were established for
governing the initiative. The Steering Committeeviled strategic guidance and oversight of thegaitoj
and monitored progress against plans. PDT providetital advice, resolved conflicts, decided onkvor
priorities and helped manage changes. The Ste@omgmittee, reporting to the Chief Executive Officer
(CEO) of UNJSPF, included representatives from eafcthe Fund’'s functional groups. An external
system integrator was engaged for supporting thegiation of the business process with the newly
acquired system software.

6. In 2009, the Pension Board approved the initiabweses required for starting the project,
including resources for hardware, software, comtigcservices, system integrators, external coastdf
and temporary staff costs.

7. In 2011, the Pension Board, and subsequently theei@k Assembly, approved the resources
required for the project. The approved budgetHeritnplementation of IPAS was $22,660,300.

8. The IPAS Project Team was staffed with 18 postowing the approval of the initial resources,
the Fund recruited a full time project manager stagigered the recruitment of a broad multidiscgin
project team.

9. The execution of the project was divided into fqivases: (i) planning and design; (ii) pre-
implementation and procurement; (iii) implementatiand (iv) testing, training and deployment. As of
31 March 2013, the project was in the implementagibase.



10. The Fund adopted the standard project managemetiiodwogy “Projects in Controlled
Environments” (PRINCE ll), for managing IPAS implentation.

.  OBJECTIVE AND SCOPE

11. The audit was conducted to assess the adequacgffantiveness of the UNJSPF governance,
risk management and control processes in providdagonable assurance regardingefiectiveness of
the pre-implementation activities of IPAS

12. This audit was included in the 2012 OIOS risk-baardual work plan in consideration of the
significant risks associated with the migratiorstiteg, and integration of data in IPAS, which arnéaal
to the successful implementation of the system.

13. The key controls tested for the audit were: (agtsgic planning and risk management; (b) project
management capacity; (c) change management; anthf@@nation and communications technology
(ICT) support system. For the purpose of this a@liOS defined these key controls as follows:

(a) Strategic planning and risk management controls that provide reasonable assurance
that an effective strategy has been establishdl,related risk management mechanisms in place
for the implementation of IPAS;

(b) Project management capacity controls that provide reasonable assurancethieat is
sufficient project management capacity to achidwe dtrategic goals of IPAS, including: (i)
adequate financial resources; (ii) adequate ancpetant human resources; and (iii) appropriate
project management tools, methodology and systems;

(© Change management- controls that provide reasonable assurance tthete is a
systematic approach to dealing with changes angssassociated with the implementation of
IPAS, including awareness, escalation procedurdsammunication; and

(d) ICT support system - controls that provide reasonable assurancef#e® is supported
by an adequate infrastructure for the developmenduction and disaster recovery
environments.

14. The key controls were assessed for the controkobgs shown in Table 1.

15. OIOS conducted the audit from 27 November 2012 Jane 2013. The audit covered the period
from April 2008 to June 2013.

16. OIOS conducted an activity-level risk assessmendeatify and assess specific risk exposures,
and to confirm the relevance of the selected keptrots in mitigating associated risks. Through
interviews, analytical reviews and tests of costr@I0S assessed the existence and adequacy mifinte
controls and conducted necessary tests to detetheiveeffectiveness.

lll.  AUDIT RESULTS

17. In the opinion of OIOS, the UNJSPF governance, mnsknagement and control processes
examined weresatisfactory in providing reasonable assurance regardingetfectivenessof the pre-
implementation activities of IPAS



18. The IPAS project had been managed on the basi®ad gontrol practices and procedures in
governance and project management, system devetbpared business users’ involvement. However,
OIOS identified some opportunities for improvement documenting the total cost of ownership,
strengthening IPAS performance management, compligmgethe human resources strategy, generating
financial dashboards, and forecasting long-ternpsttgrequirements.

19. The initial overall rating was based on the assessmf key controls presented in Table 1 below.
The final overall rating isatisfactory.

Table 1: Assessment of key controls

Control objectives
Efficient and Accurate Corcv?tl;wance
Business objective Key controls . financial and | Safeguarding
effective : mandates,
. operational of assets .
operations . regulations
reporting
and rules
Effectiveness of (a) Strategic Satisfactory Satisfactory Satisfactory Satisfactory
the pre- planning and risk
implementation management
activities of IPAS | (b) Project Satisfactory Satisfactory Satisfactory Satisfactory
management
capacity
(c) Change Satisfactory Satisfactory Satisfactory Satisfactory
management
(d) ICT support Satisfactory Satisfactory Satisfactory Satisfactory
system
FINAL OVERALL RATING: SATISFACTORY

A.  Strategic planning and risk management

Expected project costs and benefits

20. The Fund’s strategic framework for the period 20®identified IPAS as one of the five key
priorities for the biennium.

21. The HLBC of the IPAS project had been documented, the initiative was approved by the
Pension Board and the General Assembly. The HLBD el the high level requirements of IPAS and
their logical linkages with the strategic framewaok the Fund. The HLBC contained the overall
objectives of the project, high level scope, schediesources, anticipated outcomes, and benefits i
terms of expected value to the Fund. In accordavite PRINCE II, the Fund had conducted periodic
reviews of the project initiation document throughthe life cycle of the project, to justify thentmued
validity and justification of the IPAS project.

22. The anticipated outcomes of the project were doatetein the HLBC and in the budget
submission for the 2014-2015 biennium.

23. The Fund estimated that the total cost of thegatdjor the period 2010-2015 would be $22.6
million. An amount of $2.3 million has been estigthias cost savings per annum commencing from the
time the new system and associated processesegd lie Fund expected to derive these savings fnem t
reduced costs associated with the elimination & ¢orrent mainframe hosting arrangements and



efficiency gains in staff capacity with an estinth&avings equated to approximately 8 staff members.
Given that adequate procedures were put in placthécalculation of the costs and benefits assetia
with the IPAS initiative, OIOS did not make any eeanendations in this area.

B.  Project management capacity

Governance and oversight roles

24, The IPAS project was managed with adequate conttboénsure that adequacy of : (i) financial
resources; (ii) competent human resources; angfoject management tools, methodology and systems

25. The IPAS project was managed by two entities, arBtg Committee and the PDT. The Steering
Committee provided strategic guidance and oversigtie financial and human resources, as wellfas o
the project management and monitoring tools andhoaketiogies. PDT provided tactical advice, resolved
conflicts, decided on work priorities, and helpednage changes. However, this governance structure
was hot aligned with the standard governance médimed in PRINCE II, which requires that only one
entity is accountable for the success of the ptojec

26. The presence of two entities managing the projeestgmted UNJSPF from having one single
point of oversight and direction of the initiativelthough the Steering Committee was accountahie fo
the project, the PDT was the body that monitoredatogress of the project on a regular basis.

27. In direct response to the interim audit observatiorade by OIOS, the Fund updated: (i) the
terms of reference of the PDT, to serve as the mansight mechanism for the project; and (ii) tens

of reference of the IPAS Steering Committee, toesas a stakeholder engagement group. In vieweof th
action already taken, OIOS did not make any reconaaions in this area.

Project planning

28. The Fund adopted PRINCE Il as the project managemesthodology, and the Agile
methodology for system implementation. In accordanith these methodologies, reports, documents,
interfaces and batch development were managed asiaerfall-based approach.

29. A series of detailed project plans had been doatgdeas a basis for planning, implementing,
and monitoring the development of IPAS. These demimincluded the project plan and schedule, with
milestones, and the test and acceptance plan.riicydar, the Fund included a project plan for therk
stage level within a document called the sprinhplehe sprint plan provided a breakdown of the work
stages by project segments, dates, and logicalpgrof functionalities (tracks). Tracks were further
broken down into smaller tasks called sprints. plaect plan contained details of the milestonbsirt
description, and related deliverables and acceptariteria. Given that the details of the projdaing and
their associated documents were adequate, OlOSotlichake any recommendations in this area.

Concurrent projects and system dependencies

30. The design of the new processes was adequatelyrdmtad, and all specifications including
interfaces and system integrations were clearlinddf

31. With regard to the Fund’s ICT infrastructure, therere three concurrent projects and on-going
enhancements of the Fund’'s ICT infrastructure, Wwhidl had dependencies with the IPAS project,



including: (i) data integration/warehousing systdin;security authentication/authorization systesng
(iif) document scanning system.

32. The plans supporting the IPAS project included taitked definition of milestones, sprints, target
operating model, process flows, verification paitgst libraries, and test and acceptance criteria.

33. The interrelationships between these three propaudsan assessment of the impact deriving from
the implementation of concurrent and interrelated Initiatives were documented in the IPAS project
plan and adequately managed. Given that the itagioeships between projects were adequately
identified and managed, OIOS did not make any reegendations in this area.

Performance management

34. The PDT monitored the progress of the IPAS projeam during its weekly meetings. The
presentations documented during these meetings eshdiat the progress of the project had been
measured against the verification, validation, uaeceptance and end-to-end testing phases and
milestones defined in the sprint plan. Testingistiias presented the number and percentage of cases
completed, remaining, passed, and failed.

35. Attention items were discussed by PDT with the IPR®ject Manager. Major decisions were
communicated through emails, central repositotiesm meetings, quarterly newsletters, and town hall
meetings. In addition, the CEO included IPAS impbaation as a standing item for discussion in his
performance review meetings with Operations, Fir@®ervices, and the Geneva Office.

36. The contract with the system integrator was oixedftime and material basis. Its progress was
measured against successful delivery of the vabdsttests, executed by the business users, and
confirming that the design and performance of ty&tesn was consistent with the requirements. The
results of the validation tests were produced omaidy basis, and the exit criteria defined for each
validation point were used for monitoring the pemiance of the system integrator and to ensureathat
critical and high rated defects were correctedrpioconsidering the validation point complete. 3ée
criteria were defined in accordance with a struedurating of defect definitions. Given that the troh
mechanisms established by UNJSPF for managing énmrmance of the IPAS Team and system
integrator were adequate and well documented, @iQ@%o0t make any recommendations in this area.

Human resources planning and forecasting

37. Following the approval of the initial funding ofdHPAS project by the Pension Board, the Fund
recruited a full time project manager. The recreitinof the remaining members of the project team wa
scheduled in stages, in accordance with the timetih the project, for ensuring that staff with the
required expertise would have been engaged onlywheded.

38. The staggered recruitment approach and human Esopian detailed types of resources (i.e.,
operations, finance, and ICT), activities, and slafdhe human resources plan included 19 subjedemat
experts (i.e., IPAS implementation coordinators) &ecounts, cashiers and treasury, client services,
payments, pension entitlements, and Geneva opesatio

39. The criteria and mechanisms for determining the emof posts and skill-set required by the
IPAS project had been defined in the sprint plavigh validation points and corresponding resources
needed.



40. Process owners had been identified for benefituaions, payroll/payments, participants’
accounts, separation master, contributions cotlectinancial statements, accounting/annual statésne

and participants’ records. OIOS concluded thatcthrol processes established by UNJSPF in tes ar
were adequate, and did not make any recommendatidhis area.

Budget monitoring, burn rates, and dashboards

41. Monthly budget reviews had been conducted by tiogeBr Manager with the CEO of the Fund.
In direct response to the interim audit observatioade by OIOS, the Fund also added budget rexdews
an item in the agenda of the PDT monthly meetings.

42. As of the time of the audit, $11.7 million (52%)dhbeen used out of the total budget of $22.6
million. The latest budget review conducted byfuad concluded that the project was within the aler

estimates and it was expected to be completed%atddhe allocated budget. Given that adequate dtudg
reviews were established, OIOS did not make anymeeendations in this area.

C. Change management

Change management and escalation procedures

43. A change management strategy is a comprehensivesgstématic plan developed by the
Organization to build awareness, manage the egwalattissues, and communication of changes degivin
from the implementation of a new information system

44, The external system integrator and provider ofsigware solution made an initial presentation
at the project kick-off meeting on change managdmaong with a document prepared by the IPAS
project team on change management. The Fund’s agipfor managing change was supported by:

() A recently created change management working gtioaipmet on a bi-weekly basis and was
represented by all areas of the Fund, including r@jmns, Financial Services, Information
Management, Legal, Executive Office, Geneva OffiEtepnt Office and IPAS Team. The
meetings of this working group were facilitated dyualified change management professional
of the external system integrator;

(i) An escalation procedure (i.e., IPAS issue escalgtimcedure) for issues identified by the
business, IPAS Team, and the external system mitagrespectively; and

(i) Regular communication among the members of thekimgrgroup, CEO and staff. A
communication matrix had been developed to guigeoaess that included periodic newsletters,
town hall meetings, and — when required — strudtuvalkthroughs conducted on key aspects of
the new system.

45, Given that the procedures established by UNJSPEHange management, escalation of issues,
and communication were adequate, OIOS did not raaggecommendations in this area.

D. ICT support system

46. In December 2010, the Fund completed the relocatfaits primary data centre from the New
York Headquarters, to the North America data-cemntfeiscataway, New Jersey. While the infrastruetur
for the development environment of IPAS was depdoyhe full deployment of the production and



disaster recovery infrastructure was planned far liter part of 2013 to coincide with the user
acceptance testing and the 2014 go-live phase.afpsach was justified to avoid support costshef t
hardware and software infrastructure when the systas not yet ready for testing. Given that adegjuat
project plans, status reports, and Steering Corenietpprovals were in place with regard to the ICT
infrastructure, OIOS did not make any recommendatia this area.

Access control and security requirements of the system

47. The definition and configuration of security comsrdvad been included in the “sprint plan J,
No.4, role based security setup”. The Fund’s accessrols and security requirements were expeded t
be defined, configured and tested via multiplergprscheduled for the third and fourth quarter @2
(i.e., role-based security for the IPAS system @nakcle database).

48. The consulting firm utilized by the Fund recommethtlee conduct of tests on access control and
security at least once before the actual user tamoep test, for identifying potential security issuThe
Fund planned to perform these tests as part ofiske acceptance testing that will include secarigl
access controls. Given that access control andrisecequirements were adequately planned and
documented, OIOS did not make any recommendatiotigs area.

Testing plans and redesigned processes

49, In November 2012, a consulting firm engaged by Faad finalized a comprehensive testing
strategy and approach document with new designasican rules, business processes and data sources,
providing the foundation for specific testing pla@OS reviewed a sample of the testing scenarids a
test data which showed that the IPAS Team impleetktite specific testing plans recommended by the
consulting firm. There was also evidence of a fgtaexecute a thorough testing process with multiple
parallel runs with Pensys, including the monthlynodl cycle and benefits calculations.

50. The processes planned by the IPAS Team includedhtygoayroll processing and calculation of
each benefit type, on the basis of a library of seenarios being compiled using real cases cayexin
spectrum of cases from simple to extremely compigien that adequate tests of the redesigned
processes were executed and a plan for additiovgling parallel tests was in place, OIOS did nokena
any recommendations in this area.

Long term support and maintenance needs

51. The Fund had signed a five year support and mantan contract with the external solution
provider from the acceptance date. A decision hatdoeen made as to the long term intentions of the
Fund concerning support after the initial five yeantract expires. Given that adequate provisioegew
included in the five year support and maintenarmeract with the solution provider, OIOS did notkea
any recommendations in this area.
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Ref: New York, 12 August 2013
) ¥
To/A: Mr. G. Kumar, Deputy Director From/DezZ Sergio B. Arvizu
Internal Audit Division, OIOS Chief Executive Officer

United Nations Joint Staff Pension Fund

Subject/ Objet.  Draft report on an audit of the pre-implementation activities of the United Nations Joint
Staff Penion Fund’s Integrated Pension Administration System
(Assignment No. AT2012/800/01)

1. Reference is made to your memorandum of 29 July 2013 providing the overall results
relating to the above-mentioned audit.

2. Thank you very much for this very comprehensive and well thought-out review. The
Fund observes that the four categories analyzed (i) efficient and effective operations, ii) accurate
financial and operational reporting, iii) safeguarding of assets, and iv) compliance with
mandates, regulations and rules, have all been assessed as satisfactory and that the Fund has
established processes and internal controls that provide reasonable assurances regarding the
cfficient and effective implementation of this important project and that there were no audit
observations issued. As noted, “the IPAS project had been managed on the basis of good control
practices and procedures in governance and project management, system development, and
business users’ involvement.”

3. However, OIOS identified some opportunities for improvement in documenting the total
cost of ownership, strengthening IPAS performance management, complementing the human
resources strategy, generating financial dashboards, and forecasting long-term support
requirements. These opportunities for improvement will be appropriately analyzed and reviewed
by the Project Direction Team (PDT) and, in its case, implemented.

4. Thank you again for this comprehensive audit report, thoughtful assessment of this
important topic and the constructive discussions with the Fund Secretariat.

ce: Mr. F. DeTurris
Mr. P. Dooley
Mr. K.-L. Soll
Mr. A. Kapoor
Ms. K. Manosalvas
Ms. A. Halasan



