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AUDIT REPORT

Audit of the telecommunications billing process at the
United Nations Office at Geneva

l. BACKGROUND

1. The Office of Internal Oversight Services (OlOShdocted an audit of the telecommunications
billing process at the United Nations Office at & (UNOG).

2. In accordance with its mandate, OIOS provides as®er and advice on the adequacy and
effectiveness of the United Nations internal canggstem, the primary objectives of which are telep

(a) efficient and effective operations; (b) accertancial and operational reporting; (c) safeduay of
assets; and (d) compliance with mandates, regonkaaad rules.

3. Telecommunication services in UNOG were the respditg of the Information and
Communication Technology Service (ICTS). Servigesvided included fixed line telephones and
mobile telephones, which were supported by separatate sector companies under contract, and video
conferencing, which was provided in-house by ICTT®e billing of telecommunication expenses and the
charging of costs to departments was the respdihsibf the UNOG Financial Resources Management
Service (FRMS), although ICTS also had signifidamblvement in the end-to-end billing process.

4, ICTS provided telecommunication services for a etgriof United Nations clients, specialized
agencies and external parties who used the fasiliti the Palais des Nations, such as the onraitelt
agency and bank. The ICTS budget for the bienr2@h2-2013 was $25.9 million, including $19.2
million of regular budget resources and $6.7 millaf extra-budgetary resources. ICTS had 48 regula
budget posts and 24 posts funded by extra-budgetespurces. In 2011 and 2012, total
telecommunication costs charged by ICTS for madnild fixed line communications were $4.2 million.

5. Comments provided by UNOG are incorporatedahcs.

II.  OBJECTIVE AND SCOPE

6. The audit was conducted to assess the adequacgfaativeness of UNOG governance, risk
management and control processes in providing nedd® assurance regarding #fective operation
of thetelecommunications billing process at UNOG.

7. The audit was included in the 2013 internal auditkaplan for UNOG due to the financial risks
that UNOG and its clients were exposed to becaus®® had not effectively implemented previous
audit recommendations to correct the observed abdgficiencies in the telecommunications billing
policy framework, operational tools and procedurds. particular, a new telecommunications billing
policy in the form of an administrative instructi®T/Al/Geneva/2011/2) was developed in June 2611 i
response to an earlier audit. This policy addkssany of the audit recommendations made and stated
that an information circular containing relevantdglines and procedures to implement the provisains
the administrative instruction would be promulgasédrtly. On the basis of this policy, OIOS closdd
remaining open audit recommendations. However,infiormation circular had subsequently been
promulgated and the policy had only been partiallyinto practice.



8. The key controls tested for the audit were: (a) URgry framework; and (b) Coordinated
management mechanisms. For the purpose of this &@S defined these key controls as follows:

(@) Regulatory framework - controls that provide reasonable assurance pblaties and
procedures: (i) exist to guide the telecommunicetidilling process at UNOG; (ii) are
implemented consistently; and (iii) ensure theatw@lity and integrity of financial and operational
information.

(b) Coordinated management mechanisms - controls that provide reasonable assurance
that issues related to the telecommunicationsngilprocess that affect or involve UNOG clients
and other stakeholders are identified, discussddesolved timely.

9. The key controls were assessed for the controktbgs shown in Table 1.

10. OIOS conducted this audit from March to Septeml@di32 The audit covered the period from 1
January 2011 to 30 June 2013.

11. OIOS conducted an activity-level risk assessmendeatify and assess specific risk exposures,
and to confirm the relevance of the selected keptrots in mitigating associated risks. Through
interviews, analytical reviews and tests of costr@lOS assessed the existence and adequacy rmoiinte
controls and conducted necessary tests to detetheireeffectiveness.

1. AUDIT RESULTS

12. UNOG governance, risk management and control psesesxamined were assessegansially
satisfactory in providing reasonable assurance regarding #ifective operation of the
telecommunications billing process at UNOG. OIOS made six recommendations to address thedss
identified in the audit.

13. ICTS was in the process of developing a new biliggtem utilizing the same software used by
the United Nations Office at Vienna, which wouldeially address many of the control weaknesses in
the existing system. ICTS had involved FRMS in daly discussions related to implementing this
system. Charges for fixed lines were accurate I&¥S had taken steps to address discrepancies
identified between source data and amounts actuhlyrged for mobile phones. Tariffs for mobile
devices and fixed lines were displayed on the m&trgor increased visibility. Payroll deductiors f
private call expenses were correctly processedyvaterlocal call costs were not recovered, but this
decision had been made based on a cost-benefitsemallCTS had reduced some risks associated with
mobile phone billing by progressively reducing tag from the end of a period to the issuance ofla b
by the service provider. Premium rate numbers wihegitimate business purpose were blocked. A
“responsible usage declaration” was in place fobilegphones and ICTS was taking steps to introduce
similar declaration for fixed lines with internatia dialing. In addition, while the audit was Istil
ongoing, ICTS improved the transparency and acgureideo conference charges and developed new
management information tools to address previops.ga

14. However, regulatory framework was assessed asfpiatisfactory because, since 2002, $1.83
million worth of calls remained unverified. Thesals were paid for by the Organization as thougtyt
were business calls although they may have beenpfimate purposes. The existing policy on
telecommunications billing, which stated that uified calls would be considered private after aiqur

of time, had not been implemented. In additionharizing officers had not been clearly identifiadall
cases. Coordinated management mechanisms werasalessed as partially satisfactory because of lack



of evidence of systematic and thorough systemsysisalclient consultation and documentation during
the development of in-house software solutionstedldo the telecommunications billing process. In
addition, in most cases, FRMS did not issue itechibdls to clients before deductions for their
telecommunication expenses were made.

15. The initial overall rating was based on the assessmf key controls presented in Table 1 below.
The final overall rating ipartially satisfactory as the implementation of six important recommeiodat
remains in progress.

Table 1

Assessment of key controls

Control objectives
Compliance
. - Efficient and | , “ocurate . with
Business objective Key controls . financial and | Safeguarding
effective : mandates,
: operational of assets ;
oper ations reporting regulations
and rules
Effective operation | (a) Regulatory Partially Partially Partially Partially
of the framework satisfactory satisfactory satisfactory satisfactory
telecommunications | (b) Coordinated Partially Partially Partially Satisfactory
billing process at management satisfactory satisfactory satisfactory
UNOG mechanisms
FINAL OVERALL RATING: PARTIALLY SATISFACTORY

A. Regulatory framework

2.2 million calls worth $1.83 million remained umified

16. Since 2002, 2.2 million calls had not been verifedl were therefore considered as business
rather than private calls by default (excluding &lion calls from United Nations clients who had
chosen not to verify their calls and to pay theoioeg in full to UNOG). This was contrary to
ST/AlI/Geneva/2011/2, which stated that unverifiatlscwould be considered private by default urhiyt
were verified as business or private. It was atsatrary to the responsible usage declarationntudtile
phone users signed, which stated that unverifild wauld be considered as private and that thests
would be recovered from users.

17. The total cost of these calls was $1.83 milliohthé ratio of private to business call costs were
the same for these unverified calls as for thesdhlit were verified, some $325,000 worth of thezks
could have been private and should have been resmbvieom the users. Of the $1.83 million of
unverified calls, only 35 per cent were associatét staff whose index numbers were included in the
August 2013 UNOG payroll, while another 35 per csete associated with staff whose index numbers
were no longer in the UNOG payroll. The remain8@yper cent of the calls were from phone numbers
with no associated staff member, of which aroune-irird were estimated to relate to shared faxsline
ICTS explained that even where no staff memberagaigned to a phone number it was still associated
with a cost centre, which facilitated correct Ioifi and reporting. It had developed a user intertac
enhance the bulk verification of historic unverfiealls by allowing users to verify numbers rattiem
individual calls. However, this user interface haat yet been made available to staff. UNOG had no
made any further concerted attempts to clear tisiotic backlog and have the older outstandingscall
retrospectively validated. ICTS explained thatvéts responsible for operating the telecommunication



service on behalf of its clients but was not empedeo enforce governance of how the service was
consumed and to ensure that calls were verifie@ritities other than UNOG.

(1) The United Nations Office at Geneva should implement controls to prevent build-up of
unverified historic callsin thefuture.

UNOG accepted recommendation 1 and stated that its implementation was in progress. Further to
the Information Circular on the reimbursement of telecommunication costs to be issued, the
telecommunication application will be modified to consider all unverified calls older than 120 days
asprivate. Thiswill prevent build-up of unverified calls. Recommendation 1 remains open pending
receipt of documentation on the establishment ofrots to prevent build-up of unverified calls.

(2) The United Nations Office at Geneva should arrange for the verification of the backlog of
unverified calls to enable recovery of outstanding costs for private calls to the extent
feasible.

UNOG accepted recommendation 2 and stated that itsimplementation was in progress. Analysis of
historic unverified calls has started. Owing to the large quantity of data to process and for reasons
of cost efficiency, recovery may be limited to users whose total amount of unverified calls exceeds
$1,000 since 2002 (approximately $100/year on average). Recommendation 2 remains open
pending receipt of evidence of the verificatioruaf/erified calls to enable recovery of outstanding
amounts for private calls to the extent feasible.

Authorizing officers were not clearly identifiedrfall departments, undermining existing controlerov
issuance of telephone lines, telecommunicatiorscasid verification of calls

18. The existing administrative instruction on teleconmication expenses at UNOG defined the
term Authorizing Officer as “any person authorizsdhis or her Head of Department/Office to approve
requests for UNOG to provide a user with a devind/@ar access to chargeable telecommunications
services”. However, ICTS did not have a centrstl ¢&if authorizing officers grouped by client aneé th
authorizing officers had not been identified fdrcilents. The team in ICTS responsible for isgurew
telephone lines did have a list of the administmtassistants for each client who were authorized t
request new lines. However, this list was notranfd document, and no back-up staff were nominated
meaning that when the administrative assistante werleave or sick other staff were able to reqnest
lines without being on the list. The lack of aeahlist of authorizing officers also meant th&fTS did

not know to whom to provide management informatontelephone usage. OIOS reviewed the list of
users of the ViewComs system (a reporting tool gexl by ICTS to provide authorizing officers with
information on telecommunications usage and ced)f February 2013 and compared this against the
billing memo for that month. OIOS was unable teritify any ViewComs users for 23 of the 64 United
Nations entities, including specialized agencidsp were listed on the billing memo. Further, clgsbf

the UNOG offices, only seven clients received theadsheet-based management information reports.
Without access to relevant management informa#athorizing officers would not be able to fulfilieir
responsibilities as set out in ST/Al/Geneva/2011/2.

(3) The United Nations Office at Geneva should establish and maintain a list of authorizing
officersfor each relevant telecommunication client to usein processingwork ordersand in
determining who to provide access to management infor mation.

UNOG accepted recommendation 3 and stated that its implementation was in progress. A
memorandum to Heads of Offices will be sent to request the list of current authorizing officers.




| Recommendation 3 remains open pending receiptedighof current authorizing officers. |

Administrative Instruction on reimbursement of t&lmmunication costs had not been fully implemented

19. ST/Al/Geneva/2011/2 was issued on 23 June 2011 émpanse to previous audit
recommendations related to telecommunicationsgillit UNOG. The policy set out the responsibditie
of staff to verify whether their calls were for yate or business purposes. It explained that staéfid
reimburse the cost of private calls they made aiggl deductions. It also set out the resporisidgsl for
“Heads of Departments/Offices or their Authorizi@fficer” to maintain “oversight that users confirm
the official usage of devices issued to them.” Pbécy stated that an Information Circular contagn
relevant guidelines and procedures to implemenptbeisions it outlined would be promulgated shortl
However, no information circular had been issuedhis respect. The lack of an information circular
meant that Heads of Departments/Offices or thethdwzing Officers did not know what steps to take
order to meet their responsibilities set out in/AGeneva/2011/2. As a result, the policy had oe¢n
fully implemented despite coming into force on lyJ2011. Legal staff consulted by OIOS also raised
doubts as to whether UNOG even had the authoriiysiee administrative instructions and suggestat th
ST/Al/Geneve/2011/2 itself should have been isagedn information circular instead. UNOG Division
of Administration confirmed that it was working aonsultation with other relevant parties to devedop
revised policy, which would supersede ST/Al/Geng0al/2.

(4) The United Nations Office at Geneva should issue an Information Circular on the
reimbursement of telecommunication costs.

UNOG accepted recommendation 4 and stated that its implementation was in progress. The
Information Circular has been drafted and the draft is undergoing consultations with Resource
Managers of the Organizations serviced by UNOG. Recommendation 4 remains open pending
receipt of the Information Circular on the reimlamreent of telecommunication costs.

ICTS was implementing a new billing system intentiedorrect many of the control weaknesses in the
previous system

20. ICTS was in the process of implementing a newrgjlisystem that was the same as used at the
United Nations Office at Vienna. ICTS believedvibuld address many of the control weaknesses that
had been identified in the billing process. ICT&lnvolved FRMS in preliminary discussions witle th
vendor of the billing system and intended to worthWtRMS throughout the implementation.

Charges for fixed lines were accurate and ICTSthkein steps to address discrepancies identified
between source data and amounts actually chargedodloile phones

21. OIOS reviewed a sample of fixed line and mobile Ehexpense information from the billing
memos indicating what was actually charged and ewetpit with extracts from the Telephone Database
of ICTS. This database contained the source daa Which all management information and bills were
produced. While fixed line charges aligned with #ource data, there were discrepancies in thed®co
reviewed for mobile phone expenses. However, therepancies were not material, and typically less
than 0.5 per cent of total charges. ICTS statatttiis issue was mainly due to the discrepan@ésden

the previous mobile telephone service providerta dand invoices. Since April 2013, UNOG had been
using a different service provider. ICTS furthesplained that the entire billing process had been
reviewed, improving its accuracy and reliabilityn view of the explanations provided and actiorketa

no recommendation was made.



A “responsible usage declaration” was in placenfobile phones and ICTS was taking steps to intreduc
a similar declaration for fixed lines with interimatal dialing

22. Mobile phone users were required to sign a ‘Detilamaof responsibility for the use of
telecommunication devices’ before they were issuatbbile phone. The declaration addressed keg risk
related to telecommunication expenses and madiar ¢that users had an obligation to verify their
business and private calls and that the cost efaicalls would be recovered from them via salary
deductions. Whilst the audit was ongoing, ICTSteteps to introduce a similar declaration to lgpedl

by new users of fixed lines with international digl

Tariffs for mobile devices and fixed lines werepliis/ed on the intranet

23. Tariff rates for mobile devices were available laugers on the UNOG intranet. While the audit
was still ongoing, ICTS also started publishing thtes for fixed lines so that users would havearcle
visibility of the likely costs of their businessdaprivate calls.

ICTS had taken action to provide Authorizing Offgsvith the management information they required to
meet their obligations

24. Authorizing officers were able to access managenmatmation in two formats, either through
an online report using the ViewComs reporting toothrough spreadsheet based reports distributed by
ICTS. In response to OIOS’ initial observationging the audit, ICTS developed a revised version of
ViewComs and new spreadsheet reports to addressopsegaps in the management information
provided. The revised version of ViewComs cleatipwed authorizing officers the number of lineg/the
were being charged for and gave details of anglimeich had not been used in a particular monthis T
better enabled Authorizing Officers to control thime rental expenses. The new spreadsheet report
developed by ICTS showed total unverified calls gtaff member since 2009. This report was planned
to be sent by ICTS to Authorizing Officers on a iy basis and would provide them with the
information they needed to require their staff &sify their calls. ICTS also produced a one-ofioe
showing all unverified calls per staff member pitim2009.

ICTS took action to improve the transparency araigxy of video conference charges

25. While the audit was still ongoing, and in respotse)lOS’ observations, ICTS corrected the
video conference pricing information published be intranet. More user-friendly descriptions o th
different options were also given so that userslevdiave a clear understanding of what each video
conference would cost and what the drivers of ttcwere. ICTS also updated the web-based booking
application through which video conferences werekied to clearly display this updated information.
Previously the booking application had not includiedails of prices. OIOS reviewed the chargest tha
the Office had paid for video conferences agaitssown internal records of video conferences booked
Out of 31 video conferences requested by OIOS 2206 were correctly billed, 14 were billed wrongl
since they had been cancelled, and one was indyrreat billed. ICTS explained that this one onss
was the result of a human error where a check bax mot ticked on their booking system to mark the
video conference as subject to billing. ICTS idtroed a new reconciliation control to compare video
conferences provided with video conferences bilbedrevent similar future errors remaining undegdct
This control addressed the risk of incorrect chaurfyg video conferences. As ICTS took action to
improve the transparency and accuracy of video ezente charges in the course of the audit, no
recommendation was made.



Payroll deductions were processed correctly by FRMS

26. OIOS reviewed a sample of 7,770 payroll deductimmsprivate calls processed by the Payroll
Unit in FRMS between March and September 201298Iper cent of the cases, the information in IMIS
matched the information in the files that ICTS senERMS. For the remaining two per cent, the Blhyr
Unit was able to explain that the discrepanciesewire to: timing issues when deductions were made
from delayed final salaries when staff left theiganizations; deductions that were made by othgmofia
departments when staff had changed duty stationgmmissions which were corrected in subsequent
deductions.

UNOG senior management had decided, based on-bewsfit calculation, to continue to accept thé& ris
of financial losses arising from not recovering tlost of local private calls

27. The current fixed line telecommunications providdrarged UNOG for local calls. These
included both business and private calls but ICiiShdt attempt to recover local private calls. fehkead
been a legacy decision, when the call verificapoocess was first developed at UNOG, to excludalloc
calls from the process. In March 2013, ICTS rewdwhis decision to determine if it was still valid
ICTS explained that the total cost of local calssviess than $22,000 a year. Only a portion ofttital
would have related to recoverable private callsive the low total amount that could be recouped,
UNOG senior management had considered that thesdittéa justification for the investment requiréal
have over 30,000 additional calls logged and bibadh month. ICTS explained that in the upcoming
tender for fixed line phones UNOG would negotiaieffee local calls to be included as part of the |
rental.

ICTS had progressively reduced the delay in thgsisse of mobile phone bills

28. In 2012, the then mobile phone service providemnstibd bills to UNOG approximately 14 days
after the end of each period. Previously the dby been as long as two months but ICTS had worked
with the service provider to reduce the time labhe lag had created a risk for UNOG as staff with
mobile phones leaving the organization would natehan opportunity to verify the calls made in their
last month before they left, meaning that UNOG widut unable to recover the cost of private catisnfr
this period. In 2012, 42 staff members with molpih@nes left the organization. Between them, tieay

a total value of unverified calls from their lasbnths of $7,700. As approximately 19 per cent obite
phone call costs were private, OlOS estimatedtti@potential annual loss from this delay was teas
$1,500. In addition, UNOG had recently selectedwa service provider of mobile phones that undéetoo
to provide bills between six to eight days aftee #nd of each period, further reducing the risk of
financial losses associated with unverified calldeparting staff.

Premium rate numbers that had no legitimate busings were blocked

29. A review of call data from 2009 until June 2013ritieed 2,757 calls from mobile phones and
fixed lines to 09XX premium rate numbers, which tmeen verified as business calls. The total cbst o
these calls was over $12,400. Of these calls 4&e made to 0900 numbers which were reserved for
business and marketing. There were potential basineeds for calling 0900 numbers, such as booking
train tickets. However, 113 calls were made tol080mbers (entertainment services) and 0906 numbers
(adult services). These calls totalled $739 anddcoot have been legitimate business calls. Aigo
data on all calls marked as business was avaitabMiewComs, the relevant authorizing officers were
either unaware of their responsibilities or unatdeuse ViewComs to identify these abuses. UNOG
management indicated that it would take necessatiprato follow up on the matter, including the
possibility of seeking recovery and taking disciplly action on any inappropriate use of the
organization's telecommunication devices. Furth@mS explained that, at its request, their service



providers had blocked access to all 09XX numbemnffixed lines in 2005 and from mobile phones in
March 2013 so that staff could no longer dial thesmbers.

B. Coordinated management mechanisms

Systems analysis and client consultation duringdéheslopment of telecommunications software
solutions needed to be formalized

30. In support of the telecommunications billing prasd€TS had developed a number of software
solutions. These included the Telephone DatalthseYiewComs reporting tool, and the web-based
application for booking video conferencing. ICTSocadeveloped management information reports in
spreadsheet format. The Solutions Development Wiihin ICTS had a systems development
framework that followed industry best practice a@ndluded nine development deliverables and five
management deliverables throughout the developrigetycle. However, it was not a formal
requirement to follow the systems development fraork, which was therefore not consistently applied
to all developments. In particular, OIOS did niodfevidence of formal system analysis, requirement
gathering and end-user consultation in the devedoprof these telecommunications software solutions
and reports, which had a number of design defigdsnidentified during the audit. A further issuasv
that the designs of these software solutions weteertensively documented. As a result, when the
developers changed roles or retired, ICTS knowlexfdgeow their solutions operated was lost. Thd lac
of extensive documentation of the design and tgsheant that it took longer to identify and resalve
errors. ICTS explained that documentation requireis varied from project to project and that ddfar
solutions had different minimum documentation regmients.

(5) The United Nations Office at Geneva should establish guidance and minimum
requirements for documentation, testing and client consultation during the systems
development lifecycle and ensure that these are applied to all future information
technology applications developed to support the telecommunications billing process.

UNOG accepted recommendation 5 and stated that its implementation was in progress. ICTS will
circulate a note within UNOG setting the minimum requirements for documentation, testing and
client consultation. Recommendation 5 remains open pending receipthef guidance for
documentation, testing and client consultationrtuthe systems development lifecycle.

All but two clients did not receive itemized biftsr their telecommunications services

31. As a good practice in a billing process, clienteudth receive an itemized bill, before being
charged, which sets out clearly the total amouriet@eharged and provides a breakdown of the totil c
For telecommunication expenses, the Office forGberdination of Humanitarian Affairs and the United
Nations Institute for Training and Research reaiae itemized bill from FRMS. The bill was based o
data supplied to FRMS by ICTS in billing memos.nttluded the total amount that FRMS would charge
for each period, split by line rental and traffiests. It also indicated the number of lines chérge, as
well as the monetary amount. Although these twentd received the bills at irregular intervalsd an
often many months after the period they relatechtopther client received similar information. FBM
explained that these two clients used a differaicgss for paying their telecommunications bills.
However, regardless of the method used by clienpay their telecommunication expenses, they should
all have received itemized bills so that they knelnat their telecommunication expenses were. ldstea
there was a lack of transparency over the amourdsged to clients. Clients were not aware of when
they were charged for telecommunication expensesf what charges were raised against them. They
were therefore unable to confirm whether they vindiied correctly.



(6) TheUnited Nations Office at Geneva should ensurethat itemized bills are sent to all clients
befor e processing telecommunication char ges.

UNOG accepted recommendation 6 and stated that its implementation was in progress. Changesin

the current system are being made, in order to be able to provide itemized bills to clients. Itemized

monitoring reports have been sent to authorizing officers requesting comments. These reports will

be the basis for the itemized bills. Recommendation 6 remains open pending receipt idkrge
showing that itemized bills are sent to all clients
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STATUSOF AUDIT RECOMMENDATIONS

Audit of the telecommunications billing process at the
United Nations Office at Geneva

ANNEX |

— 3
Recom. Recommendation Stz /2 Cé Actions needed to close recommendation I mplemen}atlon
no. I mportant (©) date
1 The United Nations Office at Geneva should Important O | Submission to OIOS of documentatiorten 31 December 2014
implement controls to prevent build-up of establishment of controls to prevent build-up ¢f
unverified historic calls in the future. unverified calls.
2 The United Nations Office at Geneva should Important O | Submission to OIOS of evidence of the 31 December 2014
arrange for the verification of the backlog of verification of unverified calls to enable
unverified calls to enable recovery of outstanding recovery of outstanding amounts for private
costs for private calls to the extent feasible. calls to the extent feasible.
3 The United Nations Office at Geneva should Important O | Submission to OIOS of the list of cutre 31 December 2014
establish and maintain a list of authorizing offgce authorizing officers.
for each relevant telecommunication client to use i
processing work orders and in determining who fo
provide access to management information.
4 The United Nations Office at Geneva should isstie Important O | Submission to OIOS of the InformatidrcGlar | 31 December 2014
an Information Circular on the reimbursement of on the reimbursement of telecommunication
telecommunication costs. costs.
5 The United Nations Office at Geneva should Important O | Submission to OIOS of the guidance |f@1 December 2014
establish guidance and minimum requirements fopr documentation, testing and client consultatjon
documentation, testing and client consultation during the systems development lifecycle.
during the systems development lifecycle and
ensure that these are applied to all future
information technology applications developed tq
support the telecommunications billing process.
6 The United Nations Office at Geneva should engurelmportant O | Submission to OIOS of evidence showtmat | 31 December 2014

that itemized bills are sent to all clients before

processing telecommunication charges.

itemized bills are sent to all clients.

! Critical recommendations address significant angéovasive deficiencies or weaknesses in govemaigk management or internal control processes) s
that reasonable assurance cannot be provided megdhe achievement of control and/or businessativjes under review.
2 Important recommendations address important @efites or weaknesses in governance, risk managememeérnal control processes, such that reasenabl
assurance may be at risk regarding the achieveofienintrol and/or business objectives under review.
3 C =closed, O = open

* Date provided by UNOG in response to recommendstio
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OFFICE DES NATIONS UNIES A GENEVE ‘ UNITED NATIONS OFFICE AT GENEVA

LE DIRECTEUR GENERAL THE DIRECTOR-GENERAL

MEMORANDUM INTERIEUR INTEROFFICE MEMORANDUM |

Mr. Gurpur Kumar
To: Deputy Director
e Internal Audit Division, OIOS

From: ~ Michael Meller _ C%é&"‘%) |
1'0111-. Acting Director-General

Date: 13 November 2013

13-00567- Draft report on an audit of the telecommunications billing prolcess
Subject: at the United Nations Office at Geneva (Assignment No. AE2013/311/01)

1. Reference is made to your memorandum dated 28 October 2013 on the above-mentioned
subject. ' '

2. Asrequested, please find attached UNOG’s comments for each recommendation
included in the timetable for implementation.

cc:  Mr. Clemens M. Adams, Director of Administration, UNOG
Mr. Hans George Baritt, Chief, Financial Resources Management Service (FRMS), UNOG
Mer. Luis Santiago, Chief, Information and Communications Technology Service, UNOG
Mr. Vishal Sharma, Chief, Project Management Unit, Information and Communications
Technology Service, UNOG -,
Mr. Hugues Noumbissie, Special Assistant to the Director, Division of Administration,
UNOG _
Ms. Anna Halasan, Professional Practices Section, Internal Audit Division, OIOS



MANAGEMENT RESPONSE

Audit of the telecommunications billing process at the United Nations Office at Geneva

The United Nations Office at Geneva Important | Yes Chief, ICTS 31 Dec 2014 In progress.
should implement controls to prevent build- ' ‘Further to the IC to be issued
up of unverified historic calls in the future. following Rec. no. 4, the telecomm
application will be modified to
consider all unverified calls older
than 120 days as private. This will
, : : prevent build-up of unverified calls.
The United Nations Office at Geneva Important | Yes Chief, ICTS 31 Dec 2014 | In progress. '
should arrange for the verification for the Analysis of historic unverified calls
backlog of unverified calls to enable has started.
recovery of outstanding costs for private Owing to the large quantity of data to
calls to the extent feasible. process and for reasons of cost
] efficiency, it is recommended that the
recovery be limited to users whose
total amount of unverified calls
exceeds $1,000 since 2002 (approx.
' . ' average $100/year).
The United Nations Office at Geneva Important | Yes Chief, ICTS 31 Dec 2014 | In progress. K

should establish and maintain a list of
Authorizing Officers for each relevant
telecommunication client to use in
processing work orders and in determining
who to provide access to management
information.

A memo to Head of Offices will b
sent to request the list of current
authorizing officers.




31 Dec 2014

The United Nations Office at Geneva Important Yes Chief, ICTS In progress. _
should issue an Information Circular on the The Information Circular has been
reimbursement of telecommunication costs. drafted and the draft is undergoing

' : consultations with Resource -

| Managers of the Organizations
serviced by UNOG

The United Nations-Office at Geneva Important | Yes - Chief, ICTS 31 Dec 2014 In progress.
should establish guidance and minimum ' ,
requirements for documentation, testing and ICTS will circulate a note within
client consultation during the systems UNOG setting the minimum
development lifecycle and ensure that these requirements for documentation,
are applied to all future information testing and client consultation.
technology applications developed to
support the telecommunications billing
process,
The United Nations Office at Geneva JImportant | Yes Chief, ICTS 31 Dec 2014 In progress.

should ensure that itemized bills are sent to
| all clients before processing -
telecommunication charges.

Changes in the currert system are

‘| being made in order to be able to

provide itemized bills to clients.

Ttemized monitoring reports have
been sent to Authorizing officers
requesting comments.

These reports will be the basis for the
itemized bill.




