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AUDIT REPORT

Audit of information and communications technology lelp desk operations at
United Nations Headquarters

l. BACKGROUND

1 The Office of Internal Oversight Services (OlIOS) conducted an audit of information and
communications technology (ICT) help desk operations at United Nations Headquarters (UNHQ).

2. In accordance with its mandate, OIOS provides assurance and advice on the adequacy and
effectiveness of the United Nations internal control system, the primary objectives of which are to ensure:
(a) efficient and effective operations; (b) accurate financial and operational reporting; (c) safeguarding of
assets; and (d) compliance with mandates, regulations and rules.

3. ICT help desk operations include the management and operational processes to:

(i) Inform users about available ICT services and their terms and conditions (service catalogs);
(i) Manage the components of ICT services (i.e., configuration items);
(iif) Manage service dependencies for escalating issues and ensure service availability;

(iv) Answer user inquiries, calls and e-mails, record, resolve, escalate and close the reported
issues (i.e., incident and problem management); and

(v) Provide performance reports to management about the systems supported.

4, However, the terms “help desk”, “service desk” and “call centre” were used interchangeably
across UNHQ (i.e., Office of Information and Communications Technology (OICT) Service Desk;
Financial Information Operations Service (FIOS) Service Desk; Umoja Service Desk; Department of
Field Support (DFS) Call Centre; and Department of General Assembly and Conference Management
(DGACM) Help Desk). However, professional standards for the management of ICT service operations
distinguish each of these terms with specific responsibilities, functions, and scope. OIOS conducted the
audit with reference to the professional standard for ICT service management and considered these five
entities as part of help desk operations in UNHQ. In addition to these main help desk operation centres,
other offices of the UNHQ had internal technical support groups which provided limited help desk
services to end-users of various departmental applications. This was the case, for example, of the
technical support groups established in the Procurement Division, Medical Services Division, Office of
Human Resources Management (OHRM- Integrated Management Information System (IMIS) Help
Desk), and OICT (iNeed Help Desk).

5. Various offices provided help desk operations and ICT support at UNHQ in their respective areas
of responsibility, as follows:

() OICT, which provided base ICT services to all departments and offices at UNHQ for
accessing Internet, intranet, email, and enterprise applications (i.e., IMIS, ePortfolio, Official
Document System (ODS), etc.). In addition to these services, OICT also provided services



related to telephony, printing, application hostid@tabase hosting, web hosting, storage
provisioning, and enterprise backup service. Th€TOkervice desk was staffed with
external contractors, and provided a first actexeel of support to all departments at UNHQ
from 9 AM to 6 PM during official working days. GQalreceived from 6 PM to 9 AM, and
during weekends, were recorded by the Network Qjper&entre (NOC) of OICT which
provided active support only for critical issuehieTNOC function was outsourced to the
United Nations International Computing Centre (URB)or data centre operations. OICT
escalation groups acted as tier-2 and tier-3 supoall OICT services;

(i) The Information and Communications Technolo@vision (ICTD) of DFS, which
provided application development, operational suppad wide area networking (WAN)
services to DFS, Department of Peacekeeping OpaemtfDPKO), and Department of
Political Affairs (DPA) at UNHQ, as well as videoderencing services for all DPKO field
missions and Secretariat staff. DFS outsourcechitentre to UNICC. As a result, UNICC
provided help desk services to DFS, DPKO missiard BPA. There were more than 80
applications (including mission web sites) suppbiig the DFS call centre and DFS/ICTD;

(i) The Information and Communications Technglogection of DGACM (DGACM/ICTS),
which provided ICT solutions to support the worbgnamme of DGACM by managing and
delivering computer equipment, multilingual soft@aconference systems and databases
used by over 1,200 staff at UNHQ;

(iv) FIOS, which coordinated the ICT serviceslu# Office of Programme Planning, Budget and
Accounts (OPPBA), and providing tier-1, tier-2 aret-3 support for more than 50 financial
applications; and

(v) Umoja, which will replace approximately 700 legagyplications. Therefore, it is expected
that the existing help desk support will be reoigaa in line with the planned deployment
of Umoja.

6. Help desk operations were supported by the iNeedesy which was the United Nations’
standard enterprise customer relationship managesystem which was implemented in several ICT and
non-ICT offices in the Secretariat (OICT, DFS/ICT@PPBA/FIOS, OPPBA/Finance Division,
Department of Management’'s (DM) Facilities Managetrigivision, the United Nations Office for the
Coordination of Humanitarian Affairs, and severassions) for the support of help desk operations.

7. Comments provided by DM, DFS and DGACM are incogped in italics.

.  OBJECTIVE AND SCOPE

8. The audit was conducted to assess the adequacgfautiveness of UNHQ governance, risk
management and control processes in providing nedd® assurance regarding te#ective and
efficient management of ICT help desk operations datNHQ.

9. This audit was selected because of the: (a) higksrassociated with the coordination and
management of complex and dispersed help desk taperaat UNHQ; and (b) the critical role of help

desk operations in supporting the successful impigation of new enterprise applications such as
Umoja.



10. The key controls tested for the audit were: (a)rdoated management mechanisms; (b)
performance monitoring indicators and mechanismd;(a) ICT support systems. For the purpose af thi
audit, OIOS defined these key controls as follows:

(@) Coordinated management mechanisms controls that provide reasonable assurance
that potential overlaps in help desk operationsnaiteggated, and issues affecting or involving
other actors are identified, discussed and resatvadimely manner;

(b) Performance monitoring indicators and mechanisms -controls that provide
reasonable assurance that ICT help desk operatioosgsses and metrics are established and
appropriate to enable measurement of the efficiemay effectiveness of the services provided,;
and

(© ICT support systems -controls that provide reasonable assurance thatsigTems in
support of help desk operations exist and effelstimddress the needs of UNHQ.

11. The key controls were assessed for the controlctibgs shown in Table 1. Certain control
objectives shown in Table 1 as “Not assessed” wet@elevant to the scope defined for this audit.

12. OIOS conducted the audit from 16 April 2013 to 1€ptember 2013. The audit covered the
period from 2012 to 2013.

13. OIOS conducted an activity-level risk assessmendeatify and assess specific risk exposures,
and to confirm the relevance of the selected kegtrots in mitigating associated risks. Through
interviews, analytical reviews and tests of costr@IOS assessed the existence and adequacy roiinte

controls and conducted necessary tests to detertingie effectiveness in help desk operations of DM,
DGACM and DFS.

lll.  AUDIT RESULTS

14, UNHQ governance, risk management and control pessesexamined wergartially
satisfactory in providing reasonable assurance regardimg effective and efficient management of
ICT help desk operations at UNHQ OIOS made 13 recommendations to address thesig$emtified in

the audit. Multiple ICT applications and operatost UNHQ were supported by several help desks
distributed across departments. Different system®wsed to record and process help desk reqaests,
help desk staff were trained on service managebesitpractices. However, design and transitioreaf n
and changed services were performed in an ad-homenavithout a comprehensive strategy for help
desk management. Help desk staffing requiremesgpatally those for the transition from old systams
Umoja, were not defined in detail. There was noegoance mechanism to manage service dependencies,
and response and resolution times were not defmegerational level agreements. There was no singl
point of contact for the staff of the SecretariatNew York to report issues. The key elements ef th
service management process - capacity planningngehananagement, configuration management,
service continuity and security - were not manaigean integrated and coordinated manner. The iNeed
system was widely used in support of help desksabip@s, however a disaster recovery plan for this
system was not documented or tested.

15. The initial overall rating was based on the assessmf key controls presented in Table 1 below.
The final overall rating igartially satisfactory as implementation of 13 important recommendations
remains in progress.



Table 1:Assessment of key controls

Control objectives
Efficient and Accurate Safeguarding | Compliance
Business Key controls effective financial and of assets with
objective operations operational mandates,
reporting regulations
and rules
Effective and (a) Coordinated Partially Partially Not assessed | Partially
efficient management satisfactory satisfactory satisfactory
management of mechanisms
ICT help desk
operations at (b) Performance Partially Partially Not assessed | Partially
UNHQ monitoring satisfactory satisfactory satisfactory
indicators and
mechanisms
(c) ICT support Partially Partially Partially Not assessed
systems satisfactory satisfactory satisfactory
FINAL OVERALL RATING: PARTIALLY SATISFACTORY

A. Coordinated management mechanisms

Lack of a service management strategy for the dritations Secretariat

16. OICT established its help desk operations basearofCT standard for service management
(Information Technology Infrastructure Library (LI)). ITIL is a comprehensive suite of best pradite
govern ICT services in a structured format. It pdeg a practical framework for identifying, plangjn
delivering, and supporting ICT services.

17. OIOS assessed the current ICT service managemerggses at UNHQ for help desk operations
using the ITIL framework. The audit showed that ¢me&nd service management processes were not
implemented for help desk operations. In this régtre following weaknesses were noted:

(1) Service management authorities and responsibilivese not defined, and service
management policies and procedures for establishopgerating, monitoring, and
reviewing ICT services for help desk operationsenast documented,;

(i) The design and transition of new and changed ICGVices were performed in an ad-hoc
manner without an organizational strategy to suppigse services. For example, help
desk services for enterprise applications suchnapira, iNeed, and Umoja had been
established in isolation for each initiative. Sy, the lack of an organizational policy
led to the establishment of smaller help desk umi®ss the Secretariat in support of
specific desktop computer requirements of somertiapats (i.e., DGACM);

(iii) Applications were not managed as ICT services adddt have service descriptions,
which resulted in a lack of defined ownership arahagement procedures for help desk
operations;



(iv)

v)

(vi)

(vii)

(viii)

While providing application support for help degkeoations, multiple service providers
were involved in managing different componentshef support process, such as client
software, application, database, network and hamelwdrastructure. These components
were managed independently from the other parteoprocess, and there was no cross
cutting procedure or governance mechanism to moniie whole process and the
interdependencies of its components;

Due to budgetary constraints, some offices founttdte economical to establish their
own local help desks to support their personal agerg rather than paying OICT for this
service;

Capacity planning, change management, configuratmahrelease management, service
continuity and security were not integrated inteesvice management system for help
desk operations;

There were multiple repositories of help desk pdoces, guidelines, service level
agreements (SLAs), solutions to known errors, ahdrcservice documentation; and

Service level agreements were not standard andamsistently developed for help desk
related ICT services at the Secretariat.

18. User departments and offices increased their degperdon the quality and reliability of ICT
services, including help desk services. This inedadependence on ICT services should have been
supported by a service management strategy alig@imgneeds with the corresponding ICT capabilities
and resources, and shifting the focus from the gemant of single applications to the management of
end-to-end services. The absence of an ICT sema®gement strategy in the Secretariat exposed the
Organization to the risk of responding to new ahdnging business requirements with additional — and
fragmented — solutions that could increase inefficies and limit the economies of scale.

(1) OICT should: (i) develop an organization-wide ICT rvice management strategy and ICT]|
support policy within the new ICT strategy being deeloped; and (ii) implement ICT
service management processes for help desk operatso(i.e., design and transition of new
and changed services, service level management, aafy management, information
security management, service continuity and availdlity management, change, release and
configuration management, service reporting, etc.).

OICT accepted recommendation 1 and stated thait @ill include the ICT service management
strategy in the new ICT strategy that will be praed to the General Assembly in 2014; and (ii) it
will request the necessary resources to implemieatsiervice management strategy in the next
budget cycle. Relevant issues related to the em$erpresources planning (ERP) will be
incorporated into the Secretary-General's sixth ¢hess Report on the ERP (Umoja) projegct.
Recommendation 1 remains open pending receipteofGA service management strategy, support
policy and documented evidence of implementatiothefservice management processes.

Lack of transition plan for Umoja support

19. Depending on the number of Umoja users and potdasaes, the current capacity of the help
desk might not be adequate to support the implestient of Umoja at UNHQ. To mitigate this risk,
OICT and the Umoja Office started conducting dagdyiews of the help desk statistics since the ubllo
of the Umoja Pilot that took place in July 2013l United Nations Interim Force in Lebanon. Given



that Umoja will replace many legacy systems, theile be a need to review the existing help desk
support capacity across offices and departmendsgdavelop a plan for the transition of support fribra
old systems to Umoja.

(2) DM, in coordination with DFS, should evaluate and dcument the help desk staffing
requirements in line with the transition plan from the old systems to Umoja.

DM and DFS accepted recommendation 2 and stated @&T will coordinate with DFS and
Umoja to evaluate and document the help desk sgaféquirements in line with the transition plan
from the old systems to Umoj&kecommendation 2 remains open pending receipteohéip desk
transition plan from the old systems to Umoja.

Lack of a single point of contact in help deskifarident reporting

20. Users of ICT services at UNHQ expected to repsties to their ICT focal points or directly to
the help desk service provider of their officeswidoer, there was no single point of contact anddsted
escalation procedure for reporting problems. Depanan where the user reported the issue, the
resolution time and escalation path varied. Fomgda, issues related to the use of iNeed could be
reported either to the local help desks, or OICIp kdesk, or iNeed help desk.

(3) OICT, in coordination with other ICT Offices at UNH Q, should define a single point of
contact and standard escalation procedures for repting problems.

OICT accepted recommendation 3 and stated thatilit degfine a single point of contact and
procedures, and communicate the contact informatod procedures to other ICT offices |at
UNHQ. Recommendation 3 remains open pending receipt & documented evidence
demonstrating the implementation of a single pofrdontact and standard escalation procedures.

Lack of help desk incident management processdimesdepartmental applications

21. Issues related to certain departmental applicatiere not recorded and tracked in any help desk
system, as evidenced by the EarthMed system, thguistiion Tracking tool, and the Procure+
application.

22. As a result of the current condition, and the absesf a consistent monitoring of the issues
associated with the use of specific departmentplicgiions, the Secretariat was unable to: (i) meas
service quality; (ii) record and monitor commoruiss and their resolutions; (iii) track servicesuested
and resolved; (iv) identify the root causes of wdlially reported issues; and (v) provide senior
management with adequate information for makingisieres about capacity planning, upgrades, and
other associated strategic issues.

(4) DM, in collaboration with relevant ICT offices at UNHQ supporting departmental
applications, should assess whether the applicatisrcurrently not supported by help desk
systems can and should be tracked by the iNeed sst.

DM accepted recommendation 4 and stated that Ol@ITcamplete the application assessment
project and use the application assessment retuitdentify applications of departments which are
candidates to utilize iNeed. OICT will communicettehe departments the availability of iNeed for
them to use, along with implementation steps amtisc@ecommendation 4 remains open pending
the documented results of the OICT assessment.




Lack of standard prioritization and categorizatbidmssues reported to help desk

23. The priority assigned to the issues reported tovdr®us help desks of UNHQ was assigned on
the basis of the number of users impacted rattear the criticality of the services impacted, andlar
need to ensure continuity of mission critical fuomes. Although, OICT, FIOS, and DFS used the same
help desk ticketing system (iNeed), there was andsrd methodology to assign a priority to an ientd

or request. Additionally, expected response anolugen times for different services were not assiecl
with the priority levels in the ticketing systentseach office.

24, The Umoja Office and iNeed team worked in coordorato establish a standard categorization
of requests and incidents related to Umoja. Howetleere was no consistent categorization of the
incidents and requests related to other entergyseems ((i.e., IMIS and Lotus Notes) across thg fo
service providers reviewed (OICT, FIOS, DFS, andAQ®). A consistent categorization of requests
and problems related to these common enterprigersgsvould have helped service managers to monitor
and improve the services more effectively and iffitty.

(5) OICT should establish standard criteria for incidert and request categorization and
prioritization to record and monitor issues for all enterprise services.

OICT accepted recommendation 5 and stated thaitliestablish standard criteria for incident and
request categorization and prioritization, to redoand monitor issues for all enterprise serviges.
Umoja will be consulted with regard to the ERP Agation Service Catalogu®ecommendation b
remains open pending receipt of the documenteddatdn criteria for categorization and
prioritization of incidents.

Varying level of maturity in help desk processes

25. A review of help desk procedures and documentatioBM, DFS, and DGACM highlighted
weaknesses related with unmanaged changes, undo@drand uncontrolled help desk procedures, lack
of problem management processes, and lack of regartechanisms with statistics and metrics.

(6) OICT should: (i) standardize and disseminate ICT hfp desk procedures in accordance
with the service desk best practices adopted by OIC (ITIL); and (ii) support the
implementation of a problem management process andommon known errors database
for all help desks and escalation groups.

OICT accepted recommendation 6 and stated thailistandardize and disseminate ICT help desk
procedures in accordance with the service desk pesttices adopted by the OICT (ITIL); and
support the implementation of a problem managemertess and common known errors database
for all help desks and escalation grouggecommendation 6 remains open pending receipt of
evidence demonstrating the implementation of tteddard help desk procedures, known efror
database, and problem management process acrd&thelp desks.

Lack of standard ICT service catalogs for help dasdrations

26. Help desks should provide support for ICT servioeghe basis of service catalogs that inform
users about the available ICT services and theingeand conditions. The criteria for defining anTIC
service were not established in the Secretariaer&fbre, several ICT services associated with
departmental applications were not captured insamyice catalog.



27. The absence of adequate ICT service catalogs oamjaa list of all the services offered to the
clients (and not just the systems) may prevent Seeretariat from managing and monitoring the
provision and support of ICT services in an effextinanner. Furthermore, management may not be able
to demonstrate the contribution and value of ICTh®business.

(7) OICT, in coordination with other ICT offices of UNH Q, should: (i) specify the criteria for
the definition of ICT services; and (ii) develop sindard templates for ICT service catalog
and ICT service level agreement.

OICT accepted recommendation 7 and stated thatStahready developed criteria for the definitipn
of services, as well as templates for its own |Evise catalogue. OICT will share its experiences
and templates, and collaborate with other ICT ssrvproviders at UNHQ and in the Offices Away
for Headquarters. OICT will also initiate a requder standardization to the Architecture Review
Board for service definition criteria and servicatalogue templatesRecommendation 7 remains
open pending receipt of the standard criteria @F kervices, and standard templates for senvice
catalogs and service level agreements.

Help desk operations did not have a database digcwation items

28. ICT help desk operations track and manage specifiaponents of the services provided to
clients. These components should be recorded onégaration management database as configuration
items. In UNHQ, ICT services, incidents and proldemere not associated with the underlying
configuration items. Therefore, the impact of imgits and problems that occurred in the ICT
infrastructure of the Secretariat could not be adégly assessed. ICT asset data was managed nateepa
systems and in different offices. However, non¢hee systems were utilized to associate ICT ssvic
with the underlying configuration items and captgrtheir dependencies. iNeed had the feature (CMDB
— Configuration Management Database) requiredhisrgurpose, but this feature was not implemented i
OICT, DFS, and FIOS.

(8) OICT, in coordination with other ICT offices at UNHQ, should: (i) establish an ICT
standard for implementing a configuration managemenh database to be used in all ICT
offices; and (ii) coordinate its implementation acoss UNHQ.

OICT accepted recommendation 8 and stated thaitliestablish an ICT standard for implementing
a configuration management database and communitatell ICT offices regarding the ICJT
standard. Recommendation 8 remains open pending receipt @depwe demonstrating the
establishment of ICT standards for the implemeomtabf a configuration management database
across the Secretariat.

Help desk operations did not have adequate infoomatbout service providers and their dependencies

29. ICT help desk operations may involve different sgvproviders. Therefore, adequate details
should be known about the different providers amgirtrelationships. Usually, these information are
documented in operating level agreements detart#sgonsibilities, processes, and expected timeframe
for the delivery of services. The ICT service pders in UNHQ used various parties in delivering
services to their clients. For example, OICT predichosting services to the applications managed by
other departments, as well as supporting the UNstfallarea network, which provided access to these
applications. However, there was no operating lageeement between the OICT’s technical escalation
groups, or between OICT and the other service pgassi (DFS, FIOS, etc.) to ensure adequate
coordination of the support activities.



30. DFS documented the operating level agreementslistiadh between its call centre, application
support at UNHQ, and network control centre in thdted Nations Logistics Base (UNLB). However,
some of these agreements were either not reviewedcuired, or expired (i.e., the agreement for the
support of the Share Point application). DFS alsaftedd some agreements involving OICT (i.e., for
DFS/UNICC hardware and incident infrastructure suppto define support roles, responsibilities, and
expected performance between OICT and UNICC. Howe®ECT did not participate in this definition
considering that the service level agreements kstiall between DFS and OICT were enough to address
DFS’ requirements.

31. The Umoja Office drafted a post implementation supmodel and policy, process and standard
operating procedures for providing incident manageinand request for service to the Umoja community
using iNeed. These procedures described the defail§) Umoja support workflow; (ii) support tiers
(i) incident and service request categorizatiamcl(ding sub-categories); (iv) incident and segvic
request prioritization guidelines; and (v) escalatgroups. However, expected response and resolutio
times between the escalations groups were not demciea.

(9) OICT, in coordination with other ICT offices at UNHQ and the Umoja Office, should: (i)
review the ICT service dependencies and establisiperational level agreements to ensur
that a documented commitment is in place for provithg consistent and coordinated ICT
service support; and (i) define service responsend resolution time objectives of the
respective parties, performance reporting templatesnd their frequency.

1Y%

OICT accepted recommendation 9 and stated it witirdinate with other ICT offices at UNHQ to
implement the recommended actions. The Umoja Officeoordinate the development of Umoja
related operational level agreement®ecommendation 9 remains open pending receiptidérge
demonstrating that service dependencies have eegwed and operating level agreements for |CT
support established.

B. Performance monitoring indicators and mechanisms

Service performance was not reported

32. Help desks should report their performance in mhong services to their clients. The reporting
criteria should be defined in a service level agrest (SLA) in terms of definition of services,
performance measurements, levels of availabiliosts; etc.. The SLAs developed in OICT contained
availability metrics, support response times, aesblution times for the ICT services provided. For
capacity planning and trend analysis purposes, Op@dduced internal monthly help desk reports.
However, OICT did not provide its clients with pmtic reports showing the actual performance against
the defined metrics in the SLAs. The absence oficerperformance reporting may prevent senior
management from monitoring and ensuring that itfuature, services, and the supporting organization
are operating in a cost effective manner and tipeeted levels of services are met.

33. DFS outsourced some of its ICT services (call eesérvices and application support services) to
UNICC. This outsourcing relationship was documerited master service delivery agreement defining
the terms, conditions, and expected performantleeociCT services.

34. The DGACM help desk produced monthly availabiligports for the web sites managed by the
department. However, these reports did not inceudemparison between expected service performance
levels and achieved service levels.



35. FIOS developed a reporting tool for monitoring helesk services and generating statistical
reports. Service performance levels were not repdd senior management.

(10) OICT should: (i) establish help desk policies for CT service reporting that includes
performance of services against service level targe and (i) provide help desk
performance reports to its clients for the servicefisted in its service catalog.

OICT accepted recommendation 10 and stated thailitimplement the recommended actiops.
Recommendation 10 remains open pending receipvideece demonstrating that an ICT service
reporting policy has been established and perfocmaeports were provided to clients.

C. ICT support systems

Lack of disaster recovery planning of iNeed

36. iNeed was the system implemented in support of tdEpk operations. This system was
implemented in several ICT and non-ICT offices e tSecretariat (OICT, DFS/ICTD, OPPBA/FIOS,
OPPBA/Finance Division, DM’'s Facilities Managemditvision, OCHA and several missions), and it
was mainly used for recording service requestsireident tickets, and for escalation purposes.

37. iNeed was hosted in UNLB. Currently, key componesftsNeed (database, object managers,
reports, mail servers) were supported by mechanthatsensured their local redundancy if necessary,
except for the gateway server which representedghespoint of failure. OICT stated that budgetand
resource issues prevented the implementation eflla fedundant disaster recovery infrastructure for
iNeed. It was expected that the United Nations Sctppase in Valencia (UNSBV) would be the primary
site, while UNLB will be the secondary site for ik in line with the solution adopted for Umoja and
other enterprise applications. iNeed data wereeylicated between UNLB and UNSBV and there was
no documented and tested disaster recovery plaNémd. The unavailability of iNeed may cause slowe
resolution times of incidents and requests forséasce which could have negative consequenceseon th
support of enterprise-wide applications such as jJdmo

(11) OICT should complete the disaster recovery plan foiNeed and test it at least annually.

OICT accepted recommendation 11 and stated thatlliicomplete the disaster recovery plan for
iNeed and test it at least annualllRecommendation 11 remains open pending receipteociNeed
disaster recovery plan and test report.

Integration with other tools

38. iNeed asset management modules were implement&d& OICT and FIOS, and they were
integrated with the Procure+ asset managementrsystesynchronize asset data. It was expected that
when Umoija is fully implemented at the Secretaitiat;ll replace Procure+, and operate as the sysit
record for asset management. The configuratiorNekd for the creation and management of service
requests and incident management and reportingreelqa two way interface between iNeed and Umoja
to exchange data related to asset and servicestsgiderefore, OICT would need to work togethaghwi
the Umoja Office in documenting an integration #&ediure for this interface. The absence of integna

of these two systems could result in inconsistexta dn iNeed. If the asset data are not synchrdnize
iNeed cannot be used as a central database fogmgrservice components.

10



(12) OICT, in coordination with the Umoja Office, should document the functional
specifications for the interface between iNeed andmoja and build, test and implement
the interface prior to the retirement of Procure+.

OICT accepted recommendation 12 and stated thaillitdevelop integration specifications wi
Umoja and conduct integration development work byoja and iNeed. OICT will test th
integration and implement the interface prior te thetirement of Procure+Recommendation 1
remains open pending receipt of the documentedfidions for the interface between iNeed and
Umoja before retiring Procure+.

No =

Lack of performance and security reviews

39. The SLA developed for iNeed required OICT to condregular performance and security
reviews in accordance with ST/SGB/2004/15, to emnsechnical integrity and overall performance & th
application. However, OICT did not conduct any sggwr performance reviews for the iNeed system.

(13) OICT should conduct regular security and performan@ reviews of iNeed and take
appropriate actions to mitigate the identified risks.

OICT accepted recommendation 13 and stated thadllitinitiate a security review, evaluate the
results and implement any security review recommgos. Recommendation 13 remains open

pending receipt of evidence demonstrating the cetigpl of security and performance reviews and
action plans.
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STATUS OF AUDIT RECOMMENDATIONS

ANNEX |

Audit of information and communications technologyhelp desk operations at United Nations Headquarters

REEnI: Recommendation ez /2 Cé Actions needed to close recommendation Implemen4tat|on

no. Important (6] date

1 OICT should: (i) develop an organization-wide ICTmportant @) Receipt of the ICT service management 31 July 2015
service management strategy and ICT support strategy, support policy and documented
policy within the new ICT strategy being evidence of implementation of the service
developed; and (ii) implement ICT service management processes.
management processes for help desk operationg
(i.e. design and transition of new and changed
services, service level management, capacity
management, information security management
service continuity and availability management,
change, release and configuration management
service reporting, etc.).

2 DM, in coordination with DFS, should evaluate gnbinportant @] Receipt of the help desk transitiomgtam 31 January 2017
document the help desk staffing requirements in the old systems to Umoja.
line with the transition plan from the old systetms
Umoja.

3 OICT, in coordination with other ICT Offices at | Important O Receipt of the documented evidence 30 June 2015
UNHQ, should define a single point of contact and demonstrating the implementation of a single
standard escalation procedures for reporting point of contact and standard escalation
problems. procedures.

4 DM, in collaboration with relevant ICT offices at | Important @] Documented results of the assessment. 1 Oc®ober 2014

UNHQ supporting departmental applications,

! Critical recommendations address significant angéovasive deficiencies or weaknesses in govemaigk management or internal control processes) s
that reasonable assurance cannot be provided megdhe achievement of control and/or businessativjes under review.
2 Important recommendations address important @efites or weaknesses in governance, risk managememeérnal control processes, such that reasenabl
assurance may be at risk regarding the achieveofienintrol and/or business objectives under review.
3 C =closed, O = open

* Date provided by the client in response to reconta#ons.




STATUS OF AUDIT RECOMMENDATIONS

ANNEX |

Audit of information and communications technologyhelp desk operations at United Nations Headquarters

——— :
RSO Recommendation Sz /2 Cé Actions needed to close recommendation Implemen4tat|on

no. Important (®) date
should assess whether the applications currently no
supported by help desk systems can and should| be
tracked by the iNeed system.

5 OICT should establish standard criteria for iecid| Important @] Receipt of the documented standardraifor | 31 October 2014
and request categorization and prioritization to categorization and prioritization of incidents.
record and monitor issues for all enterprise
services.

6 OICT should: (i) standardize and disseminate IgTimportant @] Receipt of evidence demonstrating the 31 March 2015
help desk procedures in accordance with the selvice implementation of the standard help desk
desk best practices adopted by OICT (ITIL); and procedures, known error database, and problem
(i) support the implementation of a problem management process across the ICT help desks.
management process and common known errors
database for all help desks and escalation groups.

7 OICT, in coordination with other ICT offices of | Important @) Receipt of the standard criteria defifer ICT | 31 October 2014
UNHQ, should: (i) specify the criteria for the services, and standard templates for service
definition of ICT services; and (ii) develop standla catalogs and service level agreements.
templates for ICT service catalog and ICT service
level agreement.

8 OICT, in coordination with other ICT offices at | Important @) Receipt of evidence demonstrating the 31 March 2015
UNHQ, should: (i) establish an ICT standard for establishment of ICT standards for the
implementing a configuration management implementation of a configuration management
database to be used in all ICT offices; and (i) database across the Secretariat.
coordinate its implementation across UNHQ.

9 OICT, in coordination with other ICT offices at | Important @) Receipt of evidence demonstrating ¢skeatice | 31 July 2015

UNHQ and the Umoja Office, should: (i) review
the ICT service dependencies and establish
operational level agreements to ensure that a
documented commitment is in place for providin

consistent and coordinated ICT service support;

dependencies have been reviewed and
operating level agreements for ICT support
established.




STATUS OF AUDIT RECOMMENDATIONS

ANNEX |

Audit of information and communications technologyhelp desk operations at United Nations Headquarters

——— :
RSO Recommendation Sz /2 Cé Actions needed to close recommendation Implemen4tat|on

no. Important (®) date
and (ii) define service response and resolutioe tim
objectives of the respective parties, performance
reporting templates and their frequency.

10 OICT should: (i) establish help desk policies fo | Important @) Receipt of evidence demonstratingamaltCT | 31 October 2014
ICT service reporting that includes performance pf service reporting policy has been establisheq
services against service level targets; and (ii) and performance reports were provided to
provide help desk performance reports to its cient clients.
for the services listed in its service catalog.

11 OICT should complete the disaster recovery plan Important @] Receipt of the iNeed disaster recopdam and | 31 December 2014
for iNeed and test it at least annually. test report.

12 OICT, in coordination with the Umoja Office, Important o] Receipt of the documented specificatiimn 31 December 2016
should document the functional specifications fof the interface between iNeed and Umoja befgre
the interface between iNeed and Umoja and build, retiring Procure+.
test and implement the interface prior to the
retirement of Procure+.

13 OICT should conduct regular security and Important o] Receipt of evidence demonstrating the 30 June 2015
performance reviews of iNeed and take appropriate completion of security and performance

actions to mitigate the identified risks.

reviews and action plans.




APPENDIX |

Management Response



Department of Field Support’s Response



United Nations Nations Unies

INTEROFFICE MEMORANDUM MEMORANDUM INTERIEUR

CONFIDENTIAL
Routine
to: Mr. Gurpur Kumar, Deputy Director oate:  JAN 1 3 2014
a: Internal Audit Division, OIOS
rReFERENCE: 2014-UNHQ-000571.02
THROUGH:
S/C DE:

rrom: Anthony Banbury, Assistant Secretary-General

pe: Department of Field Support

sussect: AT2013/517/01 - Draft report on audit of information and
osser: communications technology help desk operations at United Nations
Headquarters

1. I refer to your memorandum dated 27 November 2013 regarding the above-
mentioned audit. We note that OIOS has taken into account our comments provided
on 21 October 2013. Please note that DFS does not have any further comments on
the findings and recommendations contained in the report.

2. Thank you for the opportunity to comment on the draft report. We stand
ready to provide any further information that may be required.

cc: Mr. Dino Cataldo Dell’accio
Ms. Anna Halasan



Department for General Assembly and
Conference Management’s Response



United Nations @ Nations Unies

INTEROFFICE MEMORANDUM MEMORANDUM INTERIEUR
to: Mr Gurpur Kumar, Deputy Director, Internal pate: 22 Januvary 2014-
a: Audit Division, OIGS ’
REFERENCE:
THROUGH:
S/C DE!

rrom: M A Chiulli, Executive Officer, Department fo )[L/
pe: General Assembly and Conference Management . ‘

suprect: AT2013/517/01 - Horizontal audit of information and
osser. communications technology help desk operations at the
United Nations Secretariat in New York

1. We are in receipt of the subject cross-cutting report of the
help desk operations at the UNHQ, and note that the review

of DGACM'’s operations in this regard raised no concerns for
the auditors. ‘

2. The Department is in agreement with the overall findings of
the report, and in this regard, have no further comments to
make.

3. Please don’t hesitate to call if you should need anything
further in this matter.

cc: Dino Cataldo Dell’Accio, Andrey Shumikhin
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MANAGEMENT RESPONSE

Audit of information and communications technology help desk operations at United Nations Headquarters

Impdrtant Yes o X dgfees with this
recommendation

1 OICT should: (i) develop an
organization-wide ICT service
management strategy and ICT support
policy within the new ICT strategy
being developed; and (ii) implement
ICT service management processes for
help desk operations (i.e. design and
transition of new and changed
services, service level management,
capacity management, information
security management, service
continuity and availability
management, change, release and
configuration management, service
reporting, etc.).

2 DM, in coordination with DFS, should | Tmportant Yes DGACM agrees with this
evaluate and document the help desk recommendation
staffing requirements in line with the
transition plan from the old systems to
Umoja.

3 QICT, in coordination with other ICT Important Yes DGACM agrees with this
Offices at UNHQ, should define a recommendation
single points of contact and standard

! Critical recommendations address significant and/or pervasive deficiencies or weaknesses in governance, risk management or internal control processes, such
that reasonable assurance cannot be provided regarding the achievement of control and/or business objectives under review.

? Important recommendations address important deficiencies or weaknesses in governance, risk management or internal control processes, such that reasonable
assurance may be at risk regarding the achievement of control and/or business objectives under review.



MANAGEMENT RESPONSE

APPENDIX 1

Audit of information and communications technology help desk operations at United Nations Headquarters

escalation procedures for reporting
problems.

DM, in collaboration with relevant
ICT offices at UNHQ supporting
departmental applications, should

" assess whether the applications
currently not supported by help desk
systems can and should be tracked by
the iNeed system.

Important

Yes

DGACM agrees with this
recommendation

QICT should establish standard
criteria for incident and request
categorization and prioritization to
record and monitor issues for all
enterprise services.

Important

Yes

DGACM agrees with this
recommendation

OICT should: (i) standardize and
disseminate ICT help desk procedures
in accordance with the service desk
best practices adopted by the OICT
(ITIL); and (ii) support the
implementation of a problem
management process and common
known errors database for all help
desks and escalation groups.

Important

Yes

DGACM agrees with this
recommendation

QICT, in coordination with other ICT
offices of UNHQ, should: (i) specify
the criteria for the definition of ICT
services; and (ii) develop standard

Important

Yes

DGACM agrees with this
recommendation




MANAGEMENT RESPONSE

APPENDIX I

Audit of information and communications technology help desk operations at United Nations Headquarters

templates for ICT service catalog and
ICT service level agreement.

OICT, in coordination with other ICT
offices at the UNHQ, should: (i)
establish an ICT standard for
implementing a configuration
management database to be used in all

ICT offices; and (ii) coordinate its

implementation across the UNHQ.

Important

Yes

DGACM agrees with this
recommendation

OICT, in coordination with the other
ICT offices at the UNHQ and the
Umoja Office, should: (i) review the
ICT service dependencies and
¢stablish operational level agreements
to ensure that a documented
commitment is in place for providing
consistent and coordinated ICT service
support; and (i) define service
response  and  resolution  time
objectives of the respective parties,
and performance reporting templates
and their frequency.

Important

Yes

DGACM agrees with this
recommendation

10

OICT should: (i) establish help desk
policies for ICT service reporting that
includes performance of services
against service level targets; and (ii)
provide help desk performance reports

Important

Yes

DGACM agrees with this
recommendation




APPENDIX I

MANAGEMENT RESPONSE

Audit of information and communica_tions technology help desk operations at United Nations Headquarters

to its clients for the services listed in
its service catalog.

11 | OICT should complete the disaster Important Yes DCGACM agrees with this
recovery plan for iNeed and test it at recommendation
least annually.

12 OICT, in coordination with the Umoja | lmportant Yes DGACM agrees with this
Office, should document the recommendation
functional specifications for the
interface between iNeed and Umoja
and build, test and implement the
interface prior to the retirement of

Procuret.
13 | OICT should conduct regular security | Important Yes DGACM agrees with this
and performance reviews of iNeed and : : ' recommendation

take appropriate actions to mitigate the
identified risks.




Department of Management’s Response



N _ ,
United Nations &% Nations Unies

INTEROFFICE MEMORANDUM MEMORANDUM INTERIEUR

to:  Mr. Gurpur Kumar, Deputy Director pate: 19 December 2013
a. Internal Audit Division
Office of Internal Overgight Services

THROUGH: , Director
sic pe:  (Mfice of the Under-Secretary-General for Management

FroM:  Mario agz, Chief
pe: Policy/and Oversight Coordination Service
Office of the Under-Secretary-General for Management
Draft report on an audit of information and communications technology help desk

supsect:  operations at the United Nations Headquarters (Assignment No. AT2013/517/01)

OBJET:

1.  We ate pleased to provide the consolidated DM comments to the draft report
in Appendix I in response to your memorandum dated 27 November 2013 on the

above subject.

2. Thank you for giving us the opportunity to provide comments to the draft
report.

[3-08142
Qo Dec 4012
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OICT should: (i) develop an Important Yes Chief, 31 July 2015 OICT will include the ICT Service
organization-wide ICT service Infrastructure Management Strategy in the new
management strategy and ICT Management ICT Strategy that will be presented
support policy within the new ICT Service, OICT by DM to the General Assembly in
strategy being developed; and (ii) 2014 and OICT will request the
implement ICT service management necessary resources to implement
processes for help desk operations the Service Management Strategy
(i.e. design and transition of new and in the next budget cycle. Relevant
changed services, service level ERP issues will be incorporated
management, capacity management, into the Secretary-General’s sixth
information security management, Progress Report on the ERP
service continuity and availability (Umoja) project.

management, change, release and

configuration management, service

reporting, etc.).

DM, in coordination with DFS, Important Yes Project 31 January 2017 OICT will coordinate with DFS and
should evaluate and document the Management Umoja to evaluate and document
help desk staffing requirements in Officer, OICT the help desk staffing requirements
line with the transition plan from the in line with the transition plan from
old systems to Umoja. the old system to Umoja.

OICT, in coordination with other ICT | Important Yes Chief, 30 June 2015 OICT will define a single point of
Offices at UNHQ, should define a Infrastructure contact and procedures; and

single point of contact and standard Management communicate the contact
escalation procedures for reporting Service, QICT information and procedures to other
problems. 1ICT offices at UNHQ.

! Critical recommendations address significant and/or pervasive deficiencies or weaknesses in governance, risk management or internal control processes, such
that reasonable assurance cannot be provided regarding the achievement of control and/or business objectives under review.

2 Important recommendations address important deficiencies or weaknesses in governance, risk management or internal control processes, such that reasonable
assurance may be at risk regarding the achievement of control and/or business objectives under review.




ICT service level agreement.

templates, and collaborate with
other ICT service providers at
UNHQ and in OAHs. OICT will
also initiate a request for
standardization to the Architecture
Review Board for service definition
criteria and Service Catalogue
templates.

8 | OICT, in coordination with other ICT | Important Yes Chief, 31 March 2015 OICT will establish an ICT
offices at the UUNHQ, should: (i) Infrastructure standard for implementing a
establish an ICT standard for Management configuration management database
implementing a configuration Service, QICT and communicate to all ICT offices
management database to be used in regarding the ICT standard.
all ICT offices; and (ii) coordinate its .
implementation across the UNHQ.

9 OICT, in coordination with the other | Important Yes Chief, 31 July 2015 OICT will coordinate with other
ICT offices at the UNHQ and the Infrastructure ICT offices at UNHQ to implement
Umoja Office, should: (i) review the Management the recommended actions and the
ICT service dependencies and Service, QICT Umeoja Office will coordinate the
establish operational level agreements development of Umoja- related
to ensure that a documented operational level agreements.
commitment is in place for providing
consistent and coordinated ICT
service support; and (ii) define
service response and resolution time
objectives of the respective parties,
and performance reporting templates
and their frequency.

10 | OICT should: (i) establish help desk Important Yes Chief, 31 October 2014 OICT will implement the
policies for ICT service reporting that Service Desk recommended actions.
includes performance of services Operations
against service level targets; and (ii) Section, QICT




DM, in collaboration with relevant Important Yes Chief, 31 October 2014 OICT will complete the application
ICT offices at UNHQ supporting | Service assessment project and use the
departmental applications, should Management application assessment results to
assess whether the applications Systems Section, identify applications of departments
currently not supported by help desk QICT which are candidates to utilize
systems can and should be tracked by iNeed. OICT will communicate to
the iNeed system. the departments the availability of
iNeed for them to use, along with
implementation steps and costs.
OICT should establish standard Important Yes Chief, 31 October 2014 QICT will establish standard
criteria for incident and request Service Desk criteria for incident and request
categorization and prioritization to Operations categorization and prioritization to
record and monitor issues for all Section, OICT record and monitor issues for all
enterprise services. enterprise services. Umoja will be
consulted in regards to the ERP
Application Service Catalogue.
OICT should: (i) standardize and Important Yes Chief, 31 March 2015 OICT will standardize and
disseminate ICT help desk Service Desk disseminate ICT help desk
procedures in accordance with the Operations procedures in accordance with the
service desk best practices adopted by Section, OICT service desk best practices adopted
the OICT (ITIL); and (ii) support the by the OICT (ITIL); and support
implementation of a problem the implementation of a problem
management process and common management process and common
known errors database for all help known errors database for all help
desks and escalation groups. desks and escalation groups.
OICT, in coordination with other ICT | Important Yes Chief, Strategic 31 October 2014 OICT has already developed

offices of UNHQ, should: (i) spacify
the criteria for the definition of ICT
services; and (ii) develop standard
templates for ICT service catalog and

Management
Service, OICT

criteria for the definition of
services, as well as templates for its
own ICT Service Catalogue. OICT
will share its experiences and




provide help desk performance &
teports to its clients for the services
listed in its service catalog.

mitigate the identified risks.

Systems Section,
OICT

11 | OICT should complete the disaster Important Yes Chief, 31 December 2014 | OICT will complete the disaster
recovery plan for iNeed and test it at Security and recovery plan for iNeed and test it
least annually. Architecture at least annually.

Section, OICT

12 | OICT, in coordination with the Important Yes Chief, 31 December 2016 | OICT will develop integration
Umoja Office, should document the Service specifications with Umaoja and
functional specifications for the Management conduct integration development
interface between iNeed and Umoja Systems Section, work by Umoja and iNeed. OICT
and build, test and implement the OICT will test the integration and
interface prior to the retirement of implement the interface prior to the
Procure+. retirement of Procure+.

13 | OICT should conduct regular security | Important Yes Chief, 30 June 2015 OICT will complete the
and performance reviews of iNeed Service implementation of iNeed
and take appropriate actions to Management " infrastructure in Valencia and

implement iNeed Disaster Recovery
(DR) infrastructure in Brindisi.
OICT will initiate Security review,
evaluate Security review results and
implement any security review
recommendations.




