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AUDIT REPORT
Audit of contract administration at the United Nations Office at Geneva

l. BACKGROUND

1. The Office of Internal Oversight Services (OlOShdocted an audit of contract administration at
the United Nations Office at Geneva (UNOG).

2. In accordance with its mandate, OIOS provides as®gr and advice on the adequacy and
effectiveness of the United Nations internal canggstem, the primary objectives of which are tewep

(a) efficient and effective operations; (b) accertancial and operational reporting; (c) safeduay of
assets; and (d) compliance with mandates, regonkaaad rules.

3. The UNOG Procurement and Contracts Unit (PCU) pledipurchasing and contracting services
to 11 offices and departments (hereinafter refetoeas “client organizations”) in Geneva. It fohneart

of the Purchase and Transportation Section (PT8hvwas one of two sections under the UNOG
Central Support Services (CSS). PCU was compriafetbur sub-units, namely: Construction and

Building related Procurement Sub-Unit; General Brement Sub-Unit; Information and Communication

Technology Procurement Sub-Unit; and Vendor Regisin and Follow-up Sub-Unit. PCU also served
as the Secretariat of the Common Procurement AieiviGroup for UNOG and specialized agencies of
the United Nations system in Geneva. PCU was ltehgiea Chief at the P-4 level reporting to a P-5
level Chief of PTS and was supported by four saathe P-3 level, two staff at the P-2 level andstbdf

at the General Service level. The budget for P@UHe biennium 2012-2013 was $7.9 million. There
were 229 active contracts with a total value ofréd&30 million as at 1 January 2012.

4, According to the United Nations Procurement Mantkad, administration of contracts comprised
activities related to all actions undertaken bycprement personnel following the award of a contrac
that were related to the administrative aspecteetontract. These included: preparation andrsigof
the contract; contract amendment or extension;raocnhtlosure; record retention and maintenancéef t
contract file; and handling of security instrumefetg. performance bond).

5. Comments provided by UNOG are incorporated inasali

II.  OBJECTIVE AND SCOPE

6. The audit was conducted to assess the adequacgfeautiveness of UNOG governance, risk
management and control processes in providing ned® assurance regarding treéfective
administration of contracts at UNOG.

7. The audit was included in the 2013 internal auditkaplan for UNOG because of the risk that
control deficiencies in contract administrationntiied in previous OIOS audits could be systermd a
the risk of ambiguity in the role and responsitait of UNOG PCU in terms of the administration of
contracts on behalf of its client organizations.

8. The key control tested for the audit was regulafoaymework. For the purpose of this audit,
OIOS defined this key control as a control thatvpies reasonable assurance that policies and
procedures: (i) exist to guide UNOG in its contractministration related responsibilities; (i) are
implemented consistently; and (iii) ensure theatslity and integrity of financial and operational
information.



9. The key control was assessed for the control diggcshown in Table 1.

10. OIOS conducted this audit from June to DecembeB20lhe audit covered the period from 1
January 2012 to 30 June 2013.

11. OIOS conducted an activity-level risk assessmendeatify and assess specific risk exposures,
and to confirm the relevance of the selected kemtrots in mitigating associated risks. Through
interviews, analytical reviews and tests of corstr@IOS assessed the existence and adequacy rokinte
controls and conducted necessary tests to detetheiecsffectiveness.

1. AUDIT RESULTS

12. The UNOG governance, risk management and contmtgsses examined were assessed as
partially satisfactory in providing reasonable assurance regarding efffiective administration of
contractsat UNOG. OIOS made four recommendations to address isdeesfied in the audit.

13. Regulatory framework was assessed as partiallgfaatory because the United Nations General
Conditions of Contract were not systematically sijioy vendors, UNOG did not request appropriate
performance security instruments from its vendarfrmation in the UNOG contract administration
database was unreliable, and the procurement ibesevere incomplete.

14, The initial overall rating was based on the assessmf key control presented in Table 1 below.
The final overall rating ipartially satisfactory as implementation of four important recommendagion
remains in progress.

Table 1
Assessment of key control

Control objectives
Efficient and | ,, /\ccurate o
Business obj ective Key control . financial and | Safeguarding
effective : mandates,
) operational of assets ;
operations renortin regulations
P 9 and rules
Effective Regulatory Partially Partially Partially Partially
administration of | framework satisfactory satisfactory satisfactory satisfactory
contracts at
UNOG

FINAL OVERALL RATING: PARTIALLY SATISFACTORY

Regulatory framewor k

Action was being taken to prevent re-occurrengeunthases made without an appropriate and valid
contract

15. OIOS reviewed 42 procurement case files, that vepen during the period of the scope of the
audit, relating to procurement actions completasvben 2006 and 2013. Four (or ten per cent) ofithe
procurement cases, with an aggregated value ofyn®amillion, had purchase orders (POs) that were
issued without valid United Nations contracts. alhthe four cases, given the nature and valueéhef t



contracts and the solicitation method used, OIOS ofathe opinion that formal contracts should have
been the appropriate contractual instrument toutdrpplace, in line with the provisions of the téd
Nations Procurement Manual. The POs also made @éarence to underlying contracts that, however,
did not exist. In addition, 24 (or 63 per cent)tioé other 38 contracts reviewed were signed #fiter
effective dates. The 24 contracts were signedvarage of 12 months after their effective dates @iy

four of them were signed with delays of less tHaed¢ months. There was only one contract outef th
24, which clearly specified that the effective datéhe contract started five months earlier thdremvit
was signed. In none of the other 23 cases wae Hmgy reason on record as to why the contracts were
signed late. In addition, out of the 24 casesy timee did not have any actual purchases exetefeae

the signing of the contracts. For the remaining24es, procurement continued by means of POsebefor
the contracts were formally in place. The combitetd! value of POs issued for these 21 procurement
cases was over $7.7 million. This was in contréeenof the “Advance Notice of Award” that UNOG
submitted to winning bidders, which stated that fegal obligation exists until the contract is firad

and signed by both parties”.

16. PCU indicated that it was fully aware of these slwnings, which it associated primarily with
insufficient management oversight and control @t lof staff training on contract writing. Theredoit

had recently introduced additional control mechasigo address the underlying control weaknesses.
These included: training PCU staff to understarel diiference between POs and written contracts, as
well as the circumstances that justify the use & @r the other type of contractual instrument;
standardization of the use of Notes for the Fileetplain deviations from established processes;
preparation and issuance of contract templated dimgy in French, to facilitate the work of buyers;
onsite coaching to staff on contract writing andalgy control of contracts by an experienced
Procurement Officer; development of a tracking eystfor better monitoring and oversight of the
procurement cycle, including the issuance of catdraand weekly reports to Chief, PCU on POs issued
without an assigned contract. Regarding the fases without a valid United Nations contract, P@d h
already identified the related control breakdowbpesed on its own review, and initiated or completed
remedial actions on all the cases by the time offdetion of the audit. As UNOG had taken apprdpria
action to address the control deficiencies idesdifand to prevent future re-occurrence of purchamsete
without an appropriate and valid contract, no rec@mdation was made.

The United Nations General Conditions of Contragtemnot systematically signed by vendors

17. The United Nations General Conditions of ContrddiNGCC) were an integral component of
any procurement contract and outlined the key laegal operational terms and conditions, includirg th
responsibilities of the parties, indemnities, i@swres and liabilities, proprietary rights, arrangata for

tax exemptions, audits and investigations and athportant issues related to the contract. The GG
were normally included as an annex to the invitafir bids and participating vendors were requieed
accept and sign them before they could be awardgdcantract, as per the Procurement Manual.
However, out of the 38 files reviewed with signemhitacts on file, there were two contract files vehe
there were no signed copies of the UNGCC on filé am evidence to suggest that the vendors accepted
and signed the UNGCC. In addition to these twaesathere was also no evidence that the vendors
signed the UNGCC for the four procurement casesudsed above for which there were no signed
contracts on file. This non-compliance with thedrement Manual posed a risk to the ability of UBO

to hold the vendors liable to its terms and cooddi should a conflicting and legal situation arise
regarding these specific procurement activities.

(1) UNOG should ensure that all vendors accept and sign the United Nations General
Conditions of Contract before entering into any contract with the vendors, in accordance
with the United Nations Procurement Manual.




UNOG accepted recommendation 1 and stated thaugugade of its Procure+ system and the
Electronic Bid Module templates would include a oetory requirement that an executed General
Conditions of Contract form be part of the solitibd documentation Recommendation 1 remains
open pending receipt of evidence of the measukes tt ensure that all vendors accept and sign the
UNGCC before entering into a contractual relatigmstith UNOG.

Action was being taken to ensure that systems a&ctstrvould not be issued for durations longer than
allowed by the Procurement Manual

18. According to the Procurement Manual, systems cotsrshould be signed for an initial period of
three years and not be extended for more than tmsecutive terms of one year each. Out of the 42
procurement case files reviewed by OIOS, there \Wdreystems contracts (or 33 per cent) that had an
initial duration of over three years, including ¢dntracts that had a duration of five years or éng
There was no note for the file or any other refeesto explain why the requirements of the Procurgme
Manual were not complied with. In one specific myxdée, the UNOG Committee on Contracts
recommended to the Director of UNOG Division of Adistration to award the systems contract for a
maximum period of five years, renewable on an ahbasis at the sole option of UNOG, to a vendor for
the provision of printing paper. However, the caot was awarded for the entire five-year periothat
outset, without the provision of an initial duratiof three years followed by annual renewals. ifggu
systems contracts for durations longer than allowétout proper justification could prevent UNOG
from availing the benefit of favourable market citioths and obtaining the best value for money.
According to the Procurement Manual, systems cotgrahould normally be subject to competitive
bidding, at a minimum, every five years.

19. Whilst the audit was still ongoing, PCU amended Sueirce Selection Plan template to ensure
that explanations for the duration of the contradtsdifferent from the guidelines provided in the
Procurement Manual, would in future be detailechimitthe Source Selection Plan. Further, at trginin
sessions held for the procurement staff in late328dd early 2014, emphasis was placed on both the
implementation of the Procurement Manual guideliaesl the appropriate provision of supporting
documentation for any variations from the ProcungnManual, but with special emphasis stressed with
respect to contract durations. As action was b&ukgn by UNOG to address the control deficiencies
identified in the audit regarding the duration pé$tems contracts, no recommendation was made.

Appropriate performance security instruments werteahways requested from vendors

20. Thirty (or 71 per cent) of the 42 procurement camagewed did not have any performance
security requested or documentation explaining thieyperformance security was not duly considered, a
required by the Procurement Manual. The reasansdiincluding performance security in the contsac
were also not stated in any of the submissionsie¢oUNOG Committee on Contracts. The aggregated
value of these contracts was estimated to be appataly $70 million and they could have required up
to seven million dollars worth of performance sé&guoonds in favour of the United Nations (using th
standard rate of ten per cent recommended by tmuRrment Manual). Therefore, the potential impact
of this non-compliance with the Procurement Maraalld have been a significant financial loss fa th
United Nations if any of the vendors had failedoonply with its contractual obligations.

21. The lack of provisions for appropriate performaseeurity instruments was due to the fact that
UNOG historically had not referred to performanaads in its bidding documents. Therefore, UNOG
was of the view that it could also not realistigatbntact vendors retroactively to ask them to dgmp
with rules that were not specified at the onsdhefprocurement procedure. UNOG further statetlitha
had recognised that there could be financial riskelved because the requirements of the Procuremen
Manual had not been followed. However, it had maddetermination that even if resources were



available to review all existing procurement cocttsaunder its purview to reassess whether performan
security issues could be put in place to reducsethiesks, it was not commercially feasible to abtai
performance bonds from the current contractors.

(2) UNOG should ensure that its bidding documents are in accordance with the United
Nations Procurement Manual concer ning perfor mance security requirements.

UNOG accepted recommendation 2 and stated thatpeade of Procure+ and the Electronic Bid
Module templates would include the update concegrmarformance security requirements. The
Source Selection Plan had already been updated théhnclusion of mandatory fields requiring
commentary related to performance security requaets. The above was further being supported
by training in the use of performance security liegments Recommendation 2 remains open
pending receipt of evidence that the UNOG biddiracuinents are in accordance with the
Procurement Manual concerning performance sec@iyirements.

Weaknesses in monitoring of contract expenditugeslted in lack of reliability of the reported riot-
exceed amounts

22. In order to ensure that the not-to-exceed (NTEjngs were respected, in accordance with the
provisions of the Procurement Manual, all the pasgs that were covered by a contract needed to be
monitored in an accurate and timely manner. PCd)developed an intranet application (the "Systems
Contract Application”) in late 2010 to centrally maye and monitor the amounts spent per contract.
However, the Systems Contract Application was ugioéd, because the entries had to be made manually.
Therefore, it was supplemented by buyers maintgisi@parate contract administration tools for each
procurement file, including independent NTE tragkspreadsheets for each contract, which were stored
on the common drive shared among PCU staff. litiadda general article included in UNOG contracts
required that each PO should, at a minimum, mafeeece to the contract under which the purchases
were covered, indicating the quantities of gooddered, time of delivery, destination and method of
shipment. However, this requirement was not $grifallowed at UNOG and POs could be issued
without making reference to the relevant contractherefore, even if purchases were covered under a
specific contract, the amount spent could go unamieal for in the calculation of the overall NTE amb

for that contract.

23. The total amounts spent per contract reported girdhe Systems Contract Application were
updated automatically through a link with the pratuent system called Reality. However, the Systems
Contract Application only counted those POs thatlenaeference to contract numbers. For the 33
procurement contracts reviewed for which compagaitnformation was available, the total NTE ceiling
amount was estimated to be over $57.5 million awl,0f 22 October 2013, the Systems Contract
Application reported a combined total expenditur&18.6 million. A report generated from the Rsali
system showed that total expenditure for all o6€&h83 contracts as of 22 October 2013 was about $19
million, which was close to what was reported oa 8ystems Contract Application. However, another
report generated from the Reality system showetl ttie net value of all POs issued to all vendors
combined for these 33 contracts was nearly $29amifior the period from the respective contracttsta
date to 22 October 2013. Although the estimatdteréince of $10 million between the reported
expenditures and the actual amount awarded toghdors could, to some extent, be explained by PCU,
the current mechanisms to monitor contract exparalitvere considered to be weak and the information
reported for the NTE ceiling was not consideredabé¢. UNOG acknowledged that the Systems
Contract Application had only partially achievede tmanagement objective of automating and
streamlining contract administration and that i,dn some cases, provide misleading or incomplete
information.



(3) UNOG should develop a new contract administration database to strengthen the
monitoring of contract expenditures and improve the reliability of the not-to-exceed
amounts.

UNOG accepted recommendation 3 and stated that ”@udded to implement the ‘CATS’ contract
administration database developed by the UnitedddatHeadquarters Procurement Division |to
replace its legacy Systems Contract ApplicatidRecommendation 3 remains open pending regeipt
of an action plan for the implementation of a neamtcact administration database at UNOG to
strengthen the monitoring of contract expenditupasticularly in view of the manual nature of data
entry into the system currently relied upon foragimg on NTE amounts.

The existing contract administration database ¢oetbsome inaccurate information

24, Out of the 38 procurement cases reviewed witheslgrontracts on file, 14 contracts (or 37 per
cent) had erroneous entries in the Systems Comiy@lication. Information regarding the other four
contracts reviewed by OIOS could not be comparedigmed contracts since there were none as
explained earlier in this report. There were altof 16 erroneous entries found on the Systemdr&cin
Application of which nine were related to contrdettes, three were related to the NTE amount, three
were related to contract number or vendor name, aared was related to a typo in the contract title.
Although there was an informal review process iacp| OIOS concluded that it was not adequate to
ensure the accuracy of contract information in fystem. There was no workflow monitoring
mechanism to see who entered, reviewed or appratedh information. Although PCU staff and
supervisors relied upon Reality for procurementriépg, the Systems Contract Application was used a
a monitoring tool for contract administration (efgr contract renewals). Inaccurate informationtio@
application could therefore result in the ineffeetimonitoring of procurement contracts and cause
incorrect information to be provided to requisitos. UNOG agreed that since the application hgavil
relied on manual data entry it needed to be comlyleiverhauled. As the underlying cause of thearobn
weakness was the design of the Systems ContradicAppn discussed in the previous section, and
which should be addressed by recommendation 3sofaport, no further recommendation was made.

Procurement case files were incomplete

25. The procurement case files reviewed were incomple@ut of the 42 procurement cases
reviewed, five did not include the annexes of tlatact, seven did not include the Committee on
Contracts meeting minutes, four did not includeréievant technical evaluations and five did notude
the notice of award or regret letters, as requingdhe Procurement Manual. In addition, as disediss
earlier in this report, there were four case filest did not include a signed contract and two dése
that did not include the UNGCC accepted and sidnetthe vendor.

26. In addition, key events that happened to some a&ocistrwere not recorded through supporting
documents. For example, in the case of one cdntiee submission from the vendor did not pass the
technical evaluation. The then Deputy Chief of RIUE/ sent a regret letter to the vendor on 9 Falyru
2012. However, a contract was awarded to the semeéor for the same services in April 2012 with the
contract validity from 1 January 2012 to 31 Decerm®@l3 and a total value of over $100,000. There
was no supporting documentation on file to indicatg/ the vendor was awarded the contract despite it
failing the technical evaluation. In another extanpne member of the two-member technical evalnati
committee disclosed, after the contract was awatd@edvendor, that she did not take part in thaneal
evaluation, which resulted in the evaluation baingducted by only one person. Subsequently, ttzalHe
of the requisitioning office in his communicatiom PCU dated 15 June 2011 requested PCU advice on
the matter, given that he was not in a positiordoch for the integrity of the outcome of the teichh
evaluation process. The then Deputy Chief of Pi[ied to the Head of the requisitioning office ®n



July 2011, stating that the contract awarded reethivalid, unless it was declared invalid by the
requisitioning office. On 26 July 2011, the Heddhe requisitioning office responded that, givée t
circumstances, it appeared that the request fgggad was null and void and therefore not valick atso
requested further advice from UNOG on how to prdogith the matter. However, there was no evidence
on file whether any subsequent remedial actioninitiated by PCU. The total value of this contraets
nearly $200,000 over an initial three-year perindieg on 31 December 2013.

(4) UNOG should establish procedures to monitor compliance with the United Nations
Procurement Manual requirements regarding the administration and maintenance of
procurement casefiles.

UNOG accepted recommendation 4 and stated thatktibexhad already been implemented for
files, and monitoring procedures would further b@plemented. File maintenance review
responsibilities had also been allocated to theldv@lup Sub-Unit which would ensure that files
submitted for closure have the relevant checkbstgleted and signedRecommendation 4 remains
open pending receipt of documentary evidence thatitoring controls are consistently applied|to
ensure that procurement case files are completeiracdmpliance with the requirements of t‘he

Procurement Manual.

Action was being taken to strengthen compliancé e requirements for vendor performance
evaluations

27. Two (or 5 per cent) of the 42 contract files rewvdedid not include any vendor performance
evaluation report even though key events such matsast closure or amendments took place for these t
contracts. Although it was the responsibility bé trequisitioner and/or end user to complete vendor
performance evaluations in a timely manner, thecBhament Manual clearly stated that “it is the
responsibility of the procurement staff to do thatmost in monitoring contract files and contract
execution activities”. Therefore, procurementfssabuld have ensured that the requisitioners ceteg!
the vendor performance evaluations prior to unéertp any actions regarding issuing contract
amendments or closures or should have preparedeafoothe file when the requisitioners failed to
comply with this requirement in spite of the praauent staff's request to do so. The inadequatdoren
performance evaluations increased the risk of awgrdontracts to vendors with a history of
nonperformance or poor performance. In Decemb&820NOG organized formal training on “Contract
Management Administration” for all buyers. In agui, informal information sessions for staff were
being implemented through regular PCU meetings.rehsedial action had been initiated to strengthen
the vendor performance evaluation mechanisms gngpiawareness among procurement staff of the
requirements regarding the completion of vendorfgperance evaluations, no recommendation was
made.
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ANNEX |

STATUSOF AUDIT RECOMMENDATIONS

Audit of contract administration at the United Nations Office at Geneva

—— 3
REEC: Recommendation e /2 Cé Actions needed to close recommendation I mplemen}atlon
no. I mportant (©) date
1 UNOG should ensure that all vendors accept and Important @) Submission to OIOS of evidence of the 31 July 2014
sign the United Nations General Conditions of measures taken to ensure that all vendors ac¢ept
Contract before entering into any contract with the and sign the UNGCC before entering into a
vendors, in accordance with the United Nations contractual relationship with UNOG.
Procurement Manual.
2 UNOG should ensure that its bidding documentg  Important @) Submission to OIOS of evidence thatUhOG 31 July 2014
are in accordance with the United Nations bidding documents are in accordance with thg
Procurement Manual concerning performance Procurement Manual concerning performancs
security requirements. security requirements.
3 UNOG should develop a new contract Important O Submission to OIOS of an action plartfie 31 July 2014
administration database to strengthen the implementation of a new contract administratipn
monitoring of contract expenditures and improve database at UNOG.
the reliability of the not-to-exceed amounts.
4 UNOG should establish procedures to monitor Important O Submission to OIOS of documentary evige 31 July 2014
compliance with the United Nations Procurement that monitoring controls are consistently applied
Manual requirements regarding the administratign to ensure that procurement case files are
and maintenance of procurement case files. complete and in compliance with the
requirements of the Procurement Manual.

! Critical recommendations address significant angéovasive deficiencies or weaknesses in govemaigk management or internal control processes) s
that reasonable assurance cannot be provided megdhe achievement of control and/or businessativjes under review.

2 Important recommendations address important @efites or weaknesses in governance, risk managememeérnal control processes, such that reasenabl
assurance may be at risk regarding the achieveofienintrol and/or business objectives under review.

3 C =closed, O = open

* Date provided by UNOG in response to recommendstio
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Audit of contract administration at the United Nations Office at Geneva

Management Response

APPENDIX T

.. Title of

. o o 1 : - . . : . Lo .
Recommendation - | Critical / 1} Accepted? .| responsible Twyplementation Client comments-
. BRI . l_mport:alnt2 {Yes/No) R - date . T
: S : o . individual: L - :

UNOG should ensure that all vendors | Important Yes Chief, July 2014 The upgrade of Procure+ and the

accept and sign the United Nations PTS/CSS Electronic Bid Module templates will

General Conditions of Contract before include a mandatory requirement that

entering into any contract with the -an executed General Conditions of

vendors, in accordance with the United Contract form be part of the

Nations Procurement Manual. solicitation documentation.

UNOG should ensure that iits bidding | Important Yes Chief, July 2014 The upgrade of Procure+ and the

documents are in accordance with the PTS/CSS Electronic Bid Module templates will

United Nations Procurement Manual include the update concerning

concerning performance security petformance security requirements.

requirements. The Source Selection Plan has
already been updated with the
inclusion of mandatory fields
requiring commentary related to
performance security requirements.
The above is further being supported
by training in the use of performance
security requirements.

UNOG should develop a new contract Important Yes Chief, July 2014 PCU intends to implement the

administration database to strengthen the PTS/CSS UN/HQ Procurement Division

monitoring of contract expenditures and developed ‘CATS’ contract

improve the reliability of the not-to- administration database to replace its

exceed amounts, : legacy systems contract application,

UNOG should establish procedures to Important Yes Chief, July 2014 Checklists have already been

monitor compliance with the United ' PTS/CSS implemented for files, and monitoring

Nations Procurement Manual
requirements regarding the administration
and maintenance of the procurement case

procedures will further be
implemented, such as controls in
meetings, E-PAS files and

! Critical recommendations address significant and/or pervasive deficiencies or weaknesses in governance, risk management or internal control processes, such

that reasonable assurance cannot be provided regarding the achievement of control and/or business objectives under review.

% Important recommendations address important deficiencies or weaknesses in governance, risk management or internal control processes, such that reasonable
" assurance may be at risk regarding the achievement of control and/or business objectives under review. '
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Management Response

APPENDIX 1

: .Rec.-

no.

. . Recommendation

| Cyitical/

Tmiporta nt2

Aééejited ?
(Yes/No)

Title of

“ responsible |
-_individual . |-

Im_p_lemehtationy-
date

"Client éominei_lts B

files.

maintenance work plan goals for
buyers.

File maintenance review
responsibilities have also been
allocated to the Follow-up Sub-unit
which will ensure that files submitted
for closure have the relevant checklist
completed and signed.




