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Audit of Field Support Suite operations

EXECUTIVE SUMMARY

The Office of Internal Oversight Services (OIOS) conducted an audit of Field Support Suite (referred to as
“FSS”) operations. The objective of the audit was to assess the adequacy and effectiveness of controls
governing FSS operations in the United Nations Secretariat. The audit covered the period from January
2023 to April 2025 and included: governance and risk management; ICT security and infrastructure
management: and ICT operations.

FSS plays a critical role in supporting mission delivery and operational stability across missions and service
centres. The audit identified key areas requiring improvement. At the enterprise-governance level,
integrated management reporting was lacking, and key stakeholder roles had not been formally defined. In
data and access governance, classification, retention, and privilege-management controls needed
strengthening. There were also weaknesses in audit logging, vulnerability management, firewall
configuration, and encryption. Sustaining the effectiveness of FSS will require coordinated efforts to
address these gaps.

OIOS made seven recommendations. To address issues identified in the audit:
The Office of Information and Communications Technology (OICT) needed to:

¢ Remind FSS business owners of their responsibility to comply with applicable policies and standards
and provide support to ensure the consistent implementation of governance and control practices
within its purview.

o Formalize roles and responsibilities for supporting the FSS suite in coordination with UNLB.

e JTead the consolidation of FSS authentication methods under the centralized multifactor
authentication provider, in coordination with business owners.

¢ Enhance FSS vulnerability management by conducting regular application security reviews.
The United Nations Logistics Base (UNLB) needed to:

e Regularly review privileged activities on FSS operating systems and databases. and strengthen audit
logging and retention for FSS infrastructure in line with OICT access control and data retention
requirements.

o Strengthen FSS vulnerability management by conducting regular application security reviews.

OICT and UNLB accepted all recommendations and have initiated action to implement them. Actions
required to close the recommendations are indicated in Annex L.
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Audit of Field Support Suite operations
L. BACKGROUND

L. The Office of Internal Oversight Services (OIOS) conducted an audit of Field Support Suite

(referred to as “FSS”) operations in the United Nations Secretariat.

2. FSS is a suite of integrated web-based applications designed to standardize mission business
functions and automate administrative workflows. FSS became operational Secretariat-wide in 2015 as an
enterprise-level platform supporting a broad range of mission business processes, including administration,
human resources, aviation, and security. It provides automated and standardized workflows with built-in
validations, email alerts, and tamper-evident audit trails. The system also supports mobile and low-
bandwidth operations for remote duty stations and enables real-time integration with other applications
through system interfaces. The current release, version 7.2.5, was deployed on 25 February 2025, and a

high-level system overview is provided below.

Figure I - FSS high-level system diagram
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3. FSS operates under a modular business ownership structure, whereby each application within the
suite has a designated business owner responsible for functional management and oversight. The Office of
Information and Communications Technology (OICT) is the technical owner and oversees FSS
development, maintenance, and enhancement, at an average cost of approximately $730,000 per year for
the 2023-2026 period. The United Nations Logistics Base (UNLB) provides hosting and technical support,
with recurring infrastructure maintenance costs of approximately $892,000 per year.

4, FSS is used by more than 40 missions, offices, departments, and support centers across the
Secretariat. Five major field entities' accounted for 1,800,488 FSS transactions (71.5%) out of 2,516,552
total transactions recorded during the audit period (January 2023 to April 2025).

5. Comments provided by the OICT and UNLB are incorporated in italics.

II. AUDIT OBJECTIVE, SCOPE AND METHODOLOGY

6. The objective of the audit was to assess the adequacy and effectiveness of controls governing FSS
operations, specifically in the areas of Information and Communications Technology (ICT) governance,
risk management, information security, and infrastructure support.

7. This audit was included in the 2024 risk-based work plan of OIOS due to the critical role of FSS
in supporting mission operations and business processes.

8. OIOS conducted the audit from June to November 2025. The audit covered the period from January
2023 to April 2025. The audit included: (a) governance and risk management (strategic oversight, role
clarity, technology architecture, and the management of risks, costs, and data); (b) ICT security and
infrastructure management (access, configuration, vulnerability and disaster recovery management); and
(c) ICT operations (application controls across FSS modules, change and incident management, capacity
and performance monitoring, and user training).

9. The audit methodology included: (a) interviews with key personnel; (b) review of relevant
documentation; (c) analytical review of data; (d) sample testing; (e) process walkthroughs; (f) system tests;
and (h) survey.

10. To assess the reliability of data used in the audit of FSS operations, OIOS (a) performed electronic
tests to assess data accuracy and completeness, (b) reviewed the systems, processes and controls used to
generate and manage the data, and (c) interviewed personnel from OICT, UNLB, the United Nations
Interim Security Force for Abyei (UNISFA) and the Regional Service Center in Entebbe (RSCE) who were
knowledgeable about the data. In addition, OIOS traced a sample of records from hard copy documents and
the application front end to the underlying database. Based on this review, OIOS determined that the data
were sufficiently reliable for the purpose of addressing the audit objectives.

11. The audit was conducted in accordance with the Global Internal Audit Standards.

! The United Nations Mission in South Sudan (UNMISS), the United Nations Organization Stabilization Mission in the
Democratic Republic of the Congo (MONUSCO), the United Nations Multidimensional Integrated Stabilization Mission in the
Central African Republic (MINUSCA), the United Nations Support Office in Somalia (UNSOS), and the United Nations Interim
Security Force for Abyei (UNISFA).



III. AUDIT RESULTS

A. Governance and risk management

Need for strengthened enterprise-level governance and oversight of the FSS

12. Effective governance of enterprise platforms requires clear accountability and coordinated
oversight to ensure that ICT investments deliver value, risks are managed, and operations comply with
Secretariat policies and procedures. In line with Secretariat governance requirements and recognized ICT
management good practices, enterprise systems should be subject to: (a) structured strategic and financial
monitoring including value-for-money and total cost of ownership analysis; (b) data governance controls
to ensure proper data classification, privacy risk assessment, and retention and archiving arrangements; and
(c) effective access management and segregation of duties controls, supported by monitoring and audit
trails, to strengthen accountability over system usage.

13. OIOS identified the following weaknesses in FSS oversight:

(a) Strategic and financial oversight: While operational monitoring existed, an integrated FSS
strategic monitoring report to provide a consolidated assessment of adoption, availability, enhancements,
value delivery, and overall platform health was not in place. There was also no evidence of periodic cost-
benefit or value-for-money reviews to determine whether expenditures on maintenance, hosting, and
support were aligned with utilization and business outcomes. Although OICT indicated that an annual total
cost of ownership assessment is performed, supporting documentation and cost breakdowns were not
available to validate recurring costs, distinguish one-time investments, or demonstrate that recent releases
were informed by structured financial analysis. These gaps indicate the need for more structured
management reporting and value-focused financial analysis, supported by documented cost data, to guide
prioritization, resourcing, and long-term planning.

(b) Data governance and management: Data classification has not been implemented for FSS
datasets, and privacy risk assessments were not conducted for system enhancements, contrary to Secretariat
requirements. In addition, a 2025 database incident generated large volumes of erroneous records in the
production environment and remained undetected for several days, indicating weaknesses in testing,
validation, and monitoring controls. Required retention information was not completed in UniteApps?,
leaving FSS data without defined timelines for storage, disposal, or accountability. Archiving practices
were largely reactive, triggered only when storage issues arose or when individual systems demanded
attention. This ad-hoc approach reflects the absence of a coordinated, lifecycle-based data-management
strategy. As a result, data may be retained far longer than necessary or, conversely, removed prematurely,
increasing storage costs and potentially limiting the availability of essential records when needed for
decision-making. These weaknesses highlight the need for clear technical direction and a unified, proactive
archiving framework.

() Application-level access governance: FSS application did not consistently follow standardized
account naming conventions, and 14 active accounts were found without usernames despite being assigned
to multiple roles. Additionally, periodic access reviews were not conducted. For example, 166 privileged
accounts had blank last-login dates or no recorded activity prior to 2025. Furthermore, privileged access
was broadly granted across system modules, with some users assigned elevated permissions that were not
aligned with their operational responsibilities. Segregation of duties controls were also weakened by a

2 UniteApps is the Secretariat’s central registry for business applications, where business owners must record key information
such as ownership, classification, and data retention to ensure compliance with United Nations data management policies.



system feature that allows a user to submit a request on behalf of another user and then approve it, including
for high-risk transactions such as personnel movements and aircraft tasking. This exception, introduced at
business request, lacked additional checks or monitoring. These weaknesses highlight the need for stronger,
coordinated support to business owners in implementing periodic access reviews, standardized account
management, and appropriate oversight of segregation of duties exceptions.

14. FSS oversight responsibilities are distributed across multiple business owners. While OICT holds
the technical ownership role, the current arrangements do not provide a fully structured approach for
ensuring consistent implementation of strategic monitoring, data governance, and access-control practices
across the system. This limits management’s ability to demonstrate value for money, ensure compliance
with data protection requirements, and promptly detect access-related risks. As a result, likelihood of
inefficiencies, inconsistent data handling, and unauthorized system activity increases.

(1) OICT should remind FSS business owners of their responsibility to comply with applicable
policies and standards, and provide support to ensure the consistent implementation of
governance and control practices within its purview.

OICT accepted recommendation 1 and stated that it will take action within the constraints of its
mandate.

Need for an improved support structure for the management of FSS

15. In accordance with ST/SGB/2004/15 (Use of ICT resources and data) and the Secretariat ICT
strategy, OICT is responsible for ensuring that FSS is managed under clearly defined governance structures
with effective performance monitoring and accountability mechanisms. Furthermore, ICT governance and
service management best practices require that system ownership, roles and responsibilities, and the
operational support model be documented, approved, and periodically reviewed to ensure continuity,
accountability, and effective coordination across providers.

16. However, the hosting and operational support structure for FSS had not been clearly formalized.
For example, the organogram provided by UNLB was not supported by clearly defined and agreed roles
and responsibilities between OICT and UNLB. A comprehensive and validated mapping of support
functions would strengthen accountability for operational issues and lead to a more structured coordination
among the teams supporting FSS.

(2) OICT in coordination with UNLB should formalize roles and responsibilities for supporting
the FSS suite.

OICT accepted recommendation 2 and stated that it will establish a Responsible, Accountable,
Consulted, and Informed (RACI) matrix, which will delineate the roles and responsibilities of each
entity.

The identification and monitoring of FSS-related risks could be strengthened

17. In line with the United Nations Secretariat enterprise risk management (ERM) framework and the
ICT strategy, the OICT risk assessment process is expected to identify and monitor key operational and
strategic risks affecting FSS, including those related to development, maintenance, availability, continuity,
infrastructure, and security. Regular updates and coordinated risk monitoring among business, application,
and infrastructure owners are essential to ensure comprehensive risk coverage and effective mitigation.



18. OIOS review showed that OICT and UNLB risk registers did not adequately capture FSS specific
exposures, such as vendor dependencies, configuration management, system integration, shared resource
capacity, and reliance on third party providers. In addition, the two entities had not established a structured
mechanism to jointly assess, document, and periodically update interdependent risks across FSS operations,
infrastructure hosting, and system performance. These gaps in risk identification and joint monitoring
reduced the effectiveness of oversight and increased the likelihood that critical exposures affecting FSS
resilience and service delivery would not be timely or adequately mitigated.

19. OICT and UNLB could strengthen FSS risk management by establishing a joint risk register and a
structured process to address shared and interdependent FSS risks.

B. ICT security and infrastructure management

Need to strengthen access and audit logging controls across FSS infrastructure

20. OICT technical procedures on access control (SEC.02.PROC), data retention (INM.01.PROC), and
system monitoring and log management (SEC.07.PROC) require centralized authentication mechanisms,
periodic review of privileged access, regular monitoring of privileged account activities, and defined
retention periods for system and security event logs, including administrative actions, to support traceability
and incident investigation.

21. OIOS identified the following weaknesses:

(a) Authentication for FSS was fragmented across multiple platforms, resulting in inconsistent
enforcement of multifactor authentication. OICT stated that it has already implemented a centralized
multifactor authentication provider and that there are no technical limitations to enforcing its use. However,
OICT noted that mandating this mechanism could pose operational risks because FSS is also accessed by
external stakeholders such as vendors and uniformed personnel and restricting alternative authentication
options may hinder field missions in carrying out their activities. OICT emphasized that, given these
considerations, the decision should be treated as a business decision rather than a technical one.

(b) Privileged access across the operating-system and database layers was not consistently governed
or reviewed. At the operating-system level, several FSS server group accounts and system accounts with
elevated rights lacked evidence of periodic review or integration with Microsoft Entra ID?. At the database
level, privileged access was administered directly within the database rather than through centralized
identity management controls. Multiple individual and service accounts held elevated permissions,
including a default system account that retained unrestricted administrative access. No evidence was
available of periodic review or revalidation of privileged access across these layers.

() Audit logging was not in compliance with the ICT technical procedure on system monitoring and
log management. At the application level, logs captured only limited user actions with no defined retention
period. At the operating-system level, Windows event logs recorded only basic logon activities, were
retained for about one month contrary to the ICT data retention policy, and were not integrated with a
centralized logging solution. At the FSS database layer, audit logs were not comprehensive, with no
evidence of tracking schema or configuration changes or correlating events across systems. In addition, no
periodic reviews of privileged activities were undertaken at the application, operating-system, or database
layers.

3 Microsoft Entra ID is Microsoft’s cloud-based identity and access management service that provides secure user authentication,
single sign-on, and centralized control of access to applications and resources.



22. Weaknesses in authentication consolidation, privileged access oversight, and audit logging increase
the risk of unauthorized access, undetected system changes, and limited ability to investigate incidents.
Inadequate logging and retention also impair traceability, accountability, and forensic readiness across the
FSS infrastructure.

(3) OICT, in coordination with the business owners, should lead the consolidation of FSS
authentication methods under the centralized multifactor authentication provider.

OICT accepted recommendation 3 and stated it will identify non-compliant accounts and share them
with the missions for appropriate action based on business decisions.

(4) UNLB should regularly review privileged activities on FSS operating systems and databases,
and strengthen audit logging and retention for FSS infrastructure in line with OICT access
control and data retention requirements.

UNLB accepted recommendation 4 and stated that its responsibility is related to FSS infrastructure
and therefore, it can only review privileged activities on the FSS operating system.

Need to strengthen vulnerability management process for FSS

23. In accordance with the OICT’s technical procedure on security incident response (INF.01.PROC),
entities are required to identify, assess, prioritize, and remediate vulnerabilities in a timely manner, typically
within 30 days for critical and high-risk findings, and to implement tracking and verification mechanisms
to ensure compliance with remediation timelines. In addition, in line with OICT information security
service guidance, a security assessment should be conducted prior to system deployment or before
implementing any major change to an existing application, to ensure compliance with organizational
information security and resilience standards.

24, OIOS identified the following weaknesses:

(a) There was no evidence of periodic application-layer vulnerability assessments for FSS, even though
it is a critical system accessible across missions and service centres. While a limited assessment was carried
out in 2020 on a non-production instance, the subsequent reviews conducted in 2024 and 2025 addressed
only network and infrastructure vulnerabilities, leaving the application layer unassessed. Absence of a web
application firewall* and routine application layer vulnerability testing results in heightened risk of
unauthorized data access or modification, loss of data integrity, and potential system unavailability due to
exploitation of common application weaknesses.

(b) The infrastructure security assessment for the migration of FSS to the private cloud was conducted
after the system was released on production servers, instead of prior to deployment as required by ICT
Security Service guidance. Migration occurred on 22 February 2025, while the assessment was only
performed on 13 March 2025.

(c) Remediation of vulnerabilities identified on FSS servers was not formally tracked or verified for
compliance with the 30-day remediation requirement, as a structured vulnerability tracking and closure
process was not in place to enforce timely remediation or require documented risk acceptance or time-
bound mitigation plans for exceptions. While UNLB reviews vulnerability findings and some issues were

4 Web Application Firewall: A security system that monitors and filters traffic to FSS modules, blocking malicious requests and
enforcing rules to protect against common threats.



addressed, unresolved vulnerabilities continued to reappear in subsequent scan extracts due to the absence
of a formal closure mechanism. At the Secretariat level, the OICT cybersecurity advisory dashboard tracks
responses to advisories, but it is not integrated with vulnerability scanning tool limiting consolidated
visibility into vulnerability management for FSS and UNLB infrastructure.

(d) Baseline templates for FSS servers were not subject to periodic review or update. OIOS noted that
the underlying GitLab’ repository used for FSS server builds had not been updated for the last two years,
with changes applied only on demand. This practice results in outdated baseline images, reliance on
repetitive post-deployment patching, and limited alignment with current security standards and good
practices.

25. The lack of comprehensive application security assessments, incomplete remediation tracking, and
inconsistent scanning practices exposes the system to potential security breaches, data compromise, and
service disruption.

(5) OICT should strengthen FSS vulnerability management by conducting regular application
security reviews.

OICT accepted recommendation 5 and stated it will request the security assessment of at least one FSS
application per year, given the very high number of releases per year across different applications of
the FSS.

(6) UNLB should improve FSS vulnerability management by: (a) ensuring identification and
tracking of vulnerabilities; and (b) maintaining server baselines aligned with current
security standards.

UNLB accepted recommendation 6 and stated it will implement structured vulnerability tracking with
30-day closure and update FSS server baselines through periodic reviews.

3 GitLab is the repository where FSS server baseline templates are stored and maintained.
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ESS disaster recovery and resilience arrangements could be strengthened

29. Information system contingency plan (ISCP) creation procedure, the ICT disaster recovery
planning technical procedure (SEC.08.PROC), and the operational resilience assessment process require
approved ISCPs, periodic resilience assessments, tested disaster recovery (DR) and failover procedures,
and validated backups aligned with recovery time objective (RTO) and recovery point objective (RPO)
requirements.

30. UNLB documented an ISCP for FSS: however, it was not tested following the migration of the FSS
infrastructure to the private cloud in February 2025. UNLB explained that the migration did not change the
disaster recovery strategy, solution, RTO, RPO, or data center location, and therefore did not trigger a
requirement for an operational resilience assessment. In OIOS opinion, migration to a private cloud
environment introduces new infrastructure layers, dependencies, and potential failure modes and
operational resilience extends beyond RTO and RPO parameters and requires assessing the overall system
ecosystem. The cloud-based environments can behave differently under stress, service disruption, or
cyber-attack conditions and therefore warrant updated resilience testing. Therefore, UNLB could strengthen
FSS contingency and recovery by assessing operational resilience after major infrastructure changes.

C. ICT operations

ICT operations could be enhanced for better support of FSS

31. OIOS did not note any material control weaknesses in application controls across FSS modules or
in infrastructure capacity and performance monitoring. The audit observed that FSS embedded application
controls such as defined workflows, validation rules, mandatory fields, and audit trails, which supported
standardised processing, consistent data capture and operational reliability. Infrastructure capacity and
performance are continuously monitored through dashboards and automated alerts that track server health,
resource utilisation, and operational performance enabling proactive issue detection and system stability.
Yet, opportunities for improvement were noted that would enhance service quality and support continuous
improvement across missions and service centres, as detailed below:



(a) FSS user-feedback mechanisms

32. In accordance with ST/SGB/2007/6 (ICT Governance and Management Framework), the OICT
ICT Strategy, and ICT good-practice standards, ICT systems supporting field operations should incorporate
mechanisms for regular user-feedback collection and satisfaction assessments to guide continuous service
improvement. OIOS noted that OICT has not conducted periodic user-satisfaction surveys or structured
experience assessments for FSS. To supplement this gap, OIOS conducted an FSS user satisfaction survey,
receiving 104 responses from RSCE and UNISFA users across administrative and technical profiles. The
results, summarized in Figure II, show an overall satisfaction index of 4.16 out of 5.

Figure II: Response distribution across survey themes

33. The absence of a regular user-feedback mechanism limits management’s ability to monitor user
experience, identify service gaps, and prioritize enhancements based on evidence. Therefore, OICT could
strengthen FSS user engagement by establishing a periodic user-feedback mechanism to support continuous
improvement.

(b) FSS incident management framework

34. In accordance with the SGITT incident management process (PRO-OPR-0002) and the critical
incident management procedure (PRO-OPR-0001), incidents should be logged, tracked, resolved within
defined timelines, and verified prior to closure. Metrics such as mean time to recovery, backlog, and service
availability should be periodically reviewed.

35. Analysis of 5,513 FSS-related tickets logged in iNeed between January 2023 and April 2025
showed a steady decline in incident volumes and generally improved system stability. At the same time,
the data highlights opportunities to further strengthen escalation mechanisms, follow-up and root-cause
analysis, particularly in key modules where issues recur and service level agreement compliance (SLA) is
variable. Currently, 72 per cent of incidents meet SLA timelines, providing a foundation for additional
gains.



(c) The user training

36. Good ICT practice and OICT’s training responsibilities require that systems supporting field
operations be accompanied by continuous and effective user training with regular updates, refresher
sessions, and mechanisms to assess training effectiveness.

37. Although comprehensive reference materials exist for all FSS applications, structured and recurring
training for civilian users, business owners, and mission focal points was limited. Some users indicated,
through the OIOS survey, that they had not received recent updates or refresher sessions. Training
participation was not consistently tracked, and no mechanism existed to measure effectiveness or integrate
lessons learned. OICT could enhance FSS user training by including civilian staff in a structured,
continuous programme with regular refreshers, updated materials, and feedback mechanisms to track
effectiveness.
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STATUS OF AUDIT RECOMMENDATIONS

Audit of Field Support Suite operations

ANNEX1I

s 3 3
Rec. Recommendation Critical /7 C{; Actions needed to close recommendation Implemengtatlon
no. Important O date
1 OICT should remind FSS business owners of their Important O | Receipt of evidence that OICT has sent out 30 June 2027
responsibility to comply with applicable policies reminders to the FSS business owners to comply
and standards, and provide support to ensure the with the applicable policies and standards.
consistent implementation of governance and
control practices within its purview.
2 OICT in coordination with UNLB should formalize Important O | Receipt of evidence of an approved Responsible, 30 June 2027
roles and responsibilities for supporting the FSS Accountable, Consulted, and Informed (RACI)
suite. matrix that formalizes roles and responsibilities
between OICT and UNLB for supporting FSS.
3 OICT. in coordination with the business owners, Important O | Receipt of evidence that FSS authentication 31 March 2028
should lead the consolidation of FSS authentication methods have been consolidated under the
methods under the centralized multifactor centralized authentication provider.
authentication provider.
4 UNLB should regularly review privileged user Important O | Receipt of evidence of periodic reviews of 31 March 2027
activities on FSS operating systems and databases, privileged activities on FSS infrastructure
and strengthen audit logging and retention for FSS (operating system and database servers). and
infrastructure in line with OICT access control and strengthening of audit logging and retention for
data retention requirements FSS infrastructure in line with ICT access-control
and data-retention requirements.
5 OICT should strengthen FSS vulnerability Important O | Receipt of evidence of at least one completed 31 March 2028
management by conducting regular application annual FSS application security assessment.
security reviews.
6 UNLB should improve FSS vulnerability Important O | Receipt of evidence that vulnerability 31 March 2027
management by: (a) ensuring identification and management has been improved by ensuring their
tracking of vulnerabilities; and (b) maintaining identification and tracking, and periodic updates
to baseline configurations for FSS servers is

6 Critical recommendations address those risk issues that require immediate management attention. Failure to take action could have a critical or significant
adverse impact on the Organization.
7 Important recommendations address those risk issues that require timely management attention. Failure to take action could have a high or moderate adverse
impact on the Organization.
8 Please note the value C denotes closed recommendations whereas O refers to open recommendations.
? Date provided by OICT and UNLB in response to recommendations.




STATUS OF AUDIT RECOMMENDATIONS

Audit of Field Support Suite operations

ANNEX1

e 6 =
e Recommendation e /7 C{; Actions needed to close recommendation Implemengtatlon
no. Important O date
server baselines aligned with current security made in alignment with current security
standards. | | standards. |
7 B___BL |
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Audit of Field Support Suite operations (Assignment No. AT2024-517-01)

Management Response

APPENDIX I

arrd—eentrel—practees—tor—+SS of  their

responsibility to comply with applicable
policies and standards, and support the
business owners, when it is within the
purview of OICT.

Rec. . Critical'/ AL Wi ?f Implementation .
0. Recommendation Importane ? responsible date Client comments
(Yes/No) individual
1 OICT should remind FSS previde—elear | Important Yes, if Chief, 30 June 2027 OICT accepts the recommendation
direction—guidance—and—suppert—te—business revised, as Enterprise subject to the proposed amendment
owners——to——help——ensure——eensistent requested Solutions and will take action within the
SAIsEIOSISIiocoootiociis smiioscsiioscocs Service/OICT constraints of its mandate, as

follows:

1. OICT can provide the business
owners with the total cost of
ownership of the Field Support
Suite (FSS). However, as the
solution supplier, OICT cannot
advise the business owners on any
analysis of the business value of
FSS., as it would result in a conflict
of interest.

2. Likewise, OICT is not
responsible for defining data
classification or data retention
requirements that must be done by
the business owners, as per the
data classification standard
operating procedure
https://unitednations.sharepoint.co
m/sites/APP-
Gateway/Guidances/(TP)%20Data

! Critical recommendations address those risk issues that require immediate management attention. Failure to take action could have a critical or significant
adverse impact on the Organization.
2 Important recommendations address those risk issues that require timely management attention. Failure to take action could have a high or moderate adverse
impact on the Organization.




Audit of Field Support Suite operations (Assignment No. AT2024-517-01)

Management Response

APPENDIX I

Rec. . Critical'/ AL Wi ?f Implementation .
0. Recommendation Importane ? responsible date Client comments
(Yes/No) individual

%20Classification%20ICT%20Tec
hnical%20Procedure V2.pdf
3. User account management is
performed by the missions. OICT
provides guidance in Access
Control ICT Technical
Procedure v2.0 Clean 2024
(002). OICT does not have access
to the production environment to
review and monitor FSS user
accounts.

2 OICT in coordination with UNLB should | Important Yes Chief, 30 June 2027 OICT, in coordination with UNLB,
formalize roles and responsibilities for Enterprise will establish a Responsible,
supporting the FSS suite. Solutions Accountable, Consulted, and

Service/OICT Informed (RACI) matrix, which
will delineate the roles and
responsibilities of each entity.

3 OICT, in coordination with the business | Important Yes Chief, 31 March 2028 | OICT will identify non-compliant
owners, should lead the consolidation of FSS Enterprise accounts and share them with the
authentication methods under the centralized Solutions missions for appropriate action
multifactor authentication provider. Service/OICT based on business decisions.
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Audit of Field Support Suite operations (Assignment No. AT2024-517-01)

Management Response

APPENDIX I

Rec. . Critical’/ AL Wi ?f Implementation .
0. Recommendation Important* ? responsible date Client comments
(Yes/No) individual

4 UNLB should regularly review privileged | Important Yes, if | Chief, Service 31 March 2027 | UNLB accepts the
user—aeeess—and activityies on FSS operating revised, as | for Geospatial, recommendation subject to the
systems and databases, and alisn—thesr requested | Information, proposed amendment. This is in
strengthen audit logging seepe-and retention and view of the fact that UNLB is not
for FSS infrastructure in line with OICT Telecommunic responsible for user access
access control and data retention requirements. ations provisioning, and its responsibility

Technologies only relates to the FSS

/UNLB infrastructure. UNLB can,
therefore, only review privileged
activities on FSS operating
systems.

5 OICT should strengthen FSS vulnerability | Important | Yes - 5(a) Chief, 31 March 2028 | OICT accepts recommendation
management by  conducting  regular Enterprise 5(a) and notes that, given the very
application  security reviews:—sand—b) Solutions high number of releases per year
: o ek : Service/OICT across different applications of the

FSS, OICT will request the
security assessment of at least one
application per year.

No - 5(b) N/A N/A OICT does not accept

recommendation 5(b).
Implementation of the
recommendation is not feasible
given the difference in scope of the

3 Critical recommendations address those risk issues that require immediate management attention. Failure to take action could have a critical or significant
adverse impact on the Organization.
4 Important recommendations address those risk issues that require timely management attention. Failure to take action could have a high or moderate adverse
impact on the Organization.
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Audit of Field Support Suite operations (Assignment No. AT2024-517-01)

Management Response

APPENDIX I

o 13 Accepted Title of .
I:::' Recommendation Ilil;;ll'(;s;ln/t4 ? responsible Imple(l;:at:tanon Client comments
. (Yes/No) individual

two referenced vulnerability
management type of activities.

While both activities are performed
to help minimize risks associated
with vulnerabilities, the security
advisories are focused on alerting
and providing mitigation (typically
through applying vendor provided
security updates/patches) on newly
published critical and high severity
vulnerabilities affecting any type
of ICT technologies, assets
including systems and/ or services
known to be used in the Secretariat
regardless of the type, hosting and
operating arrangements requiring
timely action to minimise risks of
potential vulnerability exploitation
that could result in incidents. On
the other hand, the objectives and
scope of the infrastructure
vulnerability scans are to perform
regular infrastructure specific
vulnerability scans of ICT assets
hosted and operated in datacenters
(within OICT purview are
datacenters at UNHQ and UNLB)
for known vulnerabilities.
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0. Recommendation Important’ ? responsible date Client comments
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6 UNLB should improve FSS vulnerability | Important | Yes-6(a) | Chief, Service | 31 March 2027 | UNLB accepts recommendation
management by: (a) ensuring—tisnely for Geospatial, 6(a) subject to the proposed
rempedintion_identification and tracking of Information, amendment. It should be noted that
vulnerabilities; (—b—)—eeﬁéﬁe%ma—seeﬁﬁw and UNLB is not responsible for the
: Telecommunic remediation of vulnerabilities, but
eha—ncee—te—preemeﬂeﬂ—and (c) mamtauung ations only for their identification and
server baselines aligned with current security Technologies/ tracking.
standards. UNLB
No - 6(b) N/A N/A This recommendation is similar to
5(a) above. Security assessments
are not conducted by UNLB, but
OICT Security Services, upon
request from the Business Owner.
Yes — 6(c) | Chief, Service 31 March 2027 | UNLB accepts recommendation
for Geospatial, 6(c) and will take action to
Information, implement it.
and
Telecommunic
ations
Technologies/
UNLB
7 L . I N

3 Critical recommendations address those risk issues that require immediate management attention. Failure to take action could have a critical or significant
adverse impact on the Organization.

Important recommendations address those risk issues that require timely management attention. Failure to take action could have a high or moderate adverse
impact on the Organization.
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